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ECONOMIC SECURITY OF THE INFORMATION 

SPACE OF CONTROLLING INFORMATION IN THE 

IMPLEMENTATION OF JOINT ACTIVITIES 
 

Deepening the scientific foundations of the study of the 

peculiarities of the emergence and circulation of financial 

controlling information in the implementation of joint activities 

requires a study of the essence and definition of the content of such 

categories as ‘information space’, ‘information environment’ and 

‘information space of controlling information’, identification of the 

main centres for producing controlling information in the joint 

venture management system, as well as allocation and 

classification of types of controlling information, justification of 

the necessary volumes of controlling information, and 

determination of the necessary volumes of information. The 

emergence and intensification of threats in the information 

environment significantly increases the importance and role of 

information security for the national security of Ukraine, expands 

its content, and outlines the relevance of the chosen research topic. 

It is impossible not to pay attention to office threats to the 

information of business entities, namely, threats to the information 

contained in documents and information possessed and used by 

office workers in the course of work. If we answer the question of 

the meaning of the concept of office activity, it may be as follows: 

it is a set of actions of the personnel of a certain entity, organised 

in space and time, aimed at ensuring the management of its 

activities. In other words, office activities are part of the 

management process. Moreover, if there are certain threats in such 
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activities, this will affect the management process, in this case, the 

activities of a business entity. Since management is largely related 

to information technology, office activities are aimed at 

performing various tasks, works, procedures and operations of 

information support of the management process. The structure, 

methodology and content of such support from the so-called office 

technology. The object of the latter is the relevant information 

resource that is processed, interpreted and used to support 

management activities. The misuse or disclosure of office 

technology or information by inciting employees to take initiative. 

In the latter case, provocations can be generated within the office 

itself or in the environment where office workers provide for their 

needs and interests. Dissatisfaction with these needs and the 

conditions that affect the provision of benefits triggers actions that 

may pose a threat to information in the office. In addition, it is not 

necessary that the employee was previously malicious or disloyal 

to the company or bank. Such characteristics can be caused by the 

office atmosphere, style of relationships, way of working, which in 

itself is a threatening phenomenon that can ultimately pose a 

serious threat to the subject's information. In addition, such threats 

usually have nothing to do with material values, and people do not 

always feel guilty that the information was disclosed through their 

fault. It is necessary to document the activities of business entities, 

which creates additional risks regarding information [2]. 

Insufficient attention from the management staff to the 

formation of a rational structure of financial control of joint 

activities leads to the fact that the use of financial, technical, 

personnel, organisational, intangible support and obtaining high 

quality and timely information does not produce the expected 

results. The management apparatus uses additional resources 

largely to create computerised management systems, improve the 

skills of financial controlling employees, but does not pay attention 

to the study of information needs of users and their relationship 

with the amount of information produced and provided. 
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Information is a production (economic) resource similar to 

material, labour and other types of resources [3]. 

It can be seen from this that office activities are based on 

working with the information of a business entity, and work in the 

management link, which determines the particular importance of 

such activities. The main components of office activity are the 

knowledge of office employees and the documents that accompany 

it. Under such conditions, the efforts of entities seeking to obtain 

information of business entities or to harm the public assessment 

of their activities will be concentrated on personnel and 

documents. Implementing a plan to obtain office information 

through your employees can pose a real threat to both your 

employees and your business. The most common threats here may 

include involvement of such employees and third parties; 

blackmailing office employees to gain access to office information 

resources [1]. 

The organizational aspect of the information space structure 

is made up of sets of databases, data warehouses, technologies for 

their maintenance, use, information systems, networks, 

applications, and organizational structures. They function because 

of certain principles and according to established rules and ensure 

information interaction of objects. Information is defined as a set 

of diverse data produced within certain departments of business 

entities by certain specialists, which allows obtaining a decision on 

how to organize the production of goods or services more 

efficiently and profitably in the economic context [1].  

Thus, reasonable conclusions make it possible to define the 

concept of «financial controlling information» as a set of diverse 

data produced by individual structural units of business entities, 

government agencies, other institutions and organizations and used 

in the process of preparing reports for managers of different levels 

in order to make the right management decisions. Financial 

controlling information is a complex concept, as it characterizes 

the data generated within the management system of certain 
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objects. Therefore, it can be concluded that the enterprise 

information space system is a separate system, but interconnected 

with the management system and the financial controlling system. 

However, a characteristic feature of a joint venture is that the 

information structure of the joint venture is more complex, as it 

involves the formation of the information space of individual joint 

venture participants and the information space and information 

flows between the joint venture participants. Such threats usually 

have nothing to do with material values, and people do not always 

feel guilty that the information was disclosed through their fault. It 

is necessary to document the activities of business entities that 

create additional risks to information [3]. 

Therefore, when organising information security, it should 

be borne in mind that the vast majority of threats are generated by 

its employees, regardless of whether it is information in the form 

of employee knowledge or information contained in documents. 

Therefore, it is important to know the main factors that determine 

the behaviour of employees, which may lead them to disclose 

office information. Such factors may include objective conditions 

under which employees are the main source of information.  
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