HauionanbHuii yHiBepcurert «IloaraBcska nostitexnika imeni FOpis Konapariokay
JenapTaMeHT eKOHOMIYHOTO PO3BUTKY, TOPTiBJi Ta 3a;dy4YeHHs iHBecTHILIi
[oaraBcbkoi 001acHoI BilicbkoBoi agminicTpanii
IMonTaBcbKka TOProBo-NMPOMHC/IOBA NANATA
YuiBepcurer ®@aopuaa (CLIA)

“1 DECEMBRIE 1918” University of Alba Iulia (PymyHnis)

Binocroubkmii Texnonoriuynumii yniepcurer (Ilosibia)

BinbHioceknii yHiBepcuter npukiaaaaux Hayk (VIKO) (JInTsa)

London Metropolitan University (Bequka bpuranis)

CroBanbkuii TexHos1oriuynmii yHisepeurer (CnoBay4nHa)

Pana monoaux Buenux HanionaabHoi akagemii Hayk Ykpainu
Pana monoanx Buenux HamionanbsHoro yHiBepeurery «3anopisbka noJirextikay»

Papna mosnoaux BueHux HamionanbHoro TexHiunoro yHipepcurery «/IHinpoBcbka momiTexHika»
Pana monoaux Buenux HamionanbHoro yHiBepcutery «UepHiriBcbka moJjirexHikay
Pana mononux Buenux HanionanbHoro yHiBepcurery «Onecbka nojitexHika»

Pana mosnoaux Buenux OnecbKoro HamioHaabHOro yHiBepcutery imeni LI. MeunukoBa
Pana mostoanx BueHux I3MaijIbCbKOro Aep:kaBHOI0 ryMaHITAPHOI0 YHiBepCUTETY
Pana monoaux BueHux [1yXiBchbKOro HaliOHAJBLHOIO NMeJArOriYHOr0 YHiBepCcUTeTy
imeni Osnexcanapa JoB:xkeHka
Pana mostoanx BueHux CyMchbKOro HallioHAJILHOTO arpapHoro yHiBepcUTeTy
Pana mostonnx Buenux HauionanbHoro TexHivHoro yHiBepcurery YKpainu
«KuiBcbkuii noairexniynuii incrutyT imeni Iropsa Cikopebkoro»

Pana mosogux BueHHX XapKiBCbKOro HallioHAJBLHOTO Neaaroriynoro ynisepcurery iMeni I'.C. CkoBopoau
Papna mosnoaux BueHux YepHiBenskoro HanioHaasHoro ynisepcurery imeni FOpis ®@eapkoBuua
HayxoBe TOBapHCTBO CTYJ€HTIiB Ta MOJIOANX BYeHUX XMeJbHUIbKOI0 HAlIOHAJILHOT0 YHIiBEPCHTETY
Papna mosoaux BueHux KuiBcbKoro HanioHaJAbHOro yHiBepcuTeTY OyAiBHHIITBA Ta apXiTeKTypH
Pana mosnoaux BueHHX XePCOHCHKOI0 AeP:KaBHOI0 arPapHO-eKOHOMIYHOT0 YHiBEPCUTETY

MOJIOAIZKHA HAYKA:
IHHOBAIIII TA I'JIOBAJIBHI BUKJIUKHA

3bIPHUK TE3
MikHapOAHOI HAYKOBO-NIPAKTHYHOI KOH(epeHLil CTy/IeHTIB,
ACIIPAHTIB Ta MOJIOJUX BYEHHUX

[TonraBa, 06 mucronama 2024 poky



MornoaikHa HayKa: iIHHOBAIIIi Ta TTI00ATbHI BUKIMKU

age=175

4, Jlituacekuit  JIL.K. Po3BUTOK cucTeMu yhnpaBiaiHHA KOHQMIIKTHUMU
CUTyallisiMU Ta cTpecaMu y poOouomy cepenoBuui. 2024. URL:
http://surl.li/rgalpn

5. Cyxopebpa M.B. ®yHkiioHanbHE IPU3HAYCHHS CTPEC-MEHEKMEHTY Ha
nignpuemMcTBax. Ceimoge 20cno0apcmeo i MidCHAPOOHI eKOHOMIYHI 8I0HOCUHU.
2020. Ne 27. URL: https://financial.lnu.edu.ua/wp-
content/uploads/2015/11/19.pdf#page=27

6. Yaiikina H.O. Ilcuxosnoriuni OCOOJIMBOCTI CHPUUHSATTS  PUHUKY
KUTTEBUX CUTYAIIIH ITiJ] yac BificbkoBHX it B ykpaini. In The 10th International
scientific and practical conference ‘“Modern methods of applying scientific
theories ”(March 14-17, 2023) Lisbon, Portugal. International Science Group.
2023. P. 382.

UDC 330.4
Kudinova Alina
PhD in Economics, Associate Professor
Pikalov Oleksii
Master’s Degree student
National University «Yuri Kondratyuk Poltava Polytechnic»
Kuchka Daiana
student
“1 Decembrie 1918” University of Alba lulia (Romania)

MANAGEMENT OF ENTERPRISE INFORMATION SECURITY
IN MODERN BUSINESS CONDITIONS

The successful functioning of an enterprise depends on making high-
quality and timely management decisions based on a thorough analysis of
information coming from the internal and external environment. In recent years,
with the development of information technologies and the general
computerization of socio-economic relations, the importance of information has
increased in the economy and society as a whole. Information has become one
of the most important management resources and human, financial and material
resources. The growing role of information has created an information space that
must be protected from unauthorized or unwanted interference at the national,
regional, and individual levels. In commercial activities, information protection
can bring significant revenue, ensure the conclusion of profitable contracts with
counterparties, significantly increase the competitiveness of enterprises, and
increase the efficiency of business processes [1, 4].

The purpose of information protection is to preserve the value of
information assets for their owners. Based on this, direct protection measures
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support certain technologies for creating, processing, storing, searching, and
providing information resources to users, not the information sources
themselves. Such technologies not only take into account the characteristics of
the information to be evaluated but also ensure the effective use of information
resources. Therefore, it is desirable to consider the information security system
of an enterprise as a model of conducting information warfare under the
influence of internal and external environmental factors. The content of the
information conflict consists of 2 components associated with various actions
that can benefit from the information.

The first element (information attack) is to combat the violation of the
integrity of the provision of corporate information by the external environment,
including measures aimed at violating the confidentiality of corporate
information, providing false information, blocking data reception, information
processing, and information exchange (including physical destruction of
information carriers) and information support at all stages of disinformation
management [5].

Response to information is carried out in several ways, including technical
reconnaissance of communication and management systems, as well as
interception of information through communication channels.

The second element (information protection) includes corporate
information, storage, processing, transmission, and automated measures to
protect these processes from external influence, including the definition of
information policy, and information dissemination measures necessary to solve
administrative tasks (including the protection of information carriers from
destruction). dissemination and penetration of disinformation information into
corporate management systems [2].

The main goal of the information security system is to ensure the
sustainable development of the enterprise, prevent security threats, protect
legitimate interests from illegal violations, prevent disclosure, loss, leakage,
falsification and destruction of information, as well as ensure the effective
operation of all structural divisions of the enterprise. In addition, the system
must provide constant risk monitoring for the timely detection of threats.

The structure of the information security system depends on the goals,
objectives, methods and means of the enterprise, the nature (quantity, value) of
the information itself, the nature of possible threats and the required level of
security. A standard corporate information security management system
includes all the key components inherent in management systems. Experience in
using standardized requirements for such systems helps to identify the main
factors that ensure information security in modern enterprises:

information security policies, objectives and measures that reflect the
company's business strategy;

an approach to implementing, monitoring, maintaining and improving
information security that is consistent with the corporate culture;
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support and active participation of management at all levels;

understanding of information security requirements, risk assessment and
availability of tools to manage them;

effective measures to increase awareness in the field of information
security;

clear guidelines for information security policies and standards;

ensuring adequate funding for information security management activities;

creating an effective process for responding to information security
incidents;

assessing the system to increase management effectiveness and provide
recommendations for its improvement [3].

Therefore, the management of the enterprise's information security system
should cover all elements of the information and communication environment
and implement effective measures to protect it. The basis of this management is
the definition of goals, objectives, methods, principles, and means of
information protection. Maintaining confidentiality, integrity, and availability of
data contributes to improving the effectiveness of the enterprise's information
security, which allows the protecting of information from internal and external
threats, creates favorable conditions for the effective operation of the enterprise,
and increases its competitiveness.
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