MiHICTEpCTBO OCBITH 1 HAYKU YKpaiHu
[TiBH1yHO-Cx11HMii HayKoBuii ieHTp HAH Ykpainu ta MOH VYkpainu
HamionansHuii yHIBEpCUTET
«ITonTaBchka nomiTexHika imeHi FOpis KonapaTioka»

Te3u

73-1 HayKoBOI KOH(pepeHil npodecopiB, BUKIIAAAYIB,
HAYKOBMX NPALiBHUKIB,
ACHIPaHTIB TA CTYJCHTIB YHIiBEPCUTETY

Tom 1

21 kBiTHA — 13 TpaBHsa 2021 p.

ITonraBa 2021



BUIAKy MOBOIO nporpamyBanHs 0yae HTML, CSS, PHP, JS Ta Bukopuctanus
0a3 manux mis 30epexxenHs iHdopMmairii. Cepeoro po3poOKH sl HaJlalo MepeBary
PhpStorm, 1ie onna 3 Habikpamix nporpam ais WEB po3po6Huka.

[lepeBipsieTbCS MOBHICTIO cailT, OO0 BCl €JEeMEHTH BigoOpa)anucs
aJIeKBaTHO Ta MPU PECIIOHCUBI HE “TamMaiin’ Hall CauT.

3BUYANHUI TU3aiiH 3 MOXKIIMBICTIO BUOOPY came Bamioro aBro. Ha npomy
CaiTi 3aHAJTO 3aCTapLINi U3aiH.

Sk Ha MeHe, TO Lle caMUil TapHUM AU3aliH cepe3 YKpaiHChbKUX CAWTIB MO
TIOHIHTY aBTO.

['onoBHUM npu3HAYeHHSAM 1H(QOpPMAIIHHOI CUCTEMU € PO3MIIICHHS
Martepiany A KIIEHTIB Ta rOCTed, 3py4yHUN MOIIyK OyAb-sKoi iHdopmarlii Ta
3py4Ha JIoKai3aiis.

B xoni BUKOHaHHS pOOOTH peanizoBaHO psaa PYHKIIIH:

1. CrBOpeHHSI HOBHMX CTOpPIHOK, JOJIaBaHHS HOBUH Yepe3 IMaHelb
aJMIHICTpaTopa.

2. Po3pobiieHHs MOJyJisl, 32 JOMOMOIOI0 SIKOTO AYXE 3pYy4YHO J0JaBaTh
HOBHUX a00 peJlaryBaTH BXK€ 1CHYIOUI.

3. PenaryBanns wMarepiany (HOBUH, CTOPIHOK) uepe3 TMaHelb
aJMIHICTpaTopa.

4. Jloxanizaris caity Ha 2-X MOBax.

VK 004.9
I'.B. ['onoeko, k.m.H.,00yeHm

V. Pokhodun, macicmp

Hayionanvnuu ynieepcumem

«llonmascvka nonimexuixa imeni FOpia Konopamiwokay

SOFTWARE IMPLEMENTATION OF THE DECODER
BASED ON THE MMB ALGORITHM

Cryptography is a ubiquitous tool in the world of information security. It
1s necessary to maintain the confidentiality of communications or to prove the
authenticity of the message, it can be used to create various multi-party
protocols in such a way that makes their circumvention, hacking or deception
difficult and prohibitively expensive. In fact, the scope of cryptography is
incredibly wide, and it would be impossible to compile a complete list of
functionalities that can be achieved through its use.

Historically, the oldest and most important cryptographic goal is the
confidentiality of information, and there are many methods and algorithms that
can be used to achieve it. One of them is a modular multiplication-based block
cipher - MMB.

The block encryption algorithm MMB was developed by Joan Daemen in
1993, and proposed as an alternative to the IDEA cipher. It was developed
specifically to withstand differential cryptanalysis. Its main innovation was the
use of cyclic multiplication in the group Z2n-1, where n is the length of one
word within witch operations will be performed. All internal MMB operations
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are performed with n-bit words. The creators of the cipher suggested n = 32, so
the multiplication occurs in the group Z232 - 1. The MMB cipher block has the
structure of a Substitution-Permutation network (SP-network) and works in 128-
bit text blocks, uses a 128-bit key and has six iterations. One round of MMB
consists of four transformations
MMB operates with 32-bit text sub-blocks (x0, x1, x2, x3) and 32-bit key
sub-blocks (kO, k1, k2, k3). This makes it convenient to implement the
algorithm on 32-bit processors. Alternating with XOR, the nonlinear function f
is used six times.
Algorithm:
xi = xiP ki, for I=0to 3
f(x0, x1, x2, x3)
xi=xi@ ki+1, forI=0to 3
f(x0, x1, x2, x3)
xi = xi@ kit+2, forI=0to 3
f(x0, x1, x2, x3)
xi = xiP ki, for I=0to 3
f(x0, x1, x2, x3)
xi=xi@ ki+1, forI=0to 3
f(x0, x1, x2, x3)
xi = xi@ kit+2, forI=0to 3
f(x0, x1, x2, x3)
Function f has three steps:
(1) xi=ci, for I= 0 to 3 (If input bits are all 1, then all output bits are also 1.)
(2) If least significant bit x0 = 1, then x0 = x0 C. If least significant bit
x3 =1, then x3 =x3@ C.
(3) xi=xi-1P xiP xit+1, for[=0to 3
All index operations are performed as multiplication modulo 3. The
operation in step (1) is performed as multiplication modulo 232-1. In this
algorithm, if the second operand is 232-1, then the result is also 232-1.
Algorithm uses constants:
(C=2aaaaaaa
c0=025f1cdb
cl=2 *c0
c2=23 *c0
c3=27 *c0
Decryption is the reverse process.
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