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AHHOTAIIUA

[Tpumenennn QR-koma ympormaer npoiiecc coopa, 00pabOTKH W XpaHCHHS
nH(popMaIK, 0JTHAKO B CBOIO OU€pe/lb CYIIECTBYET psii MPOOJIEM CBS3aHHBIX C
MOBPCKACHUEM KOAa U BO3MOKHOCTH ITOJIYUCHUA I/IH(l)OpMaI_II/II/I N3 MMOBPCIKACH-
Horo QR-koxa. Takxe HEOOXOAUMO MOMHUTH, YTO B HEKOTOPBIX c(hepax KU3HU
npumeHenne QR-koa MOKeT BIUATH Ha 0€30MaCHOCTD U 3alIMILIEHHOCTh MEepCo-
HaJbHBIX JAHHBIX.

Abstract

The use of QR code simplifies the process of collecting, processing and stor-
ing information, but in turn there are a number of problems associated with code
corruption and the possibility of obtaining information from a corrupted QR code.
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It should also be remembered that in some areas of life, the use of QR code can
affect the security and security of personal data.

KiroueBnle ciioBa: QR-KOI[, 66301’[aCHOCTL, 3aMUIIICHHOCTD, UCIIPABJICHUC
OIIIHOOK.
Keywords: QR code, security, safety, error correction.

A QR Code is a two-dimensional barcode that is readable by smartphones.
It allows to encode over 4000 characters in a two dimensional barcode. QR Codes
may be used to display text to the user, to open a URL, save a contact to the
address book or to compose text messages [1].

QR codes do have error correction. This error correction can ensure that a
QR Code remains readable when as much as 30% of the code is corrupt. In this
example, red ink covers a chunk of the QR Code but the QR Code can still be read
successfully (figure 1).

Figure 1. QR Code with 30% of squares covered

Error correction is always enabled to some extent, you can't turn it off. When
a code is being created, it's down to the designer to specify which of the 4 different
levels of error correction they want. The designer can select from the following
[3]:

1. L[ow] — up to 7% damage

2. M[edium] — up to 15% damage

3. Q[uality] — up to 25% damage

4. H[igh] — up to 30% damage

Error correction comes at a cost, after all nothing is free, and that cost is that
the higher the level of Error correction you apply to your QR Code, the more
space you lose to store actual data.

There are times when error correction is worth sacrificing storage space and
times when it isn't. For example, on a business card when you likely don’t need
to store tonnes of detail, but where the card could become damaged or wet before
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the recipient has had a chance to scan it, higher levels of Error Correction could
save the day. On the other hand, if you’re creating a code that will only be dis-
played digitally, it's unlikely the content of the code will be damaged and the
original is easily reproducible so error correction isn't really very useful, espe-
cially not at the highest levels [3].

The content of a QR Code cannot be changed once generated. What is some-
times referred to as a Dynamic QR Code, is a QR Code pointing to a static URL
that hosts the actual content (e.g. the real URL). The hosted content can be
changed after the QR Code has been printed.

There are however some areas in which QR Codes can pose a risk to your
security and safety.

The first and probably main method would be phishing. Phishing isn't just
limited to e-mails, viruses or Trojans. In fact due to the appearance of QR Codes,
they can be an easy way to target unsuspecting users.

Let’s picture, a user sees a poster from their bank with an advert for a great
new service they are offering, they trust the bank. The offer is for a limited time
only, so the user uses the chance to get more info. The poster proposes a QR Code
which promises to take them straight to where they can take advantage of the
offer. The person scans the code and he’s taken to a website as promised, only
what he doesn't realize is that he's been taken to a replica website that's identical
in appearance to the bank’s intended destination only not actually hosted by the
bank. The user proceeds to sign up entering all their account details only to find
the following day someone has gained access to their account because of the info
they entered in that website. So how is this possible?

It's not as complicated as one may think. The reason this sort of thing can
occur is because QR Codes are only meant to be machine readable. This means
that a human looking at the code is unable to determine its content, or more im-
portantly identify if it's been manipulated post production. All a scammer would
need to do is create a QR Codes of the same dimensions as the one in the poster
that contains a link to the fake website they setup in advance, and cover the orig-
inal QR Code in the posted with the new altered one. Maybe not everyone will
fall for it, but many unsuspecting bargain hunters would scan the fake code rather
than the one in the original poster. Their trust for their bank may make them less
likely to question anything.
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