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The textbook covers the program material for the training of students in the
field of knowledge 12 “Information Technologies” in the specialties 122 - Computer
Science, 123 - Computer Engineering, and 125 - Cybersecurity and Information
Protection. The educational publication is based on the materials from lectures,
group and practical sessions on the discipline “Fundamentals of Information and
Cybersecurity ”, as well as on the subjects “Cybersecurity ”, “Information security”,
“Information Protection in Infocommunication Systems”, and “Theory of
Information Warfare”. The manual is intended for students studying in the
specialties of the field of knowledge 12 “Information Technologies” and for
independent assessment and testing of the security of organizational systems to
identify vulnerabilities.

This manual is dedicated to the study of the basics of cybersecurity and
practical skills that will help better understand how to protect information systems
and, at the same time, identify vulnerabilities in networks and systems. Each chapter
covers essential aspects of the topic, starting with the basics and progressing to more
complex issues such as penetration testing and hacking.

The mentioned chapters address key aspects of cybersecurity and provide an
opportunity to learn how to use tools employed by security specialists to detect and

eliminate threats.
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