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IHEPEJIIK YMOBHHX CRKOPOYEHD

PoE — texHomnoria xHBIeHHA depe3 Ethernet kaGens
DVR — aHaIOroBHH Billeo-peecTpaTop

NVR — MepekeBHH Billeo-peecTpaTop

LAN — nokalpHa Mepexa

WAN — rno0ansHa Mepexa

b]J] — 6a3za naHHX

NAS — (paHnoBe cXOBHIIE



BCTYII

Opranizania Ge3leKH MiANPHEMCTIBA — II€ LilicHA Ta GararorpaHHa KOHIEMIid,
CIOpAMOBaHAa HAa BHABIEHHA, 3amo0iraHHA Oi3Hec-pH3HKIB. /[0 HHX HaleXkaTh 30BHINIHI
3arpo3H, MOMHIIKOBI MOPYIIEHHA NPaBHJ CHIBPOOITHHKAMH Ta PH3HKH IHIDHX CTOPIH.
JlaHi KIi€HTIB Ta KOMIIaHil € Bpa3IHBHMH, 1 1X 3aXHCT € TOJTOBHHM NPiOpHTETOM OyIb-
AKOTO MiANpHEMCTBA [1].

Ingopmaniiina Oe3nexa NiTOPHeMCTBA — I& 3aXHCT UHGPOBHX AKTHBIB Ta
iHopmanii opradizamii. Ile Moxe BKIIOYATH OyIb-Imo: Bin Be0-caHTy opraHizamil Ta
OHJIAHH-MPHCYTHOCTI JI0 11 BHYTPIIIHIX Mepexk 1 JaHHX. II[o0 3aXHCTHTH Ii aKTHBH,
opraHi3amii IOBHHHI MaTH KOMILUIEKCHY cTpaTerito iHGopMmanidHOI Oe3leKH, AKY
IOMOBHIOE (pi3zHIHA Oe3neka.

@dizpuHa Oe3meka NiINPHEMCTBA — IIeé 3aXHCT Big (Qi3HIHOTO BILIHBY
3JI0BMHCHHKIB YH HeIDacHHX BHONANKie. HanpHkian ¢izEdHe po3MexyBaHHA IIPaB
IOCTYyIy IMpAaliBHHKIB [0 MpPHMIMEHHS 4YH 3aXHCT CcepBepiB Je 30epiraeThcd
KOH(epeHIIiIHHI JaHi KIi€HTIB KOMIIaHII.

KoHTpoab gocTyny a00 KepYBAHHH JOCTYHOM — I TeXHOIOTIA MOXKe
penizyBaTHCA O Pi3HOMY B 3alIe’XHOCTI1 BiI moTpel NiAnpHeMcTBa. HalpHKIaD e MOXKe
OyTH BHIAa49a IepCcOHANy CMapT-KapToK, A1 KOHTPOIID IepeMillleHHA Ta KepyBaHHA
IOCTYIOM [0 INpHMiMeHb IpaliBHHKA. Bceg iHQopMmamis Npo BXOIH Ta BHXOIH
3alHCYEThCA ¥V KOpHnopaTHBHY 0a3y maHHX (BJI). Taka cHcTeMa BITHOCHO JEMIEBONO Ta
HaJae peani3alliln CHCTEMY KOHTPOI NOCTYILY.

KoMIIeKcHA CHCTEMA 3aXHCTY HiINpHEMCTBA CKIafaeTbed i3 00 e€IHAHHA
IeKUTbKOX cHCTeM Oe3mekH — (i3H4YHOI, iH(QopmamiiHol (kiGepOe3nekH), KOHTPOI
DOCTYIIY Ta MOXKeXKHOl CHCTeMH Oe3nekH [2].

ITo:KeKHA CHCTEMA 3aXHCTY NIINPHEMCTBA — Ile KOMIIIEKC TeXHIYHHX 3aco0iB
IpH3HAYeHHA AKHX BHABIATH ()aKT BHHHKHEHHA INOJXKapy Ta BiANIOBITHHM YHHOM Ha
HBOT'0 pearyBaTH, po30JI0KyBaHHAM JBepeH, raciHHAM, BHKIHKOM aBapiHHHX cIyx0 [3].
IToxexkHa CHCTeMa CKIIaIaeTheA 13 GIIOKY CeHCOpIB — JAaTYHKIB, KOHTPOIBHO-KePYIIHX

naHelneH, 0/10kiB 00po0kH iH(opMalii 13 JaTIHKIB — KOHTPOIIepiB.
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Y nignpHeMcTtBa TOB «IHaycTpiankHi CHcTeMH ABTOMAaTH3allil» BHHHKIIA
noTpeba MoIepHi3alii KOpIOpPaTHBHOI Mepeki i3 po3MmMHpeHHAM ii (QyHKIIIOHATY 10
IMOBHONIHHOTO KOMIIIEKCHOTO 3axXHCTy CHcTeM Oe3leKH 1A MianpHeMcTBa. lle
NIANPHEMCTBO 3aHMaeThes OOCIYIrOBYBaHHAM, HalaITyBaHHAM Ta I1HCTAIALIEHD
iHpopMalliHHHX CHCTEM Ha OCHOBI IlepCOHAIBHHX KOMII'IOTEpPIiB Ta CHCTEM BiIeo-
Harnany. O4eBHIHO IMO Y TAKOIO MINNPHEMCTBA € MoTpeba 3aXHINATH CBOl aKTHBH Y
BHIUIAI 00lIaJJHAHHA, CiBPOOITHHKIB, KOHQepeHIIHHHX JaHHX Ta JUI0BOI pemyTalil.

AKTyansHICTE TaHOI poGOTH 00yMOBIIOETECH IOITHPEHHAM HOBHX BEKTOPIB aTak
Ha 0i3HeC Y Cy9acCHOMY CBiTi. AK (P13HIHHM BTPy9IaHHAM 1 iHGOpMamiHHHM Kidep-aTakaMm
Ha KPHTHYHO BakIHBY Oi3Hec-iHQpacTpyKTypy. OKpIM [OBOT0 pO3MHPEHHA
nianpHeMcTBa TOB «IHaycTpianekHi CHCTeMH ABTOMAaTH3alil» 00YMOBIIE HAgBHICTH
noTpeOH HOro 3aXHCTY Ta 3MeHIIeHHA PH3HKIB BiJ JiH 37I0BMHCHHX 0ci0 Ta aBapiHHHX
CHTyallid 13 po3po0KOI0 BINNOBITHOIO IPOEKTY MOJepHizamili Mepexi Oe3mekH 13
KOHTPOJEM JOCTYIY Ta i1 IHTerpalil y Mepexy MiIIpHEMCTRA.

MeTta po0OTH — CTBOPEHHA MPOEKTYy MOJIepHi3allil CHCTeMH 0e3neKH Ta CHCTEMH
KOHTPOII JOCTYIIY Ha MIINPHEMCTBI.

OG’eKT OOCIIKEHHA — IPOeKT MOJepHi3allil CHCTeMH Oe3leKH Ta CHCTEeMH
IOCTYILY.

3anadi JocliKeHb JaHol kBalidikaniiHol poSoTH:

e aHaIi3 CyJacHHX CHCTeMH Oe3leKH Ha MiONpPHEMCTBI;
e OINA] Cy4acHHX IIPOTOKOMIB Nepeadi JaHHX ¥ CHCTeMax Oe3leKH;
e aHaniz Ta BHOIp 3aco0iB Ta o0nagHaHHA A1 MOOYIOBH CHCTeMH Oe3leKH Ha

NiIIPHEMCTBI;

e BH3HAUYEHHA PO3TAITyBaHHA KOMIIOHEHTIB CHCTeMH Oe3leKH;

® pO3paxyHOK BapTOCTi MPOEKTy CHCTEMH Ge3leKH.
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1 TEOPETHUYHI OCHOBH ®YHKIIIOHYBAHHA CHCTEM BE3IIEKH HA

HIJITPHEMCTBI

1.1 AKTYAJBHICTE CHCTeM De3MeKH Y CYIaCHOMY CBiTi

CHcTeMH 6e3NeKH J0MOMaraloTh CTPHMYBAaTH 3JI0BMHCHHKIE Bill IDOHHKHEHHS Ha
NIINPHEMCTB, a TAaKOX MNOCTIHHO 3axXHmMawTh (i3HYHI Ta iHQOpPMAIliHHI aKTHBH.
BaxnHBICTE cHCTeM Oe3leKH HEMOKIHBO NEpeolliHHTH, ajle MepeldHMO OCHOBHI
IIpHYHHH Ta 0cOoOIHBOCTI AKi HaJae BCTAHOBIIeHA CHcTeMa Oe3NeKH MiANpHeMCTIBY [1, 4]:

e MiHiMizalmia MOKIHBHX BTpPaT — 3BHYAHHO, CyJacHI CHCTeMH Oe3leKH MOXYTh
OyTH DOCHTH JOPOTHMH, aje HaTOMICTh MalTh FapHe CIIiBBiJHONMIEHHA IiHH Ta
AKOCT1, OCKUIBKH BOHH 3aXHIIAlOTh IHBECTHIII Ta AaKTHBH MiANPHEMCTBA, AKI
KOIMTYKTh HabaraTto JopoxKdIe.

e Be3medHe cepeloBHINE 111 pPoOOTH — MiNNPHEMCTBO HECE BiANOBIJANBHICTE 3a
3[0pOB’H Ta Oe3NeKy CBOIX NpaliBHHKIB. BCcTaHOBIEHHA CHCTeM Oe3lleKH CIIPHAE
CTBOpPeHHIO Oe3medHoro poGodoro cepenoBHma, 3abe3NedylodH IIOCTIHHHH
KOHTPOIb 3a CHiBpOoOITHHKAMH. ¥ pa3i HeIacHOTO BHNAJKY YH HABMHCHHX 3JIHX
IiH MOXIIHBA HeraHHA peaklid L4 BHpiMIeHHd NpoGIeMH.

e AHami3 OTPHMAHHX JaHHX — 3a JOIOMOIOK PI3HHX NATYHKIB Ta KaMep MOJKIIHBO
CTBOPIOBATH AHAIITHYHI 3BiTH Ta ABTOMATH30BaH1 CHCTeMH. BOHH MpeAcTaBIAIOThE
IaHI [0 MOXKYTh IOKPAIlHTH BHKOPHCTAHHA pecypciB MiANpHeMcTBa ado
MONIETINHTH KOHTPOJIE 6yIb-AKHX HAA3BHIaHHHX CHTyAaIliH.

e BcTaHOBIeHI cHcTeMH Oe3lMeKH 3HHXKYIOTE KOMTOPHC CTIpaxXyBaHHA MaHHa.
OCKINBKH CTPaXx0Bi KOMIAaHIl 3MEHIIYIOTE CYMY IIAaTLKOK, KOIH Y HMiANPHEMCTBA
€ CHCcTeMa Oe3lleKH, TOMY INO Ile MPH3BOAHTE [0 3HHKEHHA PH3HKY.

CtapHX MeToHiB po3rnany iHdopmamidHOl Ta (i3HYHOI Oe3leKH AK OKpPeMHX
CYTHOCTeH yKe HeJOCTaTHRO AN 3aXHCTY HinmpHeMcTBa. OIHAK, 30CepeIKyITIHCE Ha
IpakTHKaxX Kifep3axXHCTy., opraHizallii 9acTo ITHOPYHTh CBO1 HOTpeO0H y ¢i3HUIHIH
Oesnmeni. KoHBepreHmia Oe3neKH IOedHye crparerili iHdopmamidHOl Ta ¢i3HYHOL

Oe3nekH, mo0 3aXHCTHTH MINNPHEMCTBA BLI HOBHX 3arpo3 i Bpa3IHBOCTeH.
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Po3rngHeMO TIOMHpeHi 3arpo3H iHGopMamidHIA Ta (i3HUHIA Oe3meri
NIIIPHEMCTBA ¥ CY94acHOMY CBITi [4]:

e 30BHIMHI aTakH — BOHH BKIKYAaKTh 3J0BMHCHI cOpo0H CTOPOHHIX o0Ci0
OTpHMAaTH iHGopmamiro, AaHi afo Gi3HIHHH gocTyn. PIMHHT, colialbHA
IHJKeHepiAd Ta 3710M HPHCTIPOiB IHTepHeTy pedeH — yce Le NPHKIAZH 3arpos
Oe3meni NiANPHEMCTBA 13 30BHIMHIX Tkepel. IJeHTpH 00po0KH JaHHX OUIbIIe He
€ €JHHOK OCHOBHOK MIMIEHHIO A XakKepiB: nepHQepidHi OPHCTPOl, Taki AK
KOpPIOpaTHBHI KaMepH Oe3MeKH, Bce JacTille CTalTh IUIAMH ITHX aTakK.

e BHYyTpilIHI aTaKH — JOBOJi BelIHKA KITBKICTh IHIHEHTIB Oe3MeKH MiAIpPHEMCTBA
(pakTHIHO 3OIHCHHOETBCA CHIBpOOITHHKAaMH oprafizamii. Taki mpoOneMH, fK
KpaJikka MaHHA, BaHIalli3M, BHKpaJeHHA JaHHX 1 HACHILCTBO Ha pobodoMy
MICIIi, € CEpHO3HHMH Bpa3THBHMH MIiCIAMH O€31eKH.

e BHmagkorBl mnopymeHHA Oe3nekH cHiBpoOiTHHKaMH. HeJocTaTHA IIOJMITHKa
Oe3nekH, He3axXHINeHI Mepeki Ta 3acTapill cHCTeMH Oe3leKH € JHINe JeAKHMH
IOPHKIAIaMH TOT0, AK MOKYTE CTaTHCA BHIATKOBI MOpyImeHH Ge3nekH. Ile Moxke
OyTH HaNpPHKJIAI: KPaJUKKH Ta HellpaBHIBHI 00/IIKORBI JaHi JOCTYIY.

OTxe cHcTeMa Oe3lekH € a0COMKTHO HeoOXiTHOW a1 OyIb-AKOIO PO3MIpPY
nianpHeMcTBa. CHcTeMa Oe3NeKH OKYIHIBCA B JOBIOCTPOKOBIH MEPCHEKTHBI

NiIIPHEMCTBY 3a paxyHOK 3HHKEHHA BHTpaT y 37I0BMHCHHX, aBapiHHHX HYH He

[I'I orame um¢n-,-u,1u“r.) (mmrm Mn-nn.u;r.m]
( InoBrMnCHWA ] [ PT— J
NpaLLEH K

; Hewanaumonami
Chabul naponi D D npPRCTRO

Cuomnpomerosasi D D D Hosipyl sigsHocssm
obinikosi gani D

oo
(e ) allls (o= )

MNignpuemcreo

JaAllIaHOBaHHX CHTYHI.[iHX.

PHcyHOK 1.1 — THIIOB1 BEKTOPH aTak A4 OiANPHEMCTBA
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1.2 Cy4acHi DIPOTOKO.IH Nepeaati JaHHX ¥ CHCTeMAaX 0e3leKH

Be3npoToBi NPOTOKOIH HA0YBalOTh Bce OLIBMIOTO PO3NOBCIOIKEHHS ¥ CHCTEMAax
0e3NeKH OCKUIBKH J03BOIAKTE MINKIOYaTH MaT9HKH Oe3 kaleniB, ale JpOTOBi
IIPOTOKOIH TaKOX MalTh CBOI NepeBarH y BHITIAAI HaaiHHOCTI. IlepenidHMO OCHOBHI
BHJIH Cy4acHHX IIPOTOKOIIB [5,6]:

e Jeweller — ne mpoTokon po3poOneHHH Ajax Systems A/1s pagio3B'sa3Ky ¥ CHCTeMax
Oe3nekH. ITpamroe y OBOX HanpAMKax. ITIATpHMYye 3MiHY 9acTOTH palioKaHaIy.
JaNbHICTh 10 2KM IO NMpAMiH BHIHMOCTI, 3aXHINeHHH GIOKOBHM INH(PYBaHHAM.
Moxe OyTH MacIITaGOBaHHH BHKOPHCTOBYIOYH 5 peTpaHCIATOPIB Ta MiTKITIOIHTH
1o 200 opHcTpoiB. IleH NpoToKon Hpalie YV 9acTOTHOMY aiama3oHi 868,0-868.6
MTI'n abo 868,7-869.2 MI'n. JIBOCTOPOHHIH 3B’A30K Hajlae MepeBarH y BHITIAIL
eKOHOMIl Oarapel, i 9ac BCTAHOBIEHHS pPeXHMY OYIKYBAHHA Ha JaTYHKaX IIO
KOMaHIi BiJ HeHTpaabHOro xaly. Takox eHeproedeKTHBHICTH JOCATaeThCA 3a
IOMOMOT 0K BHKOPHCTAaHHA THMYacOBOIO PO3MOALTY KaHaliB — TDMA.

e KNX RF — ne 0ezapotoBa Bepcid pizHIHHX piBHIB KNX. KNX RF M0o%e CIUIBHO
BHKODHCTOBYBAaTH MPHK/JIAaJHI pPiBHI 3 IHIMHMH MexmiaBepciaMH KNX. ToMy BiH
MIOBHICTIO CYMICHHH Ha NPHKJIaZHOMY piBHI. ITpoTOKON mpaimroe Ha 9acToTi 868.3
MTI 1, BHKOPHCTOBYIOYH MonaymAmiro FSK 31 MBHOKICTIO Neperadi JaHHX 16.4
k0it/c. KNX RF 103B0/si€ BHKOPHCTOBYBAaTH OJHOHAIIPaBIIeHI MPHCTPOL (TLIBEKH
oA nOepefadi) Ha J0NATOK [0 3BHYAHHHX [IBOHAIIPABIEHHX MIPHCTPOIB.
CrkacyBaBIIH (YHKIiI0 NpHHMAada, po3po0HHK NPHCTPOK MOXKEe MPOJOBAHTH
TepMiH cIy:x0H OaTapel JaTIHKIB MiANPHEMCTEA.

THHOBHH Aiama3oH npAmol BHAEMOcTI KNX RF Ha gacToTi 868 MI'I1 CTAaHOBHTE

150 metpiB. [iama3oH ycepedHHi OVIIBII Iyke 3alekHTh Bil (aKTHIHOIO

cepenoBHIIA, OyIOiBeNbHHX MaTepialiB TOMO. 3a COPHATIHBHX 0O0CTaBHH

MOZKIHBHH niama3oH 10 30 MeTpiB y Mexax OyIiBii.

e Zigbee — ne craHmapT IEEE (IHCTHTYT iHKeHepiB 3 e€IeKTPOTeXHIKH Ta
eNeKTPOHIKH) and Oe3IpoTOBHX JoMaImHIX Mepex [8]. Lle MamomoTyxHa,
Oe3medHa TexHouoris mmd Smart House Ta cHcTem Oe3nekd. HH3bKe

eHeprocloKHBaHHA: ZigBee 03B0IAE NPHCTPOSAM CIIOKHBATH JyKe MalI0 eHeprii.
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ITe poOHTE HOro NPHIATHHM JIS BHKOPHCTAHHA 3 IPHCTPOAMH, IO JKHBIATHCA B1JL
Oarapel, HampHKIAO KaMepaMH Oe3nekH. ZigBee Mae HH3BKY 3aTpHMKY, IO
03Ha4Yae, M0 BiH MOXKe JIETKO NepelaBaTH BHCOKOMIBHIKICHI JaHi (HalpHKIIAI,
300pakeHHd Ta Bineo). HanidHa Oe3neka: ZigBee BHKOPHCTOBYE HaiHHI
anrOpHTMH IMHGPYBaHHA Ta aBTeHTH(QIKalil, fAKi 3aXHIAKOTh Balli JaHI BiJ
kiOep3arpos. Jlerke BCTAaHOBISHHA: IPHCTPO1 ZigBee Ierko BCTAHOBHTH, OCKLUIBKH
BOHH IPaII0TE 3a JOIOMOI0K MHPOKO JOCTYIHHX miIk3iB Wi-Fi abo Z-Wave 1
CHCTEM JIOMAITHLO1 ABTOMATH3ALIil.

e KNX — e cHcTeMa KepyBaHHA, gKa Oyia po3po0OieHa 111 6e310raHHOL B3aEMO/Iil
IpPOOYKTIB Bil pPi3HHX BHPOOHHKIB. CHCTeMa Npalloe Ha CTaHIapTH30BAaHOMY
IMHHHOMY Ka0eni, M0 JO3BONILE PI3HHM IPOAYKTaM MpallloBaTH pa3oM. LleH
IIPOTOKOI MOJKe KOHTPOIIIOE BC1 ACHEeKTH yIpaBIiHHA J0MOM 1 OyIiBNIel0 CHCTEMH
Oe3neKH Ta JBepPHOIO 3B’A3KY, aylio Ta Bifeo Ta BHMiproBaHHA. ITpoTokon KNX
BHKOPHCTOBYE OJHY €KpaHOBaHY mnapy KaOelro Imd 3’€JHAHHA BCIX IPHCTPOIB
KNX (nmepeMHKad9iB, IIPHBOIIB TOINO) ¥ CHCTeMYy IMHHH. KOXKHOMY IOPHCTPOK B
CHCTeMi HanaeTbCHd IHIHBiMyalbHa agpeca, IO JO3BONAE IHINHM IPHCTPOAM ¥
cHCTeMi Oe3leYHO MapIIpyTH3YBAaTH Ta OOMIHIOBATHCA IAaHHMH 3 METOIO

KepyBaHHA (YBIMKHEHHA CBIT/Ia) Ta 3BOPOTHOTO 3B’ A3KY (KIMHATHa TeMIlepaTypa).

1.3 IIpEHOHNHE KOMILTEeKCHOr0 3a0e3nevueHHs Oe3leKH Ta KOHTPOJI Ha

NiAnpHEMCTBI

1.3.1 3a0e3nevenHA Pi3HIHOI OXOPOHH

3axomH ¢izH4HOl Oe3NeKH IpPH3HaA4YeH1 [AId 3axXHCTy OyadiBenb 1 3aXHCTY
o0nanHaHHA BcepenHHI. BOHH He JONYCKAalOTh HebakaHHX JIH0JeH 1 HaNalOTh JOCTYI
aBTOPH30BaHHM oco0aM. Xoda iHpopManidHa 0e3meKa TaKoX Bajk/IHBa, alle 3arnob0iraiHs
nopymeHHAM (i3HYIHOI Oe3leKH € KIYOBHM A 30epemeHHA TEXHOIOrIH 1 JaHHX
NIINPHEMCTBA Ta OyIb-AKOTO IIepCcOHANy, AKI MarwThk JOCTyn Ao OyaiBmi. di3HYHA

Oe3neKa KOMIaHil Ta 11 0co0HCTHX 0(iciB € JKHTTEBO BaKITHBHM €IeMeHTOM 3araiabHol
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0e3eKH, OCKUITBKH BOHA 3amo0irae BTpaTi JKHTTIB 1 BIACHOCTI, a TAKOK KPaIiKIll HIHHOTO
qacy, rpomeH Ta iHgopmanmii [1.4].
€ KiIbKa cnoco0iB BCTAHOBHTH (Di3HYHY OXOPOHY HABKOJIO MiMNIPHEMCTRA:

¢ [lepekoHaTHCA Yy MIITHOCTI KOHCTPYKIIiA ABepeH Ta BIKOHHHMH paM, OCKUIBKH Iie
NepIIHH BeKTOp (Pi3HIHOI aTaKH MiAIPHEMCTBA.

e BcTaHOBIeHHS OXOPOHHOI CHTHaNi3amil, mol MmomeperkeHHS PO MOTeHIIHHHX
3II0OBMHCHHKIB. I]e 103B0ONHTE ¢ikcyBaTH Oy Ib-AKY NiJ03pLTy JiAIbHICTE Ta BXKHTH
BiIMOBITHHX 3aX0JiB.

e OxXopoHa IepHMeTpy MNINNpHEMCTBAa — MapKaH i3 JaTYHKaMH [OpPYIIeHHH 30H
Oe3mekH. Takok BapTO pPO3INAHYTH MOMKIHBICTE BCTAHOBIEHHA AKICHOIO
OXOPOHHOI'O OCBIT/ICHHA.

Po3ringHEeMO OCHOBHI acnekTH ¢i3HTIHO1 Oe3leKH MiIMPHEMCTRY:

e BHABIEHHA — JONOMararmTh iNeHTH(IKYBaTH MOTEHIIHHY monixo Oe3mekH abo
3I0BMHCHHKA. JITaT9IHKH, CHTHA/IH TPHBOTH H aBTOMAaTHYHI CIIOBIMIeHHA — yce Iie
[IPHKJIAIH BHABIEHHA (i3HIHO] Oe3ekH.

e CTpHMyBaHHA — e (i3HYHI 3aX01H Oe3leKH, AKlI He JalTh IHOIIM BHXOIHTH 3
npoctopy. KoMnoHeHTaMH Oe3neKH, MOXKYTh OYTH (i3HYIHI NepemKoaH, TaKl AK
CTiHH, JBepi Ta BikHa. CHCTeMH KOHIPOIK JOCTYyIOy Ta KaMepH
BiZeocnocTepesKkeHHA TaKOXK 3amo0iraloTh HeCaHKIIIOHOBAaHHM oco0aMm Bif cmpol
oocTyny A0 OyaiBii.

e 3aTpHMKAa — € MeBHI CHCTeMH Oe3nekH, fAKi INpH3HA4YeHI 111 YIOBiIIbHEHHA
3JI0BMHCHHKIB, KOIH BOHH HaMararmTbCA IPOHHKHYTH Ha 00’€KT 9H OYIOiBIIO.
KoHTpons mocTymy, HalpHKIAI, 3allHT Ha KapTKy-Kmo4 ado oOmiKoBI IaHi
MOOiNBHOIO TenedoHy, € OJHHM i3 METOIIB 3aTPHMKH.

e Binmopinek — peaklii Ha Te KOIH BiAOyBaeThbci IMOPYIIEHHA YH BTOPTHEHHA.
IMpHKnNagH pearyBaHHA (izHYHOI Oe3leKH BKIOYAKOTh CHCTEMH 3B A3KY,
OnoxyBaHHA OyIiBelb 1 3B€PHEHHA J0 €KCTPEHHX cIyk0 ado OXOpOHHHX CIIykO
pearyBaHHA.

CHCTeMH KOHTPOIK (Pi3HTHOTO JOCTYIY — HO3BOIAKTE PeryIIOBaTH Ta KePyBaTH

OOCTVII OO .E[BEpEfI HiﬂﬂpHEMCTBE. BcTaHOBIIEHHA CHCTEMH KOHTPOIHK OTOCTYIIY Halac
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3aXHCT Bil HEKOHTPO/ILOBAHHX TOYOK BXOIYy — BIIKPHTHX [BepeH, BIKOH, Bil
HECAHKI[IOHOBAHOI'O [OCTYIY B YYIJIHBI 30HH Ta HEKOHTPOIBOBAHOIO JOCTYIY
3BHYAHHHX BiOBiAyBadiB. HHXKJe HaBeleHO COHCOK (DYHKIIIH, AKiI IOBHHHA BHKOHYBAaTH
CHCTEMa KOHTpoIr (izHIHOIO JocTymy [4].
e OOMeXeHHI OOCTYIy — 0 AaKTHBIB IIIIPHEMCTBA, HANPHKIAI, 10 CepBepiB i
MepexeBOoro o0naTHaHHA, JOCTYII THINe KIHY0BOMY NEepPCOHATY.
e KepyBaHHA KIHOYaMH JOCTYIY 10 TOY0K BXOIY — JIBepi, BIKHA, XBIPTKH.

e [HTerpamis i3 cHcTeMaMH BileocmocTepekKeHH .

1.3.2 CHCTEMH BiZeocmoCTepeReHHA

OZHi€0 13 TONOBHHX YacTHH CHCTEMH Oe3NeKH € BileocnocTepekeHHA. KaMepH €
HacTHHOW  Oyae-AKOl  Xopomol cTpaTerii  Oe3lmeKkH, KOMepHiHHI CHCTeMH
BilleOoCIOCTepekKeHHA JAalTh MOKIHBICTE 0a4HTH KAapTHHY TOIO, IO BiIOYBAaeThCA V
Oyzaipmi. IlepemidHMO OCHOBHI XapaKTepPHCTHKH CHCTEM BiJeOCIOCTEpeXeHHA, M0
BHKOPHCTOBVIOTECSA Ha MiANpHEMCTBAX [7]:

e HamamrTyBaHHA HiYHOro OadeHHA a0o cina0Koro OCBITIIeHHA — CHCTEMH
BilleocHOCTepexKeHHA MOKYTh OyTH OCHAallleHi HIYHHM OadeHHAM, Ileé OCOOIHBO
KOPHCHO IJ1f MOHITOPHHIY B HepoOo9HH dac a0o Ha BIIKPHTOMY IIpocTopi. 3a
IOMOMOIOK HBOTO MOKIHBO OTPHMYBATH TiTKi 300pakeHHs HAaBIiTh ¥ TeMpPABI.

e MOKIHBICTh JHCTAHIIHHOIO NaHOpaMyBaHHA/HaXHIy/MacmTa0yBaHHA — 1HKOIH
MOZe 3HAJOOHTHCA MOKIHBICTH 301IbINYBAaTH, HAXHIATH a00 3MIHKOBAaTH OIJIAL
KaMepH. 111 THITH kaMep 3a3BHYAH JOPOATI, HIK IMPOCTIM KYIOIbHI KAMEpH.

e (CTiHKi 10 NOTOJHHX YMOB — AKINO CHCTeMAa KaMep BCTAHOBIIEHA KaMep Ha BYIIHIII,
3HaN00HTECA anapaTHe 3a0e3NedeHHA, AKe MOXKe BHTPHMYBAaTH NOr0IHiI YMOBH.

e BOyIoBaHHH JaTYHK PYyXy — Taka CHCTeMa BileOCHOCTepeKeHH, 3allHCYBaTHMe
Bill€0, THINe KO BHABHTE PyX y Kanapi. Ile Moke TONOMOITH 3MeHIIHTH BHTPAaTH
Ha 30epiraHHsg JaHHX 1 BHMOTH J0 Mepexl NiANpHEMCTBA.

e IHTerpamia 3 Mepeel MiTIPHEMCTBAa — KaMepa MOXE 3allHCYBaTH 3alHCH Y

XMapHe CXOBHINE 9H CEpPBEp pPO3TallOBaHHH y OVIIBII MiANPHeMCTBA. TakHH
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OiIXiD CHOpPOIIye MIIKTIYeHHA CHCTEM KOHTIPOJIK JOCTYIY, CHIHali3amil,

maargopmM Oe3leKH Ta IHITHX NpPorpaMHHX 3aco0iB 114 O1IbMI OUTICHOTO MiTX0Oy

n0 Oe3meKH.

IcHye BenmHKa Maca KaMep I CHCTeM BileocHocTepe’keHHd, alle € JIBi OCHOBHI
CHCTEMH KaMep fKi BHKOPDHCTOBYIOThCH Ha MIANPHEMCTBax: IpoToBa Ta Oe3lpoTOBa.
ITepeniTHMO 1X OCHOBHI BIOIMIHHOCTI [7]:

e JIpoToBi KOMepIliHHI KaMepH Oe3lekH noTpeOyHOTh Kalenb, AKHH NPOXOIHTE IO
[eHTPaJbHOIO KOHIEHTpaTopa, Imo 3ale3medye IMepeladly OaHHX Ta BiJeo.
OcHOBHa IlepeBara JpOTOBOl CHCTEMH BileocIocTepekeHHd A Gi3Hecy moiarae
B TOMY, IO HeMae HeoOXiTHOCT] XBHIIOBATHCA NPO clIa0KHH 9H IOTAHHH CHIHAIL.
OCKiNBKH 3’€JHAaHHA 3[iHCHIOETBCA 3a JONOMOTOK KoaKcialbHHX KaGemiB aGo
kabenie PoE, 3amHc BiJeocmocTepekeHHA 3aBXKIH Oyde HagiHHHM, JOKH €
JKHBIICHHA .

e Be3poToBl KaMepH HaICHIAlOTh Bineo depe3 Ethernet abo Wi-Fi. Be3npoTrosi
KaMepH MOXKHA MIJKIIYaTH Oe3nocepelHbO [0 [DKepena JKHBIeHHA ado
[palOBaTH Bill aKyMy/IATOpiB. Be3JpoToBl CHCTEMH BileOCHOCTEpekKeHHS OIIA
Gi3Hecy 9acTo OLIBII JellleBl Y BCTAHOBIIEHI BCTAHOBIIEHH, HIK IPOTOBI.

3a OpHHIHIIOM Ilepeladi BiIeOCHTHATY CHCTeMH KaMep OyBarOTh:

e AHAIOIOBI BiJeOKaMepH — Oi THOH CHCTEM BiJeOCHOCTepexeHHS
BHKODHCTOBVIOTB KoOakKcianbHiI Kalemi id I@epejadi Bigeo Ta JaHHX.
HanamTyBaHHA CHCTeMH KOMEpLIHHHX KaMep BileOCHOCTepekeHHHA € IOCHTh
IPOCTHM, OCKUIBKH KOKHA KaMepa Iin’e€JHaHa IO [Kepela KHBISHHHA Ta
HampaBlIeHa Ha IIOKadbHHH BideopeecTpatop (DVR). AHAIOIoBi CHCTIEMH
BilleocmocTepekeHHA € XOPOIMHM cIoco0oM HalaTH MOJKIHBICTE Bi3yallbHOIO
MOHITOPHHTY. X049a aHAIOI0BI KaMepH BileOclIOCTepexeHH] 9acTo JeleBIi 3a
OIHHHIIIO, IIPOTEe BOHH MOAKYTh OYTH HOpoide 3a PaXyHOK BapTocTi KabeliB Ta
MawTh oOMexeHY (YHKIIOHAIBHICTh AaHANITHKH Ta 3aldHCY IOPIBHAHO i3
IHGPOBHMH BiJeoKaMepaMH.

e JP-pigeokaMepH  (OHQpPOBI  KaMepH) — Ile KaMepH  MepexkKeBOro

BilleocmocTepekeHHA MepeaarTh 300pakeHHs depe3 Ethernet, i 6arato 3 HHX He
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noTpe0yOTh NONATKOBOIO Kepena XHBIeHHA 4H KalOemwo (PoE). Ile polHTB

cHcTeMH IP-KaMep JIeTIIHMH IS BCTAaHOBIEHHA, HIK aHaloroei abo Oi3Hec-

CHCTEMH BiJeocmocTepexkeHHA. KpiM Toro, BOHH MATPHMYIOTE OLiTbIO

BHCOKOMKICHE Bifeo, JedKi mocTadalbHHKH [P-KaMmep NIATPHMYIOTE AKICTEH BiZeo

1o 4k i3 OiNBIMHMH MOMIHBOCTAMH MacmrTal0yBaHHA. OgHaK cHcTeMH IP-kamep

9acTO [JOpPOXkKYi 3a AHAJIOIOBI CHCTEMH BiIEOCHOCTEpeXkeHHHA. 3aBIAKH

BOyZOBaHOMY IMH(PYBaHHIO Ta CTHCHEHHIO JaHHX, a TAKOXK 3axX0JaM MepeskeBol

Oe3nexkH IP-cHCTEMH BiJeocIocTepekeHHA I Oi3Hecy NPONOHYIOTH OLIBITY

HaJiHHICTE 1 Oe3leKy MOPIBHAHO 3 TPAAHIIHHHMH CHCTeMAaMH.

KomytatopH Power-over-Ethernet (PoE) 3ale3medyioTh fAK MKHBIEHHA, TaK 1
Iepenady JaHHX depe3 OJHH MepexeBHH kabens mad cHcTeM IP-kamep. OnHiew 3
IepeBal BHKOPHCTaHHA KoMyTaTopa PoE 11 KOMepIiHHOIO BileOCIOCTEPEKEHH] € Te,
o HOTro JIeTmie BCTaHOBIKBATH, 0OCIYTOBYBaTH Ta YCYBaTH HeclpaBHocTi. KepograHi
koMyTaTopH PoE 3a0e3nedyroTs OB MHPOKI HalalOTyBaHHA, IO KOPHCHO A
KEPYBaHHA BHXIJTHOK MNOTYKHICTIO IIA KOXKHOI KamMepH. OCKiNbKH KOMyTaTopH PoE
MarTh [P-agpecy, MOKIHBO JHCTAHIIIHHO 3aX0JHTH B CHCTeMY depe3 BeO-Opaysep, mold
[epeBipHTH CTaH CHCTEMH, HAIaITYBATH NapaMeTpH Ta ONTHMIi3yBaTH poJOTy CHCTeM

BiZIEOCTIO CTEpCECHHA.

3133 EB Kamepa 1
P "B

e
DVS

NK Router
Kamepa 2

— KoakciansHWh kabenb

EHepreTudHKit Kabenb il
— Mepexesuit kabenb UTP EHepris

Kamepa 3

PrcyHOK 1.2 CxXeMa MIKIHYeHHA aHAI0T0BOI KaMepH
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MK — KoakcianbHuid kabenb

— Mepexeswuii kabens UTP Kamepa 3

PHcyHOK 1.3 Cxema OiIKIOYeHHA NHQpoBol IP-KamepH

1.3.3 InpopmaniiiHa de3mexka NiTNPHEMCTBA

CHcTeMa iHGopMaliHHOI Oe3NekH HiNNpHeMcTBa (Kibepdesneka) — e MpaKTHKA
3aXHCTy JaHHX 1 pecypciB KomMmmaHil Bin KiGep3arpo3. KilGepOe3neka NOBHHHA
3a0e3nedyBaTH JIOKAIBHHH 3aXHCT JaHHX Ta [epefady [OaHHX MDK MepeKaMH,
IPHCTPOAMH Ta KiHIIeBHMH KopHcTyBadaMH. KiGepOe3neka NiANpHEMCTBA He TIIBKH Mae
COpaBy 3 MNOMHpPEeHHMH npoGneMamMH Oe3nekH, TAaKHMH fAK aTakH BiIMOBH B
oOcayroByBaHHI (DoS), comiankHa I1HKEHepid Ta Bpa3lHBICTE IIPOTrpPaMHOIO
3a0e3medeHHA. AJle OKpIM IBOI0 TaKOXK IOTPiOHO BpaXOBYBaTH, fAK JaHI NepelarThCs
MUK NPHCTPOAMH Ta MepekaMH BCEpPeIHHI OpraHizalil B HUIoMYy, 114 3a0e3nedeHHA
KOMILIEKCHO1 CHCTeMH Oe3mnekH [8, 9].

14 yCHIMMHOTO CTBOPeHHA CHCTeMH iHGopMamidHO1 Oe3leKH Ha MiAIpPHEMCTBI
HeoOXiJHO JOTPHMYBAaTHCH TPEOX OCHOBHHX NPHHIHIIB [8]:

e JlocTynHICTh JaHHX. JIOCTyNHICTE 3a0e3nedye eeKTHBHHH Ta HaZiHHHH J0OCTYI
mo iHjopMmalil aBTOpH30BaHHM ocofaM. MepekeBe cepeloBHINEe MOBHHHO OYTH
nepeabadyBaHHM i3 MeTOK OTPHMATH JOCTYI J0 iH(opMamii Ta JaHHX, KOIH Ie
HeoOxigHO. AKmo Oyae 30iH cHcTeMa MOBHHHA MaTH MOJKIHBICTE BITHOBJIEHHA 1
TaKke BiJHOBIEHHA TakoXK Mae OyTH 3abe3nedeHe TAaKHM YHHOM, mo0 Ile He
BILIHBAJIO HA 1HINI JaHi HETaTHBHO.

e KoHdineHniHnicTs iHGopmanii. ToGTo BBeleHHA B [Iil0 KOHTPOI TOCTYIY, MM00

rapaHTyBaTH HaJliHHHH piBeHb Oe3leKH A4 JaHHX IUINPHEMCTBA, aKTHBIB Ta
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iH(opMaii Ha pi3HHX eTanax Oi3Hec omepallif Aad 3anobiraHHd HebaxaHoro ado
HeCaHKI10HOBAHOro aocTymy. KoHdineHNiHHICT, NOBHHHA 3a0e3nedyBaTHCA IPH
30epexeHH1 iHGOPMAIIil, a TAKOAK NepecHIaHH] Yepe3 1HIi opraHi3allil He3alekKHo
BiZ i1 popMaty.

ITinicHicTh HaHHX. [H¢opMalid NiANPHEMCTBA IOBHHHA Oy TH BHYTPIIIHEO Ta 30BH1
NOCHimOoBHOK. IlimicHICTE TaKOK TapaHTye 3amo0iraHHA CHOOTBOPEHHIO

iH(opMaIii.

OnHmeMoO BHIH Cy49acHHX IiHQOpPMAUmiHHHX 3arpo3. IO MOXKYTh OYTH Ha

HNiANpHEMCTRI [9]:

SQL-iH’eKknid — IA aTaka cOpAMoOBaHa Oe3mocepeIHBO Ha caHT i 0a3y JaHHX
NiIIPHEMCTBA. Y pa3i YCHOiXy 37I0BMHCHHK MOXE BBeCTH (pparMeHT Koxy SQL.
AKHH 1171 9ac BHKOHAHHA HaJae J0CTYI 10 KoHbineHNiHHO1 iHdopManii ado HABITh
HaJac IpaBa pearyBaHHA 0a3H JaHHX.

DDoS-araka (po3moailieHa BiAMOBa B OOCIYIrOBYBaHHI) — Ile IlpAMa araka Ha
MepeKy MignpHeMcTBa. Iinb aTakH cepBep. Mo O MepeBecTH HOro B He poOO9IHH
PeXHM 14 Pi3HHX ILijeH. 3TOBMHCHHKH TaKO0X MOMYTh BHKOPHCTOBYBATH LieH
THII aTaKH, D00 MPHXOBATH iHIIi BEKTOPH aTak, gKi CKIaJHIme i1eHTHQIKYBaTH.
BHTIK JaHHX — e € nopymeHHAM Oe3nekH. KoHQiaeHIiHH] JaHi BHKpaJalThCA
a0o KomiroThCA oco0aMH, AK1 He MarTh Ha e IOBHOBa)keHb. HeHaniHHI mapoi
9acT0 MOXKYTh OYTH IepIIONPHYHHOK IBOTO, ale Ie TakKokK Moxke OyTH
COPHYHHEHO: PO3CHIKOK MaxpaHCBKHX JHCTIE ((QIMHHT)., 37I0BMHCHE
3a0e3nedeHHA Ha IePeHOCHHX HociAX iH(opmalmil ado 3a JOMOMOT0K COIaIbHOL
1HKeHepil.

IadopmaniHHHEM 3arpo3aM i BHTOKAM JaHHX MOJKHA 3allo0iIrTH Ta [IOM’SKIIHTH 1X

3a JOMOMOTOK HaleXHHX MPAKTHK KOPHOpPAaTHBHOI iHGopMamidHOl Oe3leKH, TAKHX fAK

po3po6ka Ta BH3Ha4UeHHA cepH Ge3mekH, BHBUEHHA KOPIOPATHBHOI apXiTeKTypH Ta

BHKOPHCTAHHA TPalHIIHHHX MeToJiB KifepOe3zmekH. ONHIMMeMO MeTONH IO MOXKYTh

3aXHCTHTH MiINPHEMCTBO Bil iHQopManiHHHX 3arpo3 [9]:
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e baratodakTopHy aBTeHTH(}IKami0 A0 CHIBpOOITHHKIB MiANPHEMCTBA — IIe
NOTyHa QVHKLIA 114 3an00iraHlA JOCTYIIY HeaBTOPH30BaHHX KOPHCTYBAdiB 10
KOH(DiNeHIIIHHAX NaHHX. {14 HaHOimem Oe3lMedHOro BXOIy KOPHCTYBAadiB CILT
BHKOPHCTOBYBAaTH Taki elIeMeHTH, AK OioMmeTpid, SMS/TekcToBi NMOBIIOMIISHHA,
eIeKTPOHHI JTHCTH.

e TlocTiHHe HaBYaHHA CHIBPOGITHHKIB, MO0 3MEHINHTH IIOJACHKI IIOMHIKH IIiJl 9ac
3aBaHTakeHb a0o 3arpo3 colianbHOl iHXKeHepil. OIHHM 13 HaHBaK/IHBIMTHX
aclekTiB Oe3NeKkH MIiNNPHEMCIBA € HaBYaHHA CHIBPOOITHHKIB TOMYy., $K
3aTHINATHCA B Oe3neni B IHTepHeTi. 3aXHCT KOPIIOPAaTHBHOI MepeXi BHXOIHTH 3a
PaMKH KOMaHIH iHQOpPMAIIHHHX TeXHOJIOTIH — KOEH MAa€ 3HATH PO MOIITHKY
0e3nekH, IpaBHIIa BiANIOBITHOCTI Ta MOTEeHIIHHI Bpa3/IHBOCTI, TaKi AK (QIiMmHHT alo
CXEeMH COIliaTbHOlL iHXKeHepil.

e TlomiTHKA HAMIHHHX NapoJIiB — [Ié BHKOPHCTAHHA TaKHX IIPAKTHK: JOBI1 apoui (Big
15 cHMBOIiB), KOMOiHAIliA PI3HHX CHMBOIIIB, &3 BHKOPHCTAHHA CIOBHHKOBHX
CIiB, peryjdpHa 3aMiHa MapoiiB (pa3 Ha MicAllb), BHKOPHCTAaHHA MeHEIKEp
[IapOIIiB.

e JleTamizoBaHa IepeBipKka BCiX NOTEeHIIHHHX 3arpo3, BKIKYAKYH IIepCOHAIBHI
IPHCTPO1 CHIBPpOOITHHKIB, BHKOPHCTAHHA THMYaCOBHX MapoJiB, ABodakTopHa abo
faraTodakTopHa aBTeHTH(DIKaIiA.

e CTBOpeHHS pe3epBHHX KOIIH JaHHX — € OJHHM i3 HaHKpamrHX 3aco0iB 3axXHCTY
O0COOHCTHX 1 JIIOBHX JaHHX BiJ aTak IporpaM-BHMAaradiB. 3a0e3NedHTH 3aXHCT
JaHHX MiANPHEMCTBA MOXHA, 3alpPOBAJHBINH IIOCTIHHE pe3epBHE KOIMIOBAaHHA.
MosKIHBEe BHKOPHCTAHHA XMapHOTO CXOBHIIA af0 KOIIif CBOIX JaHHX Ha cepBepi
HNiAMpPHEMCTRA. SIKIMIO CHCTeMy Oy70 371aMaHO, TO MOXKIHBO BiTHOBIEHHA JaHHX.
OkpeMoO cIil pPO3INISHYTH TaKy BaKIHBY JIaHKY y 3ale3rnedeHi iHGopMmamiHHOL

Oe3leKH MiANpHEMCTBA fAK MepekeBHH ekpaH (Firewall). MepexeBHH ekpaH HH
OpaHoMayep — ILe MikpomporpamMa abo nporpaMHe 3ale3nedeHHA, fAKe Kepye Ta
KOHTPOJIIOE IIPaBHIIA MO0 TOrO, AKI THITH NAKeTiB JaHHX MOXKYTh IPOXOIHTH B MEPEKY

HNIINPHEMCTBA, a TAaKOK IHINI acHeKTH Oe3mekH Mepexi. MepexeBHH OpaHoMmayep €
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HaHBAK/IHBIMMHM OyIiBeIbHHM OIOKOM iH(QpPACIPYKIYpH KiOepOe3nekH OyIb-AKOIO
HMiOIpPHEMCTRA.
€ IBa OCHOBHI BapiaHTH 3aXHCTY Mepeski 3a JOIIOMOI0X Mepe:kKeBHX eKpaHiB. 11

IBa BapiaHTH MalOTh CBOI ILUTFOCH Ta MiHYCH.

Nignpuemcreo JoeHiWwHI pecypcH

BeagpoTosa Touxa
ADCTY MY

MK s Mapwpyresarop bpasgmayep  Mapwpytwianop Mnofansea mepesa

GO0

NK & NpuHTep

|

PHcyHOK 1.4 — IIpHKIa] BHKOPHCTaHHA MEPEKEBOI0 €KpaHy Ha MiANPHEMCTBI

MepexeBHH OpaHIMayep € OCHOBHHM THIOM OpaHIMayepa. MepexeBHH
OpaHIMayep PpoO3TalIOBYeThcA Oe3mocepeJHBO MiK IBoMa alfo Oulblle MeperaMH.
3a3BHYAH e MIiHIA po3MeXKyBaHHA MUK JTOKanbHOK Mepexker (LAN) i rmoSansHORO
Mepexer (WAN) , ane KOHTYpH Mepe&eBoro OpaHaMayepa MOKYTh OYTH BH3Ha49eHi Tak,
AK MIINPHEMCTBO BBakae 3a MoTpiOHe. MepekeBHH e€KpaH, AK IIPaBHIO, Moxke OyVTH
YacTHHOK cHoeliansHOro afo yHiBepcalsHOro oO0nagHAaHHA I MOHITOPHHTY
MepeKeBoro Tpadiky, aie iCHyIOTh TAKOK MOBHICTHO BIPTyallbHI MEpe&eBl PIllIeHHA.

BpaHnamayepH MOXKYTh 3allo0IITH HacTyIHHM 3arpo3aM Oe3leKH MiIIpHEMCTBa
[9]:

e BixnaneHHH BXiJ HeaBTOPH30BaHHX KOPHCTYBAadiB.

e IIporpaMamH, fKi BCTAHOBIIOKTE (PYHKIIII, IO J03BOIAOTE IPHXOBAHHH JOCTYIL
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e Binmosa B o0ciyroeyeasHi (DDoS), KOIH Mepeka NiIANPHEMCTBA NepellOBHEeHA
3reHepOBAaHHM MepekeBHM Tpa(ikoM, INO CIOPHYHHAE CIOBiTbHeHHA abo 30iH
KOMII'FOTEPIB y Mepeki.

e BipycH Ta Xpo0OakH, IO NOIMHPHIOIOTHCA Mepeskeld, HeBelHKI IIporpaMH, fAKi

MOKYTh NOIMHPIOBATHCA Mepeskel0 Ha iHINi He3aXHINeHi KOMIT I0TepH.

MepexeBi exkpaHH BeG-mporpaMm (WAF) — me THI NporpaM, fKi IpaliolTh
OesnmocepenHbo 3 BeG-lporpaMamMH. bpaHaMmayep Be0-IodaTKiB po3TallOBaHHH Ilepen
Be0O-I0laTKaMH Ta BilCTeXye AK BXIOHHH., Tak 1 BHXITHHH BeG-Tpagdik. bpaHaMayepH
BeO-I0NATKIB, OCKUIBKH BOHH peTelbHIllle aHali3yloTh [aHi, HIK MepexkeBi
OpaHaMayepH. ONHIIEMO 1X 0CO0THBOCTI:

e TIpocta KoH(irypauis — HalamTyBaHHA Ta chelH(ika (yHKIIOHAIBHICTE Bed
JoNaTKiB CyMicHI 13 OpaHIMayepaMH Be0-I0IaTKiB, 1 1X MOJKHaA OHOBIIOBATH Ha
Xony., moG BiANOBiTATH BHMOTaM HOBHX ITHQPOBHX 3arpo3 a6o oGnaJgHaHHA, IO
O0yno IOonaHe M0 KOPIIOPATHBHOI MEPEkKi.

e CywMmicHICTh — OpaHIMayep Ha OCHOB1 Be0-101aTKiB CTBOPeHHH 1714 Oy Ab-AK01 Be-
nporpamH. Ile o3Ha9ae, mo Oi3Hec, AKHH BeleThCHA OHJIAHH 4depe3 Opay3ep, MOKe
OyTH 3axXHINeHHH He3alexHO BiI mporpamH. CKIaiHI omepalil, AKi He MOXKYTb
TO3BOINHTH €001 1307MIOBAaTH CBOI Mepexi, OyAYyTh 3aJ0BOJeHI I'HYYKICTHO., AKY

3a0e3neTyI0Ts OpaHIMayepH BeO-I0aTKIB.

1.3.4 Iloxxe:kHA De3mera

CHcTeMa MOJKeKHO1 CHIHali3alll Ha [MAIPHEMCTRI IPH3HAYeHa 1A CIIOBIMEHHS PO
HaJ3BHYAHHY CHTyallil0, o0 JIX0IH MOIIIH BKHTH 3aXO0JIB U1 3aXHCTYy cede, NepcoHATY
Ta NIANPHEMCTBA B [IUIOMY.

B OCHOBI CHCTeMH MOXeXHO1 Oe3leKH € MNPHCTPOl BHABIEHHA., Bl CKIAaJHHX
IHTelleKTyalbHHX JeTeKTOpPIiB THMY J0 IPOCTHX ONIOKIB 13 pYYHHM KepyBaHHAM. IcHYye

IMHPOKHH CIEKTP Pi3HHX THIIB, OMHIIEMO 1X [3]:
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TennoBi cHOBIMMyBa4i — MOMKe MPaIlOBATH HAa OCHOBI BH3Ha4YeHH: (ikcoBaHOL
TeMIlepaTypH. [e BiH 3amyckae TPHBOIY, SAKINO TeMIlepaTypa IIepeBHIIYe
IonepeIHEO BCTAHOBIEHe 3HaUeHH, 60 BOHH MOKYTh NIPAllOBATH HAa MBHIKOCTI
3MiHH TeMIIepaTypH.

JIaTIHKH OHMY — iCHye TPH OCHOBHHX THIH [eTeKTOPiB IHMY, 3a BHIOM
BHABIEHHA THMY: 10Hi3allisA, po3cilOBaHHA CBITJIA, 3aTeMHEHHA CBITIA.
JleTeKTOpH 9aJHOTO ra3y — IeTeKTOPH YaJHOI0 ra3y TaKoXK BimOMi AK MOXKEKHI
cropimyBadi CO, e eleKTPOHHI CIOBIMTyBadi, AKi BHKOPHCTOBYIOTBCA LIS
BKAa3iBKH Ha clajJax MoXejKi MUIAXOM BH3HA4YeHHA PiBHA 9aJHOIO ra3y B IIOBITPI.
MynIBTHCEHCOPHI JIETEKTOPH — TaKi CHOBIIMyBadi MOE€JHYIOTH BXiJHI JaHI Bin
ONTHYHHX 1 TEIIOBHX JAaTYHKIB 1 o0poOmAKTE 1X 3a JONOMOIOK CKIAIHOTO
anropHT™My, BOYIOBaHOIO B CXeMy cIOBimyBada. IIpH ONHTyBaHHI NaHeNi
KepyBaHHA CIOBIITyBad MOBEPTaE€ 3HA4YEHHA Ha OCHOBI KOMOIHOBAaHHX BiOTIVKiB
ONTHTHOTO Ta TEIIOBOTO NAaTJHKIB. BOHH po3po6ieHi TAKHM YHHOM, o0 GyTH
YYTITHBHMH 10 ITHPOKOT'O Jiala30Hy MOKEX.

Py4Hi crioBimyBadi — pPYy4YHHH CHOBIMIYBad a0 CHOBIMMYyBad po30HTOIO CKlIa —
Ile OPHCTPiH, AKHH N03BOJIA€ MepCOHAIy MiTHATH TPHBOTY, 3l1aMaBIIH KPHXKHH

CIEMEHT Ha HEHEJIi.', II€ BHEIIHKAE TPHBOT'Y.

Po3rngaHeMO OeTallbHO JaTIHKH JHMY:

IoHizaniHHHH JHMOBHH CIOBIIMYyBa4Y 3a3BHYaH MICTHTH 1BI KaMepH. IlepmmHi
BHKODHCTOBYEThCA AK e€TalOH A KOMIIeHcallii 3MiH TeMIepaTypH
HAaBKO/IHIIHEOIO CepeIoBHINA, BoIorocTi afo THCKy. J[pyra kaMepa MICTHTB
palioakTHBHe [Kepeno, 3a3BHYaH alb¢a-dacTHHKY, fKa 10HiI3ye NOBITpA, IO
IPOXOJHTE depes KaMepy. e CTPYM MPOoTiKae Mik JBOMa eleKTpoaaMH. KomH 1HM
IOTpPAIIA€ B KaMepy, MOTiK CTPYyMY 3MeHIIyeThcA. Ile magiHHA MOTOKY CIPYyMY
BHKOPHCTOBYETBHCA JJIA 1HIIIFOBAHHA TPHBOTH.

CBiTIOpO3CirOBAIBHHA JHMOBHH CIIOBIIyBad — Ipamoe 3a epexkroM THHOANA |
doToeneMeHT 1 IAEepeno CBiTIa BIIOKPeMIeHiI OJHH Bill OJHOIO 3aTeMHEHO0

KaMeporo, mob Ikepeno CRiTIa He MOTPAILIAI0 Ha goToeneMeHT. [IpoxomkeHHS
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IHMY B KaMepy IpPH3BOJHTH 10 TOTO, IO CBITIO Bil JKepelna po3ciloeThbed i
noTpamisge Ha (QoroeneMeHT. BHXinm d¢oToeneMeHTa BHKOPHCTOBYETBCA A
1HINIFOBAHHA TPHBOTH.

¥V meTeKTopi JHMY, IO 3aTEMHIOE CBITIIO, JHM IIepellKoIKAac IIPOMEHIO CBITIa MiK
IKepeloM cBiTiaa Ta otoeneMeHTOM. @0TOelIeMeHT BHMIPIOE KUIBKICTH CBITTA,
fAKe BiH OTpHMye. 3MiHa HOTYKHOCTI (oToeneMeHTa BHKODHCTOBYEThCH OMA

1HINIFOBAHHA TPHBOTH.

CHCTeMH IOKEKHOI CHIHAali3alil MOMHA PO3IITHTH Ha YOTHPH OCHOBHI THIIH,
nepemigaMo ix [3].

TpanHmiAHI CHCTEMH NOXKEeXKHOI CHIHami3alil — y TakiH CHCTeMi IOKEXKHOL
CHrHamizamili ¢i3H4HI KaOell BHKOPHCTOBYIOTBCA INA 3’€IHAHHA KLUIBKOX
CIOBIMTYBAYiB 1 CHOBIMIYBA4iB, CHTHAIH BiI fAKHX HaNpaBIAKOThCA Ha3zad Ha
TOJIOBHHH OJI0K KepyBaHHA.

AnpecHi CHCTEMH IOKEKHOI CHTHali3allil — OPHHIOHI BHABIEHHA alIpecHOl
CHCTEMH TAKHH caMHH, fK 1 3BHYaHHO1 CHCTEMH, 32 BHHATKOM TOI'0, IO KOKHOMY
CHOBIIMyBada MPHCBOKETHCA BCTAHOBIEHA ajJpeca, i MaHelb KepyBaHHA MOKE
IIOTIM TOYHO BH3HAYHTH, AKHH CIOBIITyBad a00 CIOBIITyBad iHINIFOBAB TPHBOTY.
[HTeNneKTyankHI CHCTEMH IOKEXKHOI CHIHAmi3alill — y Takid CHCTeMi KOXeH
CHOOBIMMYBad (AKTHIHO MICTHTb BIAaCHHH MIKDOKOHTPOJIED, fAKHH OIIHIOE
HAaBKOIIHITHE CepelOBHINe Ta I[OBiTOMIAe @aHeldi KepyBaHHA. Ilo cyTi,
iHTeNneKTyalbHi CHCTEMH HalaraTo CKIaJHiINi Ta BKIKOYalTh Hadararo Oilble
3aco0iB. HiK 3BHYAHHI a00 ampecHi CHCTEMH. IXHE OCHOBHE NpH3HAYEHHI —
JTOTIOMOTTH 3ano0iITH BHHHKHEHHIO IOMHIKOBHX TPHBOTA.

Be3apoToRi CHCTEMH NOKEeKHO1 CHIHAI3allil — OCTaHHIM THIIOM CHCTEMH, AKY MH
po3rnAHeMo, € Oe3dpoTOBa CHCTeMa IOMEXHOl cHrHamizamii. Ile edexTHBHa
alpTepHATHBA TPagHIIHHHM IPOTOBHM CHCTeMaM IIOMKEKHOI CHTHAai3amil ImA

BCIX 3aCTOCYBAHB.
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TexHigHI QYHKII1 CHCTeMH MOKeXKHOI CHrHami3zanmii [3]

e BHJABHTH IIOKEKY Ha paHHIX CTalifgX il pO3BHTKY;

e TiepeJaBaTH CHITHAIH TPHBOTH Ha IPHCTPOI ONOBIMEeHHA PO MOXKEKY;

e (opMyBaTH CHIHaIH KepyBaHHA CHCTeMaMH IPOTHIIOXKeAKHOT 0 3aXHCTY Ta iHIMHM
iHKeHepHHM o0nagHaHHAM, 3aifHHM y OKEeXHO-PATYBAaIBHHX podoTax;

e CHTHAIi3yBaTH NP0 BHABIEHY HeCNpaBHICTH, AKa MOKe HETaTHBHO BILTHHYTH Ha

HOpMAIBHY po8OTy CHCTEMH.
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CurHami3a LIl

PHcyHOK 1.5 — IIpHKIAN MiAKIIOYEHHEA NOAEKHOL CHTHAI3allil Ha MiAIPHEMCTBI
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BHCHOBOK

¥V XoJi nepmoro po3ainy 0yno ormAaHyTO aKTyalbHICTh CHCTeM Oe3leKH CY9IacHHX
NIANPHEMCTB. PO3IIAHYTO THNORB1 3aIpO3H IS HHX, BHYTPIIIHI Ta 30BHIINHI aTakH Ha
dizmuHy Ta iHboOpManiHHY Oe3neky NiNNpHeMcTBa. Takox Oylao HNpPOBeINeHO OIIALN
NONYIAPHHX MNPOTOKONIB Iepenadi JAaHHX y CHcTeMax Oe3lleKH, 1XHI JpPOTOBI Ta
0e3apoToBRi Bepcil, JaIbHICTE Ta eHeproedeKTHBHICTS.

B nopanemoMy OyIH IpoaHali30BaHi Cy9acHi MeTOJH Ta IPHHITHITH KOMIEKCHOIO
3aXHCTY NiANPHEMCTREA 13 OpraHi3aliclo cHCTeM Oe3NeKH V JeKUIBKoX cdepax: (i3HIHIH,
iHpopMaliiHiH Ta nDoxexHiH Oe3meni. Okpemo Takoxk OyIo poO3IIAHYTO
BileocIOCTepekKeHHA, OIlIHEHO HOro BaX/IHBICTE JIA KOMILIEKCHOIO 3aXHCTY,
PO3IIIAHYTO IBa THIH KaMep — aHaloroBi Ta IP. JInsd KOKHOIO THIIY KaMep IpHBelIeHI
CXeMH MiTKII0YeHHA Ta 1X 0cOOMHBOCTI. ¥V XO0Ii po3rifaHy no0yIoBH iHGopMamiHHOTO
3aXHCTy Takox Oylo NpHOIIeHO yBary Mepe:keBHM OpaHIMayepaM, HOro THIAM Ta

BapiaHTIiB 3aXHCTY KOPIIOPAaTHBHO1 MepeKi.
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2 PO3POBLJIEHHA ITPOEKTY CHCTEMH BE3SIIEKH

2.1 3araJeHAa CTPYKTYPA Ta CTAH MepPeXRi MiINPHEMCTEA

2.1.1 OnHC CTPYKTYPH ODiINPHEMCTBA

IMTiznpraeMcTtB0 TOB «IHaycTpiansHi CHCTeMH ABTOMAaTH3alil» 3aHMaeThbCA
PEMOHTOM, HaTamMTyBaHHAM Ta MOJANBITHM OOGCITYyTOBYBaHHAM KOMII'FOTEPHOI T€XHIKH.
Po60TH BHKOHVIOTBECA AK B cepelHHI odicHOI GyIiBmi Tak i Ha BHI3Ii y KiaieHTa. OKpiM
IIEOT0 MiTNPHEMCTBO TAKOXK 3aHMAeThCA IPOJaBaHHAM KOMIT'IOTEPHOI0 YCTAaTKyBAHHA Ta

nporpaMHOro 3adesnedensd [10].

JIOLiNBEHO PO3IIAHYTH KapTy NIIPHEMCTBA HAa SKOMY IIPOBOJIHTHCA MOJEpHi3alil

CHCcTeMH Oe3mnekH (pHC. 2.1).

PHcyHOK 2.1 — KapTa nianpHeMcTRa
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2.1.3 Mepexa DiInpHEMCTEA

HaABHY Mepexy MNIAIPHEMCTBA fABIAE€ COOOK TOMONIOTII «3ipKa» yci BY3IH
MiOKTIOYaThCA 10 MepekKeBOr0 MapIIyTH3aTopy. BiH ¥ CBOK 4epry Halae OOCTYI Yy
rnobaneHy. KoM I0oTepHY Mepey MOHA IIOJUTHTH Ha JBa CETMEHTH:

e 100 MOGit/c. nmna miokmTodeHHs OinbmmocTi oO0nagHAaHHA #Ta 3BHYIAHHHX

KOPHCTYBadiB.

e 1 TI'0Gir/c, AN NiAKIHYeHHA cepBepiB Ta cnenH(idHOro o0nagaHHHA, Mo noTpedye

BHCOKOI IMBHIKOCTI.

V ckmani Mepexi HIANPHEeMCTBA € IBa o0nagHaHHA, IMO 3JaTHI 0 CTBOpPeHHA
TOYKH Oe3IpOTOBOTO JOCTymy MDe MapmpyrH3aTopH RB951G-2HnD t1a WF2780.
RB951G-2HnD wmae 2.4 I'Tn giamazoH. WF2780 npamroe y 1BoxX miana3zoHax v 2.4 I'Tn
Ta 5 I'T1. Ile Hagae MOAKITHBOCTI IILIKIIOYATH AK 3acTapile o0lagHaHHSA Tak 1 cydacHe.

Bce MepexkeBe oOnagHaHHA I[IIKIOYeHe 3a JOINOMIOK KOMYHIKAIHHOTO
obmagHaHHA, a caMe depe3d KoMmyTatopH DES-1024D T1a DGS-1008D Ta
MapmpyTH3aTopH RB951G-2HnD.
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PHcyHOK 2.2 — O0OnagHaHHA, IO HaABHE HA MiANPHEMCTBI
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IIpoBeneMo AeTalbHHH OMHC MepekeBOoro 06IagHaHHA, MO MPHCYTHE HA MiANPHEMCTRBI

(Tabm. 2.1).

TaGnuug 2.1 — HeoOXigHI IBHAKOCTI A4 o0naqHaHHA Mepexi

Tumn ob1agHAHHA Hassa Mozemi
Cepsep Dell PowerEdge R815
3 MepeeB1 IPHHTEPH OKI MB770; OKI B432DN;

EYOCERA ECOSYS FS-1025MFP

MapmpyTasarop nra Wi-F1 goctymy Mikrotik RB951G-2HnD
2 MepeeBHX KOMYTaTOpH D-Link DES-1024D
MepexeBe CXOBHIIE D-Link DGS-1008D
18 IIK -

3arajloM Mepeka MOIONPHEMCTBA Mae 18 mepcoHalIbHHX KOMII'IOTEpiB, 3

MepekeBHX NPHHTEPH, cepBep, MapIIPYTH3aTOP Ta OTHE MepekeRe cXoBHMIe (NAS).
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PHcyHOK 2.3 — 3arajibsHa TOMOJIOT1A Mepexi MIINPHEMCTRA
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2.2 OnHc OPOEKTY CHCTEMH Oe3leKH

2.2.1 BHMOI'H 10 0XOPOHHOI CHCTEMH

CHCTeMa OXOpPOHHOI CHTHali3alili Ha MiANpPHEMCTBI NOBHHHA 3ale3NedyBaTH

TakHH QyHKII0HAT 114 (I3HIHOTO 3aXHCTY mianpHeMmcTBa[l1.2.5]:

IIOCTAHOBKY IIiJl OXOPOHY Ta 3HATTA 3 OXOPOHH OpPHMiMeHb af0 rpyn NpHMiNeHb
(3amexxHO BiO 1XHBOI KaTeropil Ta (YHKIIOHAIBHOIO MpPH3HAYEHHA) 1K
LIeHTpaji3oBaHO 3 po0040ro Miclg omeparopa CHcTeM Oe3leKH Y IpHMIIMeHHI
OXOpOHH Oi1d TOIOBHOIO BXONY. Tak i1 JeNeHTPali30BaHO 3a JONOMOIOID
nepHepiHHAX OYIBTIB;

BHABIEHHA Ta ¢ikcyBaHHA ¢akTiB BiAYHHeHHA JBepeH. po30HTITA CKIa,
[epecyBaHH] NOPYIIHHKIB ¥ IPHMIMeHHAX 00'€KTa, 3TaHHX MiJ] OXOPOHY;
Bi3yalnbHe BinoOpa’keHHA CTaHY CIIOBIITYBa4diB, OXOPOHHHX 30H Ta mIuUleH(IB
CHrHamizanii Ha APM omepaTopa cHcTeM Oe3IeKH;

oyOnroBaHHA TPHBOKHHX IOBiJOMIEHb ¥ CHCTEMY Oe3IeKH;

DopMyBaHHA CHTHAIIB A4 CHCTEMH YIIPaBIiHHA JOCTYIIOM;

(hopMyBaHHA CHTHAIIB /I OXOPOHHOIO BilleoclocTepeKeHHA.

DopMyBaHHA CHTHAIIB A1 OXOPOHHOTO OCBIT/IEHHA;

(pikcyBaHHA iHGOpMamil PO BCl NPHHHATI CHTHAIH TPHBOTH B 0a3i JaHHX i3

3a3HAYUCHHAM IAaTH. 9acy Ta allpeCH Ta BEIcHHA IIPOTOKOITY pGﬁDTH.

CHcTeMa KEepVBAaHHA NJOCTYIIOM IIOBHHHA EEﬁEBHE‘TYBHTHZ

ineHTH(}IKAII0 NepcoHaIy Ta paHAOBaHE aBTOMAaTHIHE YIIPaBIiHHA JOCTYIIOM JI0

30H Ta IPHMiIIeHb 00'€KTa;

* py4He KepyBaHHA (po3610KyBaHHA) NBepeH, 061aJHAHHX NPHCTPOSMH KepyBaHHA

TOCTYIIOM 3 IIyIbTa KepyBaHHA Ha OCTY OXOPOHH;
dbopMyBaHHS CHTHalIiB [OId I[iICHCTeMH OXOpPOHHOI CHIHamizamii y pasi

BHHHKHEHHS HEINTAaTHHX CHTyaliH (crmpofax 310My) YV CHCTEMi YIpPaBIiHHA

TOCTYIIOM:
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IIpoeKTyBaHHA CHCTEMH BilleOHAIIAIy NOBHHHO BKIIOYATH B cede [9]:

BH3HA4YeHHA apXIiTeKTypH CHCTEMH BiJleoclocTepeKeHHA;

ninGip o61agHAaHHA 3 ypaXyBaHHAM MOKITHBOTO PO3BHTKY CHCTEMH;
PO3paxyHOK KYTiB OITALY KaMep;

nia0ip o6'eKTHBIB BileOKaMep:

PO3paxyHOK MICTKOCTI 0a3H JaHHX:

00’ €KTH KOHTPOJIIO JOCTYIY (ABepi, BikHA, o01agHaHHA).

2.2.2 BumorHu g0 iHgopmaniiiHol oXopoHH

ITepemniTHMO OCHOBHI BHMOTH JI0 iH(popManifiHo1 Ge3leKH Ha minnpHeMcTBi [10, 11] :

3axHCT cepBepiB Ta KOH(pepeHIIHHHX TaHHX HA HHX
ARBTOpH3alid cIiBpoOITHHKIB Ha NIePCOHANBHHX KOMIT'HOTepax.
AHTHBiIpyCcHe 3a0e3nedeHHA

Po3MexyBaHHA IOCTYIY 10 (paHmiB.

MepexeBHH eKpaH

2.2.3 BHMOTH J0 NOKeXKHOI Oe3MeKH

CHcTeMa NOXKeKHO1 CHTHaji3amil Mae 3a0e3nedyBatH [3]:

BuaBneHHA Ta (ikcyBaHHA (PaKTiB NOSBH BOTHHIN 3arOpAHHA, 3aJHMIEHOCTI,
NiIBHIEHHS TeMIepaTypH;

@opMyBaHHA CHTHAIIB 71 CHCTeMH Oe3lekH 00'eKTa;

@opMyBaHHA CHIHAIIB 11 CHCTeMH YIIPaBIiHHA JOCTYIIOM;

@opMyBaHHA CHIHANIiB [I1 OXOpPOHHOIO TenefadeHHA 3 MPIOPHTETHOIO
BEJIIOHYEHHA TeleBi31HHHX 300pakeHb TPHBOKHOI 30HH Ta NPHIIETIIHX 30H;
DopMyBaHHA CHTHANIB /1A NPHCTPOIB aBTOMATHIHOIO MOKEKOraciHHA, CHCTEM
KOHIHIIIIOBAHHA. BeHTHIIAIIIl, THMOBHIaIeHHA Ta iH;

@ikcyBaHHA iH(QOpMAaIil Ipo BCci MPHHHATI CHTHAIH TPHBOTH B 6a3i JaHHX.
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2.3 Ana.i3 Ta BHOip 3aco0iB Ta 00,12 JTHAHHA /IS CHCTeMH 0e3leKH

2.3.1 KoHTpoO/IepH 0X0POHHOI Mepe:Ki

['olOoBHHH KOHTponep cHCcTeMH Oe3lekH a0o OXOPOHHOI Mepe&i — Ile TakHH
IpHIad, KOTpHH 3ale3medye yIOpaBlIiHHA IHIMHMH IPHCTPOAMH, BiH € ILeHTpaJlbHHM
eleMeHTOM CHCTeMH Oe3lleKH Ta KOHTPOII JOCTYNYy Ha MiANpPHEMCTBI. 3a JOIOMOTOI0
KOHTPOJIEpPY MOKIHBa po0oTa IHIIHX CHOBIITYBadiB (JATYHKIB). OKPIM OBOI0 BIiH
3allyCcKae Ha BHKOHAHHA CII€NiadbHi ClleHapil y pa3i BHABIEHHA Pi3HHX MOJiH. 3a3BHYaH
KOHTpOJIep Mae 3’¢HAaHHA 13 rmofanbHOI Mepekero Internet Ta JTOKANBHOK MepekKer
00’€eKTy, M0 OXOPOHAEThCA. Yee iHme oOnagHaHHA MiIKII0YacTecs N0 KOHTpOIepy 3a
TOMOMOTOK IIPOBOJOBHX 9H 03 IPOBOJOBHX iHTepdeHCiB.

Jna BHOOpPY KOHIpOIepy, HHXKYe MNPHBeIeMO IeKilbKa MOMKIHBHX MoIelleH
KOHTPOJIepiB 11 CHCTEMH Oe3leKH MiINPHEMCTBA.

KorTponep Ajax Hub — romoBHHH HOpHCTpPIH ¥ CHCTEMH Oe3leKH €KOCHCTEMH
dipmH Ajax. 3a0e3nedye Ta KOHTPOIIOE Mpane31aTHICTh BCiX CIOBIMTYBadiB Ajax i B pa3i
HOro MOMEHTAIBHO BIAMNpaBIfAe CHTHAI IIPO MO0 Ha IyJIbT 0XOpoHH. OOpobindge maHi
0 IPHCHIAKTE JAaTIHKH B 3alHQPOBAHOMY BHIIIA1, IPOBOIHTE aHANi3 IHX JTaHHX 1 B
pa3i TPHBOTH 3allyCcKae BHKOHAHHA PI3HOMAaHITHHX CIIeHApilB — HAIPHKJIAJ IIPH TPHBO31.
VY pomni Ge3gpoToBoro iHTepdeHcy BHKOPHCTOBYE NpoTokon Jeweller 1md MOHITOpPHHTY
po0OTH HATYHKIB Ta ONEpPaTHBHOIO pearyBaHHA Ha TpHBOIY. Moke IepeKHIAaBaTH
CHCTEMY 3B’fA3KY Ha IHIII 9acTOTH IIPH BHABIEHHI IIymiHHA[ 13].

IIpHBeIeMO XapaKTepHCTHKH KOHTpoaepy Ajax Hub y tabmnmi 2.1.

Tabnung 2.1 — XapakTepHCTHKH Ajax Hub

XapaKTepHCTHKA 3HAYEHHA
Be3IpoTOBHH IPOTOKOT Z-Wave
MakcHMAalbHa JalbHICTh 3B’ A3KY 2000
MakcHMAanbHa KUTBKICTh IPHCTPOIB 100

Po6o9a gacToTAa

868.0 - 868.6 MI't

JlonaTKOB1 MOJKITHBOCTI

OnHTyBaHHA JaTIHKIB 12-300c,

niaTpHMKA 10 50 KiMHAT Ta 9 rpyn




32

KorTponep Ajax Hub 2 Plus — Oilsln mokpameHa Bepcid MNONEPeIHBOTO
KOHTpOlIepy. BHKOPHCTOBYE 4 KaHAIBHHH 3B 430K Ta MIATPHMY€E MBHIKICHI IPOTOKON
MoOinbHOL Mepex 4G LTE. 3a 10NOMOI0K EOT0 MOKIHBO HMIIKIIOYEHHA IIPHCTPORO 10
OKpeMHX iHTepHeT-IpoBaHIepiB depe3 iHTepdelcH Ethernet 1 Wi-Fi. SIkmo neoro He
IOCTATHBO € MOJKIHBICTh IIOKIIOYEHHA 0 IBOX MOOUIBHHX ONepaTopiB. 3a pPaxyHOK
MOKpameHol po0OTH IIbOMY aBTOMAaTHYHe MNepeMHKAHHA MiX KaHalaMH paXio3B’ 3Ky
3aHMae JeKiIbKa ceKyHI [13].

IIpHBeneMO XapaKTepHCTHKH KOHTpoaepy Ajax Hub 2 Plus y Tabmami 2.3.

Tadnuna 2.3 — XapakTepHCcTHKH Ajax Hub 2 Plus

XapaKTepHCTHKA

JHaATeHHA

Be31poTOBHH MPOTOKOI

Wi-Fi2.4 T (802.11b/ g/ n),

Z-Wave
MakcHMAalIbHa JalbHICTE 3B’ 3Ky 2000
MakcHMAaIbHa KUTBKICTh IPHCTPOIB 200

Po6oga gacToTAa

868.0 - 868.6 MI'I1

JlonaTKOB1 MOJKITHBOCTI

OnHTyBaHHA IaTIHKIB 12-300c,
miaTpHEMEKa 10 100 kamep Ta 25 rpyn
[IPHMIMEeHb
GSM-Mmoxyns o apoxX SIM-kapT 3
nigTpaMEor 2G 1 3G, LTE

KorTponep GSM OKO-7S — 3ale3nedye DHCTaHIIHHE YIIPaBIiHHA, KOHTPOIb 1
ONOBINIEHHA CTaHy BiaganeHoro o0'eKTa 3a JONOMOIoK MOOLIBHOI Mepexi. Mae He
BeNHKHH (VHKIIIOHAI, aje Ié KOMIIEHCYeThCA HOI0 HH3BKOK BapTICTHO. 3araioM
IIPH3HAYeHHH /11 KOHTPOII HeBelIHKHH TepHTOpiH 9H AK OHIKeTHe pimeHHA. Moxe
KepyBaTH CHPeHOK TpHBOTH. HamamTyBaHHA Moxe OYTH 3a JOIIOMOIOK MOOiTBEHOTO

3aCTOCYHKY [14].
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IIpHBeneMo XapaKTepHCTHKH KoHTponepy OKO-7S y Tabnuui 2.4.

Tabmana 2.4 — XapaxkTepHCTHKH OKO-7S

XapaKTepHCTHKA 3HAYEHHA
Be3IpOTOBHH MPOTOKOT GSM
MakcHMalbHa KUTBKICTh BXOIIB 5
Makc. KiTbKICTh BHXIJTHHX KaHaliB 3

JloIaTKOB1 MOXKITHBOCTI

Po6oTa BHXOIIB 3a pO3KIaIOM,

KOPHCTyBadiB — &,

IPyN A1 JaTIHKIB - §

KorTponep OPIOH NOVA L — Hoa cepid GSM KOHTpOIIepiB i3 pO3MHpPeHHM

(yHKIIOHANIOM KepyBaHHA THITY «PO3YMHHH OyIHHOK». 32 JOIIOMOI0X0 HBOTO MOJK/ITHBO

OpraHi3yBaTH aBTOHOMHY., HaJiHHY CHcTeMy Oe3leKH i3 BiITalleHHM KepyBaHHAM.

MoOKIHBICTE MIATPHMYBATH 10 16 30H, 3a moTpeOH Moxe OyTH 30UIbIIeHA 10 64 30H.

Mopgens MoOKe IpamBATH OOHOYACHO iz 8 KJIﬂBiaT}'pEMH BBCICHHA., a4 TAaKOXK €

IONATKOBHH BHXIN Mil CHpPeHH CHOBiMeHHA. 3aralioM € MO0 [Ba peleHHHX Ta

TPaH3HCTOPHHX BHXONH. HanamTyBaHHA KOHTpoONlepy BiAGYBaeTbcAd 3a IOIMOMOTOK

IporpaMH Ha Tele(oHi 9H KOMII'IOTepi, TaKOX MiATPHMYe€ThCA HAlAaIITyBaHHA depe3

KJIaBiaTypy BBeIeHH.

IIpHBeaeMO XapaKTepHCTHKH KOHTpoaepy OpioH NOVA L y tabanmi 2.4.

Tadnunsa 2.4 — XapakTepHcTHKH OpioH NOVA L

XapaKTepHCTHKA

JHaATeHHA

Be31poTOBHH MPOTOKOI

Ethernet/Wi-Fi, GSM

MakcHMANTRHA KITBKICTE 30H

16 i3 po3mHpeHHA 10 64

JlonaTKOB1 MOJKITHBOCTI

ITaM’a1e g0 1000 nogiHd, MOXEIHBICTE
po3ImHpeHHA 10 64 30H,

64 HOMepH OMOBIMIEHHA
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PHCYHOK 2.4 — O0paHHH KOHTpoTep L1 0XOpoHHOI Mepexi Ajax Hub 2 Plus

¥ xXogi aHanizy BHIIe3raJaHHX KOHTpoiepie Oyno o6paHo KoHTpolep Ajax Hub 2

Plus. ockinBKH BiH Ma€ rapHy eKocHcTeMy ¢ipMH Ajax Systems, Ta, IDO FOJIOBHIME —

Kpammi XapaKTepHCTHKH 3a CBOK IIiHY, HiX KOHKYpDEHTH: MiATPHMYBaHi NPOTOKOIH

nepenadi OaHHX, KUIBKICTh JATYHKIB, 30H KOHTPOIK, MOJMIHBHX CHeHapiiB. ¥V

noJansmoMy obIagHaHHA i3 TAKHM KOHTPOJIepOM MOKIHBO Gyle Jerko MOJepHi3yBaTH

6e3 BHeCeHHA CYTTEBHX 3MiH y CIPYKTYPY OXOPOHHOI Mepeski MiINpHEMCTRA.

2.3.2 IaTYHKH PYXY, DPHCYTHOCTI JIIOIHHH

JIaT9HK pyXy — Ile TakHH NpHIaA, MO0 MOXKe BHABIATH NepeMillleHHA pPi3HHX

00'eKTiB, TOMy HOI0 BHKOPHCTOBYIOTE I KOHTPOII IOCTYIy Ta ABTOMAaTHIHOIO

3alyCKy HiH CIleHapiiB, BIANOBIIHO 0 NepeMilleHHd 00'€KTIB Y CepeI0BHIII.

ITepenitHMO aCOPTHMEHT NOCTYIMHHX NATYHKIB i3 BKa3aHHAM I1X 0coOIHBOCTEH Yy

Ta6mami 2.5 [13, 15].

Tabnunod 2.5 — ACOPTHMEHT MOKIHBHX JaTIHKIB PyXyY

Sensor

JaTuHK XapaKkTepHCTHKA 3HAYEHHA
ATIS-804DW THII BHABIIEHHA IadpadepBoHHH
THI pagiokaHaITy 433 MTI'nl
O0nacTs CKAHYBaHHA 8m/110°
Ajax MotionCam THII BHABIIEHHA IadpadepBoHHH
THI pagiokaHaITy Z-Wave
O0nacTs CKAHYBaHHA 12 m/ 88.8°
Agqara Human Body THII BHABIIEHHA IadpadepBoHHH

THI pagiokaHaITy

ZigBee
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ITpomoB:xeHHA TaOMHII 2.5 — ACOPTHMEHT MOKIIHBHX JaTIHKIB PYXY

OO0nacTs CKaHyBaHHA 170°
Ajax MotionProtect THII BHABIEHHA IndpadepBoHHH
THI pagioKaHaIy Z-Wave
OOnacTs CKaHyBaHHA Om/88.8°
FIBARO Motion Sensor THII BHABICHHA In¢dpadepBOHHH
THI pagioKaHaTy Z-Wave

PHcyHOK 2.5 — O0paHHH JaT9HK pyxy Ajax MotionProtect

BHXOIAYH i3 BHMOT, IO BHCYBAKTLCA 10 CHCTEMH 0e3NeKH, ToIIIbHO 00paTH THII
DaTIHKIB pyXy — Ajax MotionProtect, OCKLIBKH BiH Ma€ TapHi XapaKTepHCTHKH 3a CBOIO
IIiHy Ta M[pocTe BCTAHOBJIEHHA 1 MOMKIHBICTE IOJANBINOIO HalallTyBaHHA depes
KOHTponep. Takox MOMKIHBO PO3INIAHYTH IHMHH Ajax MotionCAM #AKi HaIawThb
doTodikcaniro, NpoTe BpaXOBYHOHH MOJalblle BCTAHOBISHHA KaMep Ha MiANPHEMCTRI,

BOHH OyIyTh HAATHIIKORI.

2.3.3 JaT9HKH BiIKpHTTH ABepei Ta RFID ceHcopH

JlaTdHK BIIKPHTTA ABepeH (BIKHA) € IPHCTPOEM, 3aBIAaHHAM AKOIO € KOHTPOIb
[IPOHHKHEHHA B IPHMIiMIeHHA. HaHNOMHPeHIMOK Ta Iy#e e(eKTHBHOK, 3 HMOBIPHICTIO
BHABIEHHA [POHHKHEHHA moHAn 99%. MoaH}ikalmi€ed € MarHiTOKOHTAKTHHH
CHOBIIMMYyBad a0 MarHiTHHH JaTYHK BIOKPHTTA IBepeH 9H BiKHA.

OnHmeMo JeAKHH acOPTHMEeHT JaTYHKIB BiIKPHTTA IBepeH Ta BIKOH:

e Ajax DoorProtect — crioBilyBad IpH3HA9eHHH 1111 MOHITOPHHTY CTaHY IBepeH Ta

BikoH. ITeH maT4HK € Ge3IpOoTOBHM Ta o0naJHAHHH po3’eMOM AIA MiTKIHOYeHHS
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IHINIHX JONATKOBHX JATYHKIR MO MOpoBody, To0To BiH Moke OYyTH B pomi
0e3IpOTOBOrO  peTpaHCHAATOPY [id MPOBOJOBHX JAaT9HKIB. UYTIHBICTE
CHoBimMyBada OMH3BKO 2 cM. ABTOHOMHICTE 3a0e3lnedyeThcA Ha PiBHI J0 7-MH
pokiB Bix OaTapeHkH THIy CR123A.

Ajax DoorProtect Plus - IaT4HK BHABIEHHA BIIKPHTTA BIHOK JBepeH. 3araioM
IOKpalleHa Bepcid NONepeIHBOr0 JaT9HKAa. AHaIOriYHHH 0a30BiH Mozenmi, ane
Mae Ille 30aTHICTh BHABIATH YIAPH Ta 3CYB CBOTO MICIENOI0KeHHS.

Agqara Window and Door Sensor — JaT9HK, M0 Mae MOJKIHBICTH iHTerpamii i3
cHcTeMaMH «smart house», Hanpukianx: MiHome, Apple Home, Agara Home.
Oco0nHBicTIO € podoTa M0 NONYyIAPHOMY IPOTOKOIY TeleMeTpil — ZigBee.
ATIS-19DW — 0Oe3gpoToBHH JaTYHK BiIYHHeHHA NBepeHd [15]. MakcHMAalbHa
DanbHICTH BHABIeHHA 1 cMm. Pofoda gactota: 433 MI 1, JanbHICTE Iepenadi 10
100 M. Mo3ke mpamroBaTH cniisHO 13 GSM cHrHamizamiero ¢gipmu ATIS.

FIBARO Door/Window Sensor 2 — me 0e3JIpOTOBHH JAaTYHK BiIKPHTITA ABEpeH,
MA€ CYMICHICTE 13 mpoTokonoM Z-Wave Plus. Takok y coBilmyBadi € BOyI0BaHHH
IaTIHK TeMIlepaTypH.

14 3axXHCTy mianpHeMcTBa Oyiao ob6paHo 6azoBy Monens Ajax DoorProtect BoHa

Mae yci HeoOXiIHI XapaKTepHCTHKH I CBO€l pPOIl ¥ CHcTeMi Oe3neKH Ta MOKIHBICTE

iHTerpamii i3 o6paHHM 714 NPOEKTY FOJIOBHHM KOHTPOJIEPOM OXOPOHH.

RFID wmitka afo cMapT-KapTka — IUIacTHKOBa Oe3KOHTAKTHA KapTa, eleMeHT

paziodacToTHOl ineHTH(}iKamil 06'ekTiB. ¥V kKoHCTpyKUil RFID kKapTKH € MiKpocXeMa, JKa

BINMOBiNAe 3a 30epiraHHd iH(QopMalil Ta aHTeHAa, IO Nepelae CHIHAI 39HTyBady. ¥

TaKOMY IIPHXOBAHOMY 4illi 30epiraeTbcA VHIKAIBHHH 1IeHTH(QIKATOp, AKHM Y 0a3i JaHHX

MOJKHa IPOYHTATH 9H 3alHCAaTH NOoTPi0HY iH(opmarito [8].

OnHmemo gedkHH acopTEMeHT RFID cMapT KapToOK UId KOHTPOII JOCTYIY:

e Ajax Pass Black — RFID kapTka 3a IOIOMOIOK SKOK KOpPHCTyBad MOKeE
NIPOBECTH CBOK Oe3KOHTAKTHY 1IeHTH(IKAIli0, BCTAHOBHTH CHIHAaIi3allil0 Ha
0XOpOHY ab0 3HATH 3 Hel. 3a JOMOMOIOI0 i€l KapTKH MOKIIHBO KepyBaTH CTAHOM
OXOpOHH 00'eKTy MOJkHa 0e3 HagABHOTO 0O0IIKOBOTO 3alHCY ¥ cHCTeMi Ajax abo

3HATH CeKpeTHHH maponk Ge3mekH. Jnd po3GIOKYBaHHA [OOCTaTHRO JIHINE



3T

MiTHeCTH cMapT-KapTKy O0 34HTyBada KeyPad Plus, i cHcTema Gyzae 3HATa abo
BCTAHOBJIEHA V peiXHM OXOpoHH. ITinTpHMyBaHI cTaHIapTH poboTH: ISO 14443-
A HadacToTi 13.56 MI'm.

e Tecsar Trek Mifare — OaratodyHKIioHansHa cMapT-kKapra. Mae 8 Kb mna
KOPHCHHX JaHHX 4YH JaHHX HajlallTyBaHb. Meka TIapaHTOBaHOIO
CIpalbOBYBaHHA — He Oinbme 10 cM 10 34HTYBad4iB. JlaHiI MONINAKOTLECA HA 16
CEeKTOPIB, KOJKeH 13 HHX 3aXHINeHHH Pi3HHMH KJII09aMH THIY A Ta B, i ceKTopH
MOKYTE OyTH 3amporpaMoOBaHi Ha pi3HI (VHKIII Taki AK: 3aIlHC 9H 3MiHa OIIOKY
naeHX. ITinTpEMye cTaHmapt ISO 14443,

e Atis MiFare card — kapTka A4 Oe3KOHTaKTHOI ileHTH(]IKamil 11 pofoda gacToTa
NOMyJIApPHHH mianma3oH 13.56 MI'm mo [O03BONISE€ IIpamoBaTH i3 OLIBINICTIO

3YHTYBaYiB cTaHOapTy ISO 14443.

2.3.4 /IaTYHKH PO30HTTA CKJA

3BYKOBHH IaTYHK PO30HTITA CKJIAa - [e TAKHH CIOBIIMYyBad4, IO BHABIAE 3BYK
PO30HTH BiKHA, 01111 AKOTO BiH BCTAHOBIeHHH. [ 0JI0BHE IO MOBHHEH 3pO0HTH JaTIHK IIe
— MOMEHTAIBHO BiJJpearyBaTH Ha 3BYK pPo30HTTA CKJa Ta 3allyCTHTH BiANIOBiOHI clleHapil
pearyBaHH4. HajJ naHHH MOMEHT € IBA THIH CHOBIMyBa4iB. [TepImHH THI YYTIHBHH 10
3BYKY po30HTTA, IPYTHH — Ha 3BYK yapy. ToO0To Bibpaniro. € me riOpHIHI JaTIHKH KOTpi
pearyioTh Bipa3y fAK Ha 3BYK Tak 1 Ha yzap. JIaTIHKH MalTh CIellialbHy MIKpocXeMy
111 MBHIKOTO pearyBaHHA Ha 3BYK.

OnHmeMo IedKHH acCOPTHMeHT JaTYHKIB po30HTTA CKIa:

e GlassProtect — cropimyBad, mo He moTpefye MPOBOJIB MOKE pO3Ii3HATH Ha
BiAcTaHI 10 9 MeTpiB 3BYK po30HTOro ckna [11]. Vpazi cnpoOH NpOHHKHEHHA
pPaBOMOPYIIHHKA B INPHMIMIeHHA NUIAXOM pO30HTTA CKIa, CHCTeMa Biapazy
Bipearye HaJic/lIaBINH IIOBITOM/ISHHA Ha FOJIOBHHH KOHTPOJIEP OXOPOHH. TaKkox
HasgBHHH 3aXHCT Bil NOMHIKOBHX CIpAalOBaHs — MAaIlHHH Ta 3BYK JIOMAIlHIX

TBapHH He Gye CTROPIOBATH MPOGIeMH.
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e SATEL MGD-300 — nHpoBHH JAaT4HK po30HTTA cCKIa NOpPH3HAYEHHH [OIA

BHABIIEHHA PO30HTTA THCTOBOIO, 3arapToBaHOI0 a0o J1aMiHOBAaHOT O cKkia. [InaBHe
peryiIoBaHHA 9yTIHBOCTI J03BOJIAE TOTHO HATAMTYBATH HOIo Iy TIHBICTE. MGD-
300 BHKOPHCTOBY€ 0araTto4acTOTHHH aHali3 CIeKTPY aKyCTHYHOIO CHTHAILy. IO
poOHTE HOrO CTIHKHM 10 BHIAJKOBHX HIIYMIB, AKI MOXKYTh BHHHKATH I 9ac
HOpMalsHOI poOOTH Ha BYJIHII 9H B IPHMIMIEHHI.

e Satel INDIGO — ceHcop BHABIeHHA PO30HTIA CKIa OCHaIleHHH 0e3IpOTOBHM
iHTepdeHcoMm. I3 ocoOmHBOCTEH: MOKe BH3HAYHTH MOMEHT MaliHHA HaOpyTH
JKHBIIEHHA HHK4e 9 B Ta BilIpaBHTH NIOBiIOM/IeHHA HAa TOJIOBHHH ITyJIBT OXOPOHH.
MOXIHBO HAlalITOBYBATH MeXi CIPAlbOBYBAHHA NAaT9IHKY, AKHH IMpalioe 3a
[IPHHITHIIOM BHSBIeHHA JBOX CHTHAIIB — BHCOKOYAaCTOTHOIO Ta HH3bKOYAaCTOTHOL
KOMIIOHEHTH 3BYKOBOIO CHEKTPY, ILle I03BOJIS€ 3MEHINHTH CIpPAlOBAaHHA Bil
noMHIOK. IleH ceHcop MoOXe I@palloBaTH 13 pIi3HHMH THIOAMH CKIIa,
faraTomapoBHMH, 3BHYAHHHM YH 3arapTOBaHHM.

e Trinix TRX-1220BG — me NacHBHHH JaTYHK OCHAIleHHH MikpodgoHOM Iud
BHABIEHHA PO30HTTA ckia. IIpH3HaYeHHH /11 YCTAHOBKH BCepelHHI MPHMIMIEHD.
3aBIgKH (YHKII MIyMO3arIyIIeHHd Ta BHABRICHHIO IOMHIKOBHX CIIPallbOBYBaHb,
MOJelb NAaTYHKY MOKHAa BCTAHOBIIOBAaTH B IPHMIMEHHAX 3 BHCOKHM piBHeM
(poHOBOrO mMyMy. JJHCTaHIIiA BHABIEHHA Y NPHMIMMEHH] PO30HTTA CKIa cArae J0
10 meTpiB.

e JlaTaHK pa30HTTA Crow GBD-2 — BHCOKOAKICHHH TBEpAOTLIEHHH 0e3IpOoTOBHH
netekTop. Ilpamroe y miama3zoHi 9acToT 868/916.5 MIn. CeHcop BHABIEHHA
3po0neHHH Tak, o0 Horo MoxHa OyI0 BCTAaHOBIIOBATH Oe3locepeIHBO Ha CTiHI
0114 cKa, a HOro MPHHIHI il JO3BOJIAE 3aXHITATH ITHCTAHIIIHHO BiApa3y KilbKa
BiKOH. € [Ba HaJaITyBaHHA YyTIHBOCTI [JIA HH3BKOI Ta BHCOKOI 9acTOTH.

JlanbpHICTE BHABISCHHA 10 12 M.
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PHCyHOK 2.6 — OOpaHHH gaT9HK po30HTTA ckia GlassProtect
V xXoxi aHamiTHIHOro BHOOpPY Oyio o0paHo JaTdHK po30HTTA ckiaan GlassProtect
OCKITEKH BiH Mae TapHy IHCTAHIII0O BHABIEHHA 3BYKY pO30HITA CKiIa Ta CHCTEMY

IMyMO3arIyIOEHHA, IO 0 MaTH 3aXHCT BiJ DOMHIKOBOIO CIIpanKBaHHA.

2.3.5 CHCcTeMH BiJeo CIOCTEpeReHHA

CHcTeMa BLIEOCHOCTEPEKEHHA O3BOJIAE€ MPOBOIHTH LiT0J000BHH MOHITOPHHT
IPHMIIEHHS Bill Pi3HOTO THIIY 3arpo3 i3 Iojansmolo Bimeodikcamicro. Taka cHCTeMa
CKIIaJaeThbcd 13 Bigeokamep HHQPOBOIO 9H aHAJIOrOBOIO THIIY Ta BIANOBITHOIO IM
IPHCTPOIO — BileopeecTpaTopy. HOro MpH3HaYeHHA 00poOIATH BXiIHI MOTOKH JaHHX Ta
30epiraTH OTpHMaHHH Tpadik Bigeo.

IIpHBeIEeMO CIIHCOK aCOPTHMEHTY BiJleoKaMep JJIA clocTepeskeHHA [9, 17]:

e TP xamepa Tapo C310 —uudpoBa kamepa ska Mae 3MII po3noaine9oi 3TaTHOCTI.
Mosxe OYTH DiIKIKYEHA JBOMA cioco0aMH MPOBOIOBHM 3a momoMororw Ehternet
kabemnro Ta 6e31poTOBHM 3a HonoMorow Wi-Fi. IIpHCYTHA 101aTKOBA MO THBICTh
HiYHOI MiICBITKH mo 3abesnedye a0 30 meTpiB BHAHMOcTi. Kamepa Moxe
BiINPaBIATH MOBIIOMIEHHA Ha 3acTOCYHOK y TenedoHi. 3a I0IOMOIOIO
IHTETPOBAaHOTO0 JHHAMIKY Ta MIKpPOGOHY MOKIHBHH JBOCTOPOHHIH 3B’fA30K. €
NiATpHMEKA ¢aem-naM’aTi popMary microSD MakcHManbHHM 00'emoM 10 128 I'B.

e TP kamepa Dahua DH-IPC-HDW2230— nadpoBa kamepa i3 2ZMII po3noainsdol
3maTHOCTi. Mae BOyaOBaHY iHGpadepBOHY MiACBITKY 114 Hi9HOI 3HOMKH. Moxke
BCTAHOBIIIOBAaTHCA 330BHI IPHMIMMEHE 1 BcepeIHHI HEX. KaMepa Mae KOHCTPYKIIIIO
«Eyeball», MeTamidHHH KOpIycC i3 IUIACTHKOBHM KpiIlIeHHAM. IHTepdeHcH €

po3’eM KHBIeHHA 12B Ta MepexeBHH BXiJ 13 MIATPHMKOK Power on Lan.



40

e TiOpumHa kamepa AHD Green Vision GV-112 — 1gaHa KaMepa Ma€ BHCOKY
posmominedy 3matHicTe SMII. II romoBHOI OCOONHBICTIO € MOKIHBICTE
[palOBaTH K 3a JONOMOIOK AaHAIOroBoro iHTepdedicy Tak i nHdpoBoro. 3a
TOIIOMOTOK aHAJIOTOBOIO KOAaKClalbHOIO Kalelrw JalbHICTh Neperadi MOKIHBA
mo 500 metpiB. B iHmoMy BHOAAKY MoxkHa BHKOpHcTaTH Ethernet kaGens THITY
«BHTaA mapa». JlaHa kaMepa TaKox MINTpHMYye iHQpadepBoHe MifcBIiIyBaHHA. Mae
MaTpHIo THIIY CMOS:;

e [P-pinmeokamepa 4Mpx Dahua IPC-K42P IMOU Cube — nadpoBa kamepa ska
ocHameHa 4MII MaTpHIEKR 13 MOXKIHBHM (OKYCHHM BiACTaHHIO 2.8 MM,
MOK/IHBICTE iH(padepBOHOro mifAcBideHHA 10 10 wMerpiB. BOyzoBaHHH
iH(ppadepBOHHH IAaTYHK IS BHABIEHHA PYXY OO0 €KTiB, TaKOK MOMKIHBA JBOX
CTOPOHHIH 3B 30K 3a JONOMOIOK iHTeIPOBaHHX MiKpo@oHa Ta THHAMIKY

e TiopunHa Kamepa HAC-TA21P — nudpora 2 MIT kaMepa KyIIOJIBHOL KOHCTPYKIIIL.
@dokycHa BiAcTaHb 2.6 MME, KyT OIIIAOy CTAaHOBHTB 93 rpanmycH. ITinTpHMYye
iHTerpamniro i3 mwiargopmoro IMOU, IndpadepBoHe NIICBITYBaHHA J03BOAE BECTH
Harmgn 3a TepHTopierd a0 20 MeTpiB, miATpHMKa microSD d¢uem—maM’ATi.
ITinTpHMye maneHicTH mepenadi 300 M mo UTP ta 800 M mo KOaKCialbHOMY
kabemro. Moxe NepenaBaTH OIpa3y IeKilbKa CHTHANIB II0 Kalello: KepyH9HH,
BiJEOMOTIK Ta 3BYKOBHH CHIHAIL.

e Bineokamepa EZVIZ CS-C6N — NOBOpPOTHA KYNOIBHA KaMepa PpO3IUIBHOL
3gaTHOCTI 2 MII. JloaaTkoBa MOMKIHBICTE aBTOCTEKeHHA 3a 00’eKkToM. 3a
IIIOMOTO CBO€1 KOHCTPYKIIIL MOXke 3HIMAaTH Y peHMi IaHOPaMH, Mo 3ade3nedye
OIJIA] YChOI'0 IPHMIMEeHHA MpH KyTi ornany 340 rpagyciB. MoXIHBO BKIHOYHTH
PeXHMH y AKOMY KaMepa aBTOMaTHYHO BHABIATHME PyX, HAPaBIATHMEThCHA Ha
HBOI'0 Ta MOYHHATHME 3HOMKY Bile0 13 NOJalbIIHM BiNIpaBIeHHAM OTPHMAaHOIO
MaTepialy Ha TOJIOBHHH IyIbT OXOPOHH cHcTeMH OesnexkH. Kamepa Mae
BOyzoBaHHH Monyns Wi-Fi, o 103BONAE€ MNiIKIIOYHTH 11 0e3NpOBOJOBHM

crmocoGoM.
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Hna ga"Horo mpoekty Oyno oOpaHo kamepy Dahua IPC-K42P IMOU Cube 4MP

(pHC. 2.7) OCKIIBKH BOHA Mae€ MOMKIHBICTh IHTerpamii i3 CHCTeMOow Ajax Systems Ta
BHCOKY HITKICTh 300pakeHHsA 2560 x 1440 Ta Horo moOpy CTHCHEHHA JaHHX

BinmeokomexoMm H.265, mo € TapHHMH XapaKTePHCTHKAMH AK ]I CBO€1 IiHH.

PHCcyHOK 2.7 — O0OpaHa BiZeokaMepa

IIpHBeIeMO CIHCOK aCOPTHMEHTY BilleOpeecTpaTopiB I CHCTEMH BileOHATIIAIY:

e Hikvision DS-7616NI-Q1 — MepexeBHH peecTpaTop i3 MATPHMKOK 0 16 KaMep,
MaKCHMANbHHH BXIIHHH IOTIK gaHHX 160 MGOit/c. CyMmicHHH i3 NONYyJISpHHMH
KOJIEKaMH CTHCHeHHA naHHX: H.265/H.265. Takox HasaBHI nBa USB mnoptH.
BITHOCHTBCA N0 o0nagHaHHA npodeciHHOro kiacy. ITiZTpHMKA KOPCTKOIO JTHCKY
no 6 Th nigkmodeHoro 4epe3 SATA inTepdeiic.

e Hikvision DS-7104NI-Q1/4P — 90THpbOX KaHAIbHHH MepeXeBHH BiIe0-peecTpaTop
i IP kamep 1o 4 mryk. [TinTpHEMYye KHBIeHHA THIY PoE 10 36 Bt. MakcHMAalbHa
NMOTOKOBA MBHJKICTE cklagae 40 MOit/c. ITinTpaMKa nam’aTi 1o 6 Th. Po3ainsHa
30aTHICTE KaMep 10 4 MII y 1080p sKocTi.

e Dahua DHI-NVR2116-1 — mepexeBHH BiJeopeecTpaTop i3 HMIATPHMKOK 10 16
nHppoBHX KaMep. Mae 3pydHHH Bel iHTepdeHc I8 HaJaITyBaHHA KaMep.
ITinTpHMYy€E TeXHOIIOT11 po3Ii3HaBaHHA 00/IHYE, AKI 3HaX0AAThECA Y BHYTPIIIHIH a3l
naHHX. MakcHManbHa MOIOTPHMyBaHa AKICTe Bigeo 4K po3nilbHOLI 34aTHOCTI,
AHOpPCTKHH THCK 110 6 Th.

e CoVi Security NVR-4500 — MepexeBHH BieopeecTpaTop SAKHH I03BOIAE
o0po0naTH § KaMep, MaKCHMallbHa po3ainbHa 3naTHicTh 4K. ITinTpumka no 8 I'b

AopcTKoro nHcKy. Haseai 3 USB nopTH.
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14 noOyI0BH CHCTeMH Oe3NeKH Ha NiANpPHeMCTB1 O0yno o0paHo BigeopeecTpaTop
moaeni Dahua DHI-NVR2116-1. OckinbKH BiH Ma€ 3py9HHH iHTepdeHc, Mo MOoIeruIye
HallalITyBaHHA Ta MOJaIbIIHX CYIPOBig o0nagHaHHA Ta CYMICHHH i3 Bifeo o0IagHAHHAM

TaM KOHTPOJICPOM 0e3nekH.

2.3.6 Mepe:xeBi OpaHIMayepH

MepexeBHH ekpaH — Iie NporpaMHHH alo MporpaMHO-anapaTHHH IPOIYKT,
IIPH3HA4YeHHS AKOI'0 BiICTeAyBaTH MepekeBHH Tpadik Ha piBHI NaKeTiB Ta B 3alIeKHOCTI
Bil 1X 3MICTYy [JO3BONIAIOYH YH BIIXHIAIYH IXHE IPOXOIKeHHA. TakHM YHHOM
3a0e3meTyeThcd 3aXHCT CepBepiB, KIIEHTIBE Ta KOPHOpPAaTHBHHX CiIyxk0 Bin
HeCAHKI[IOHOBAHOIO JOcTymy. Takox IeH IHCTpyMeHT Ha3HBaioTh firewall aGo
Oparamayepom[10, 17].

ITpHBeneMO CIIHCOK ACOPTHMEHTY MepekeBHX eKpaHiB:

e FG-100E Fortinet — mepexeBHH ekpaH cepil FortiGate nns 3a0e3nedeHHA Oe3NekH
o¢icHHX Mepek KOPIOPaTHBHOIO THITY. ITpomyckHa 30aTHICTE NPHIANY GIIH3BKO
7.4 T'6it/c BiH oOnagHaHaHHH 20 noptaMH RJ-45 13 meHaKicTI0O 1GDE, 1Ba 3 AKHX
BHKOHYHOTE polbk WAN pos'emiB. Takox € 1Ba KOMOIHOBAHHX BXOJIH 3
riraGiTHEMH SFP po3z'emamH. Takox € ogHH USB po3z’em. FG-100E niarpHMye
TexHonorii IPsec VPN, SLL VPN i 6n#sko 10 THcs9 VPN TyHemiB.

e Fortinet FWF-30E — € HOpOOyKTHBHHM MepeXKeBHM eKpaHOM 3 BOYIOBaHOIO
0e31pOTOROK TOYKOI JOCTYIY cTaHaapTy 802.11n. 1T Moens MOXke KOMyTyBaTH
YOTHPH IiradiTHi IOPTH OJHH 13 AKHX BHKOHYE poilk WAN. OcoOIHBICTIO JaHOTO
eKkpaHy € 16 I'b BHYTPIIHBOTO CXOBHINA. MaKCHMAlIbHO MOJKIHBA IPOIYCKHA
CIIPOMOKHICTE € Ha piBHI 950 MOit/c. ITinTpEMyeThed VPN Ha 250 TyHemiB.
TakHH MepekKeBHH eKpaH IIIXOJHTh A4 3a0e3nedeHHA 3aXHCTY HeBelIHKHX
TOKANBHHX 0(ICHHX Mepex.

e Ubiquiti UniFi Security Gateway — moeqHye po3mHpeHi (yHKIII Oe3lekH 3
IOTYKHOK TEXHOJIOTi€K MapmpyTH3amil. Mae omaH WAN nopt 1a ogHH LAN, 1

e OOHH MOPT Mae TriOpHARY KoHpirypanito IIIBHIKICTE 00podKkH naHHX 3 I'Git/c
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ITed MepemeBHH eKpaH 3JaTHHH MapIIpyTH3YBaTH 10 1 MinbHOHA IaKeTiB 3a
CEeKyHIY.

e (Cisco ASAS5506-K8 — neH MepekeBHH eKpaH BKIIOYae B cefe KOHTpoOIb i
IeTaJbHHH MOHITOPDHHI Mepei, HaJiHHHH OaraTopiBHeBHH 3axXHCT, CHCTEMY
3ano0iraHHd BTOPrHeHHAM IPS, KOMIUIeKCHHH 3aXHCT Big mKiIHBOro I13, Cisco
AnyConnect and BiIIaneHOro JOCTyIy Ta Oarato iHmoro. IITBHAKicTE 00po0KH
iHdopmanii 750 M6it/c [15].

e ZYXEL USG20 — po3po0neHHH cllenialbHO 1A 3a0e3nedeHHs] HALIHHOIO Ta
Oe3nepepBHOro ceppicy VPN, AKHH TakoX MOIATPHMYye NONBIHHHHE WAN mis
3a0e3nedeHHA IyOIKOBaHHA MpoBaHIepa. ¥ MpHCTpPoOl 3adiAH] 2 3'eqHaHHA WAN,
OIHH € OCHOBHHM, a JPYTHH pe3epBHHM. I AKIMO TpanHThcA 30iH, Toai Zyxel VPN
Firewall B aBTOMaTHIHOMY pe:KHMI 0JIpa3y K IPHeIHAEThCA IO pe3epBHOTO. [ AK
TIIBKH OCHOBHHH OyJe BIIHOBIEHO, 0Ipa3y Xk OyIe 3BOPOTHE IiOKIIOYEHHA JI0
Hboro. IIpomyckHa 31aTHicTh 90 MGiT/c.

e D-Link DFL-870 — naHHH MiKMepeKeBHH eKpaH NiATPHMY€E pPO3IIHPeHH] PYHKIIL
IIOBiIOMJIEHHA KOPHCTYBadiB 3a JONOMOIOK BHYTPIIMHBEOI CHCTEMH OIMOBIIIEHHA.
Takox NIATPHMYE CHCTEMY BHABIIEHHA Ta 3aTPHMKH BTOprHeHb UTM. MOKIHBO
KepyBaTH MOIITHKAMH 3acTOCYHKIB. IligTpHMYye momyigpHi VPN OpOTOKOIH
PPTP, IPSec, , L2TP ta SSL4. Mae 2 USB nopta Ta 6 1I'0iTHHX HOPTIB.

! & | : !%.T

PacyHOK 2.8 — OOpaHHH MepexeBHH OpaHaMayep

3 OI/IA4Y Ha BHIIEOMHCAHI IPHCTPOo1 OyiI0 NPHHHATO PilleHHA B AKOCTI MepekeBOoro
ekpaHy an4 nianpHeMcTBa BHOpaTH 3XGE Ubiquiti UniFi Security Gateway. OCKUIBKH
BiH Mae€ rapHe CIIIBBIHOINEHHA IiHA Ta NIPOLYKTHBHICTE Ta 3py4HE A1 HAIAIITYyBaHHA

ImporpaMHe 3abe3nedeHHA.
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2.3.7 IIpoTHOOXKEKHI TaATIHKH

IToxeskHa CHIHaIi3allifd — Ile CHCTeMa CIOBIINTYBadiB, BHKOHABYHX MeXaHI3MiB Ta
IHIMHX 3aco0iB 111 IMBHIKOTO BHABIEHHS Ta OMOBIMIEHHA MpPO 3aHMaHHA BOTHIO Ha
00'eKTi 13 IOJANBIIOK BIAIPABKOK KEPYHYHX CHITHAIIB 1A CHCTEM OMNOBIMIEHHA MpPO

MIOKEeKYy Ta aBTOMaTHIHOTO MOMKeAKoraciHai [3].

ITpHBEmEMO CIIHCOK ACOPTHMEHTY 0o0IagHaHHA I IPOTHIIOAKEKHOTO 3aXHCTY:

e FireProtect Ajax — Oe3nNpOBOJOBHH JAaTIHK BHABIEHHA IOKEXi 13 BOyIOBaHHM
ceHcopoM TemmepaTypH [11]. Moe BHABIATH 3aJHMISHHA 3a JOIOMOIOI0
KaMepH 3 (OTOeleKTpHYHHM JaTIHKOM. B pa3i Akmo mig 9ac 3aHMaHHA
BIICYTHIH THM € JOJATKOBHH NTAaTYHK AKHH MOJKe BHABHTH pi3Ke MiIBHINEHHA
TeMIlepaTypH y ONpHMimeHHi. [Topir cnpansoByBaHHA +59°C.

e (CV-212-12-01 — aBTOHOMHHH MOKeKHHH JAaTIHK, AKHH € JaCTHHOI MOMKekKHO1
CHrHamizanii. Mae BHYTIpimHIK OyIOBY ONTOENeKTPOHHOIO [eTeKTopa ., IO
I03BOMAE BCTAHOBIIOBATH HOTO y IPHMIIMEeHHAX i3 arpeCHBHHMH CepeIOBHINaMH.
JlaHHH CIHOBIIIyBad Mae CHPeHY Ta CBITIOBY IHIHKAIliK0 IPH BHABIEHHI
[epeBHINeHHA NeBHOTO PiBHA 3aTHMISHOCTI B IPHMIMIEeHH], MO0 0XOPOHAETHCA.

e FireProtect Plus — nokpameHHH BapiaHT 0a30B01 Bepcil, BIIMIHHICTIO € JaTYHKH
He JHINe TeMOepaTypH Ta 3aJHMISHOCTI, a i ceHcop 9aJHOro ra3y, mo y Kymi i3
0e3[pOBOIOBHMH MOJKHIBOCTAMH IOKEKHHH CeHCOPY IO3BONAE IPOBECTH
[iU101000BHH MOHITOPHHT 3a 0e3[IeKOK y NPHMIMEHH] Ta IMBHAKO OMNOBIINATH

PO MOJKITHBICTH MOXKes ki, 3aJHMIIEHOCT] 9H 9aJHOTO ra3y

PHCyHOK 2.9 — OOpaHHH NPOTHNOKEKHHH CIOBIITyBad
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Bymo oOpano FireProtect Ajax. OCKUIBKH BiH Ma€ IHTeIpamlil0 i3 CHCTEMOIO
KOHTPOJIII0 0XOPOHHOI Mepeski, Jerke BCTAHOBIICEHHA, HAlalITyBAHHA Ta F1OpHIHY MOJIElb

BHABJIEHHA MOAEAK] IH 3aJHMIICHOCT] Y IPHMIIIEHH.

2.3.8 KinneBi npHIaIH

KiHneri IpHIaIH — B 3aTallbHOMY BHIIAIKY II€ YCi Ti IPHCTPOI OXOPOHHOI CHCTEMH 13
SAKHMH CTHKAa€ThCA 3BHIAHHHAH KOPHCTYBAd y HOBCAKISHHOMY KOpHCTYRaHHI. ITe MOXKYTE
OYTH pi3HOMAaHITHI IaHell KepyBaHHA, CBITIIOBI iHIHKATOPH Ta MOHITOPH. 3a JOMOMOI 00
HHX MOHA KOPHCTYBAaTHCH OXOPOHHOI Mepelkelo, HalpHKIaJ CTABHTH i1 HA OXOPOHHHH

PeEHM YH BHMHEATH el PEEHM.

Jnsa KepyBaHHA Ta IHJHKAIl MOMiH i3 KIHIEBHX NpPHIANiB IS INPOSKTy CHCIEMH
0e3eKH JONUIBHO PO3IIAHYTH KIaBiaTypH BBeIeHHA Ta CHpeHH. OCKUIBKH BAe 00paHHH
KOHTPOJEp eKOCHCTEMH Ajax, TOMY NOTpiOHO o0paTH CyMicHI i3 HHM KiHIIEBI NpHIAIH

nepepaxyeMo o0paHi KOMIIOHEHTH CHCTeMH Oe3nekH[13]:

e KeyPad Jeweller — ceHcopHa KiIaBiaTypa BBeIeHHA i3 0e3 IIPOBOJOBHM
inTepdeiicom. Il ocHOBHOIO QYHEIIEIO € 3HATTA IH BCTAHOBJIEHHA CTAHY PEKHMY
OXOpoHH 00’ekTy. PeXHM OXOpDOHH MOJXKHAa 3pY9HO BKIIOYHTH HAaTHCKAHHAM
oxHiel knapimi ITepenfadaeTscd, MO0 JaHA CEHCOpPHA maleHb Oyae BCTAaHOBIEHA
0114 BXITHHX ABepeH. Ha IHIHKAaTOPHIA NaHeIl IOKa3yeThCA CTATYC 3’€IHAHHA 13
TOJIOBHHM KOHTPOIIEPOM, CTaTyC CHOBIITYBadiR Ta OXOPOHH B HimoMy. ITinTpHMYE
o 99 KoZiB IOCTYIIY AKI HANAIITOBYEThCH Yepe3 eHTpalbHHH KOHTpOIIep.

¢ HomeSiren Jeweller — cHpeHa 111d NPHMIMMeHHS 13 §e31pOTOBHM IiTKIHOYeHHAM.
I'omoBHe MpH3HAYEHHA ['YIHO CHTHAIIHTH IIPH CHTHATi TPHBOTH. BHIae 3ByKOBHH
CHI'HaJ IPH 3MiHi PeXHMIB CHCTEMH OXOPOHH. MOKIHBO HiJKIHYHTH 30BHIITHIO
CBITJIOBY IHOHKAI. ¥V KOHGIrypalii MOKIHBO HaJlalITyBaTH PiBeHb I'YIHOCTI Ta

HJacy 3BYKOBOTO CHTHAILY.
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2.3.9 JogaTkoBe 00JaIHAHHA

J1a noGynoBH CHCTeMH Oe3leKH HeoOXiTHO MoJaTKOBe oOIagHAHHA OIHINEMO

Horo [13]:

14 cTaGiuIBHOTO 3B’A3KY B YMOBaxX MICBKO1 3a0yI0BH Ta IHTEHCHBHOIO OOMIHY
Tpadiky dHepe3 Oe3ZpoTOBlI Mepexki, MONUIBPHO o0paTH peTpaHCIATOpP 3B’A3KYy. IIA
3a0e3nedeHHA cTaOUIBHOCTI po0OTH Oe3 MPOBOIOBHX CIIOBINTYBA4iB Ta yciel Mepeki B
minomy. Ajax ReX 2 — me peTpaHCIATOpP paliocHTHaIy IO NpoTokomy Jeweller, BiH
TO3BONAE PO3MHPHTH IUIOIY 30HH, MO OXOpOHAEThCA. OKpiM mporo 3abe3medHTH
HaIiHHHH 3B 430K ¥ THX MICIIAX Je BiOyBarThcd mepedol i3 pamio3B’I3KOM 3a paxyHOK
IPOBOJOBOr0 MiJKIOYEHHA 0 TOI0BHOTO KOHTPOIEpY. 3a J0IIOMOIOH HBOTO MOJKHA
OyayBaTH cHCTeMy Oe3MeKH 13 OUIBINOI0 THYIKICTIO, PO3MINIAI0YH JaTIHKH caMe TaM Jie
BOHH NOTPi0HI — He 3aleHO0 Bil cTaTycy panio 3’eIHaHHA. MaKCHMAaJIbHHH TIMIT TAKHX
peTpaHCIATOPIB ¥ OOHIH cHCTeMi 5 ITYK. PeTpaHcaaTop Mae 4 aHTeHH Ta MiZTPHMKY
nBoX mporokoniB Jeweller nmd BiAnpaBKH KOMaHI KepyBaHHA, NoMiH Ta Wings aus
IIOTOKOBOI mepenadi (poto3HIMEIB. O0HIBA IPOTOKOIH MiATPHMYIOTE IMH(PPYBaHHA Ta

aBTeHTH(IKaIil0 119 3aXHCTY BiJ 37I0MY.
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BHCHOBOK

VY mpyromy po3aini 6yno OMHCAHO 3arajlbHy CTPYKTYPY ILNNPHEMCTBA 13 KapTOK
Horo ogicHo1 Gy IiBIi, OKPIM IIEOT0 OyJ10 NPOBEIEHO OIIAN CTaHy KOMII'KOTepHO1 Mepexi
MiANPHEMCTBA 13 NepelikoM o0/IafHAHHA IO € ¥ HhOMY.

ByB npoBeleHHH ONMHC MaHOYTHBOTO MPOEKTY CHCTeMH Oe3MeKH i3 pAIOoM BHMOT
¢di3H4aHO1. iHQOpMaIiHHOL Ta MOkKeKHOL Oe3leKH, O IOBHHHI BHKOHYBaTHCA I ITLOTO
NiIIPHEMCTRA.

VY ocTaHHIH 9acTHHI po3auTy OyB NpOBeIeHHH aHAIi3 Cy4acHOTO ACOPTHMEHTY
o61agHAHHA 111 TOOYIOBH CHCTeMH Oe3leKH TaKe AK: KOHTPOJIEPH 1 Mepexi, TaTIHKH
PYXy, PO30OHTTS cKlIa, BIOKPHTTA OBepeH. CHCTeMH BiJeOCIOCTEpeKeHHS, MepeikeBi

cKpaHH, HPGTI{I'IG}I{EHEI-HIﬁ 3aXHCT Ta iHIIe JoJaTKOBe o0nagHaHHA.
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3 BIIPOBAIPKEHHS OXOPOHHOT CHCTEMH 13 KOHTPOJIEM JOCTVITY

HA IIIAITIPHEMCTBI
3.1 Bu3HAaY1eHHSA PO3TAIYBAHHA KOMIOHEHTIB CHCTeMH 0e3leKH Ta IX MOHTAXK
3.1.1 BH3HAY1eHHA 00°€KTIiB OXOPOHH HA MiANpHEMCTBI

OG’eKTOM OXOpPOHH Yy KOMepLiHHOMY MiNNPHEMCTIBI € Ti MNpHIAAH YH
VCTaTKyBaHHA AKI MOTPe0yIOTh 3aXHCTY UH KOHTPOIK IOCTYIY, i e(peKTHBHOTO
MOHTAXY KOMIIOHEHTIB CHCTeMH Oe3leKH, HNOTPi0HO BH3HAYHTH MicCIe3HAXOKeHHA
00’ €KTiB OXOPOHH.

3a3Ha4HMO Ha KapTi mianpHeMcTBa (pHC 3.1) OcHOBHI 00’€KTH OXOpPOHH, ¥
NOJANBIIOMY I[i IIO3HA4YeHHS [ONOMOXKYTh OpIEHTYBATHCA 13 MicIe3HAXOKEHHAM

KOMIIOHEHTIB CHCTeMH Oe3NeKH y HAacTyNHHX Mifgpo3ninax Ie Oyae Oe3nmocepelHBO

BH3HAYE€HO MICIIE IX MOHTAXKY.
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PHcyHOK 3.1 — ITo3Ha4eHHA 00’ €KTiB OXOPOHH Ha MiANPHEMCTBI
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OnHImeMo KIMHATH K 00’€KTH OXOPOHH Ta KOHTPOJI IocTymy (Tadm. 3.1).

Tadmuma 3.1 — OnHe 06’ €KTiB OXOPOHH HA MiANPHEMCTBL

00’ eKT 0X0poHH Omuc
KivmaTa Ned I'onoBHHI BX11T ¥ IMIIPHEMCTBO.
KimmaTta Ne3 JlonaTKoBHHA BX1]l ¥ MANPHEMCTBO.
KimmaTa Nel Poboue micne, 1 T1K 1 1 mpeEHTep
KivmaTa Ne2 Tamoyp
KimmaTta Ne5 Xon

Kivmata Ne6,7,13,15 | IIpEMimeHHs BTOPHHHOTO 3HAYeHHY

Kivmata Nel0 Poboue micne: 6 I1K, 2 npuaTepH, Wi-F1 Touxa.

Kivmara Nell CepsepHa: cepBep, (haiinoBe CXOBHINE, MepeikeBe obnamaanmg, 6 ITK
KimraTa Nel2 Poboue micre: 5 ITK

Kinmata Neld JonaTkoBHi BX1 Y MAIPHEMCTEO

ITpiopHTeTHHMH 30HAMH /11 OXOPOHH V MIINPHEMCIBI € KIMHAaTH i3
pO3TaloOBaHHMH POGOTHMH MiCIIAMH Ta MepeieBHM 00/1aJHaHHAM TaKHM fK cepBep Ta
(dainoBe cXoBHIE i KOMYHIKalliiHe NpHnaaad. CepBepHa Mae HaHOUIBITHH NIPIOPHTET
3aXHCTY OCKLUIBKH B pa3i IPaBONOPYIIEHHA B TaHOMY BHIIAJKY IiAIPHEMCTBO IIOHECE He
IHIEe MaTepianbHi 30HTKH 13 3a Hempalle3naTHOCT1 o0/lafHaHHA, a H 0 BaK/IHBiMe —
pemyTamiHHiI BTpaTH. OCKIIBKH Ha cepBepi Ta NAS 3HaXoJsATbCA Ba#IIHBL
KOH(G1IeHIIialbH] JaHi KII€HTIB MIIPHEMCTBA, BTpaTa YH PO3IOBCIOKEHHS AKHX € He

IPHITYCTHMOIO.

3.1.2 MoHTa®x JTATYHKIB PyXY

JI114 oprasizalil CHCTEMH 3aXHCTY B IPHMIMIEHHAX, a caMe 3aXHCTY BT (Pi3HIHOTO
IPOHHKHEHHA, KIIACHIHHM pillleHHAM € — KOHTPOIIb IPHCYTHOCTI TIOTHHH 3a JOIIOMOI 010
NaTYHKIB PyXy. IX moTpi6HO BCTAHOBIIOBATH y MICIAX HaHOGINBMmOl BipOrimHOCTI
3HAXO/KEHHA JII0JIHHH Ta TaM Je NOTPi0HO KOHTPONIOBAaTH 1X He fa)aHy NPHCYTHICTD,
HanpHKIAa] DPHCYTHICTE PYXY Ha CKJIaJACBKOMY MPHMIINeHHI ¥ He po0odi 9acH 3a3BHYIaH

€ 03HAKOH MPaBOMOPYIIeHHS MO 0 MiTnpHeMcTBa. OKpPiM HBOT0 JATIHKH PYXY MOKYTh
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3allyCKaTH PI3HOMAHITHI cIeHapil NpallI0YH CYMICHO i3 KOHTpPOJEpOM OXOPOHHOL
Mepeki, HallpHKJIAJ 3allyCcK CHPeHH Ta CBITIIOBOIO CIIOBIIIEeHHS.

Y ImpoekTi MojepHizanili CHCTeMH Oe3leKH MiANPHEMCTBA BHKOPHCTOBYHOThHCA
TaTIHKH BHABIEHHA pPyXy Mozeni Ajax MotionProtect. IleH maT9HK Mae 0e3QpOTOBHH
iHTepdefc minkmodeHHd To0To He moTpedye O0JATKOBOIO MOHTaxy KaleniB. BiH
[paloe 3a IPHHIHIIOM IIACHBHOIO IH(QpaIepBOHOI0 BHIIPOMIHIOBAHHA, 13 3a 90I'0 HOTO
TOLINBHHEM MICIIEM pO3TAIlyBaHHA € BepPXHA YacTHHA CTiHI IO cTeleld Ha BHCOTI
OMH3BKO 2.4 M, IepelHBOX CTOPOHOK 0 30HH, M0 HeoOXiMHO KOHTpOMIOBaTH. IleH
TaTIHK PYXY NiIKII09a€ThCA 3a 10IIOMOI0F0 MOOLIBHOTO 3aCTOCYHKY (3a JomoMorow QR
KOIy) OO0 LeHTpalIbHOIro Xaly (KOHTpoIepy) OXOpPOHHOL Mepexi. BiH Mae aBTOMaTHYHE
peryiIooBaHHA TYTIHBOCTI 13 TphoMa CTyHeHAMH. Pi3HIHO CeHCOp MOHTYeTecd Ha
kpimnneHHda SmartBracket. Cnin 3a3Ha4HTH He MHTT€BHH 4Yac IlepeXoXy OaTYHKY Ha
peXHM OXOpPOHH, 3a 3aMOBYYBAHHAM BiH ckianae 36 c. ITicid BCTAaHOBIEHHA JaTIHKY 32
IOMOMOIOK 3acCTOCYHKY [JOLLUIBHO 3allyCTHTH TeCTyBaHHA PIBHIO CHIHATy Ta 30HH
CIIOBIINIEHHS.

OnumeMo o01agHAHHA JaTIHKIB PyXy, M0 He0OX1THO 3MOHTYBATH 13
3a3Ha9YeHHAM KiIMHAT Ta HOT'O IpH3HA4YeHHA:

e (CTiHa HABIPOTH JBepi y KIMHATy Nel, TyT po3TamoBaHe Bax/IHBe pofode Micle
TOMY TYT NOTpiGHO BHABIeHHA HeGakaHHX BiBiIyBadiB.

e bBinkmy d9acTHHY KIMHAaTH Nel0 oxommroe pofoda 30Ha matdHky Ne2. Tyt
po3TamoBaHo Oararo po0odHX Micobk Ta oOIagHaHHA, TOMY 3axXHCT LBLOIO
IPHMINEHHS € BaXK/THBHM.

e JlatyHk Ne3 y KYTKYy OpHMimeHHA KiMHATH Nell. TyT ¢i3zH4HO po3TamoBaHa
MepexeBe 00/1aJHAHHS BKIIIOYAI0TH cepBep Ta (paHIoBe CXOBHINE, OXOPOHA IIBOTO
o01aIHaHHA € IPIOPHTETHHM I MiIIPHEMCTRA.

e CeHcop pyxy Ne5 oxXoIUIHO€ 30HY MOMKIHBOTO IPOHHKHEHHA 4epe3 NO0NaTKOBHH
BXIiZI.

e V kiMHaATI Nel2 BCTAHOBIEHHH MaT9HK pyxXy Ned, Horo Micuepo3TanTyBaHHA
00yMOB/IeHe HafABHICTIO POoOOYHX MicCHb 13 INepCOHAIbHHMH KOMII'KOTepaMH fKi

NOTPiOHO OXOPOHSATH.
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Bigo0pazHMo TOYKH MOHTaXY JaTIHKIB PyXy Ha Malli OiANpHEMCTBA (pHC. 3.2)
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PHcyHOK 3.2 —ITo3Ha49eHHA TOYOK BCTAHOBIEHHA JaTIHKIB PYXY

3.1.3 MoHTaK JaTYHKIB BiIKPHTTH IBepel

JIaTIHKH BIJKPHITA IBepeH CKIaJakThbCAd 13 JBOX KOMIIOHEHTIB MarHiTy Ta
ceHcopy. IO pearye Ha MarHiTHe moje. 3a3BHYaH JaTIHK BCTAHOBIIOETHCA HA JBEPHY
paMy. a MarHiT 3aKpilliAeThcad Ha OBepAX. IIpH 3aKpHTHX IBepAX MarHiT Ta JaTIHK
IIOBHHHI OyTH OJJHH HaBNPOTH OJHOTO i3 HEBEITHKHM 3a30POM.

ITpHHIHI i TaKOl CHCTEMH B TOMY IO KOJH JBepi BITIHHAKTHECA MarHiT pa3oM
13 IBepAMH BiAJanAe€ThCA BLI JaTIHKY Ta BiH MepecTae YIOBIKBATH MarHiTHe MOJIE, I1e i

CBIIYHTE NP0 CTaH JABepeH — BIAKPHTH TH 3aKPHTI.
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Y pomi JaTYHKIB BIIKPHITA JBepeH BHKOPHCTOBYIOTBCA CeHCOPH Ajax

DoorProtect, BOHH He NmoTpeOyIOTH NPOBOAOBOre 3’e¢qHaHHA. CKIAaNaeThcd 13 IBOX
KOMIIOHEHTIB, CEHCOPY Ta OKPEeMOro MarHiTy. MarHiTH € JBOX pPi3HOBHIIIB B 3alleKHOCTI

BiJl TOBIIHHH NOTPi0HO1 TOBIMHHH 3a30pYy.

OnumeMo o0IaTHaHHA JaTYHKIB BIIKPHTTA IBepeH, Mo HeoOXiTHO 3MOHTYBATH 13

3a3HadeHHAM KIMHAT Ta HOTO IIpH3HAYCHHA!

e JlaTYHK BLOKPHTTA ABepeH y KiMHaTi Nel, 3a0e3medye 3aXHCT Bl IPOHHKHEHHS
T'OJIOBHHX O()iCHHX JBepeH.
e JTaTaHKH N2 Ta Ne3 cHiKyIOTh 3a CTAaHOM JOJNATKOBHX BHXO/IIB HA IIiAIIPHEMCTRI

BinoOpa3HM0 TOYKH MOHTaXY JaTIHKIB BIAKPHTTA JBepeH Ha MaIlli

NiIIpHEMCTBA (pHC. 3.3)
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3.1.4 MoHTa:X JaTIHKIB Po30HTTH CKJIa

JIaT9HKH pO30HTTA CKia 3allporpaMoOBaHi Ha BH3HAYeHHA MEeBHOI JacTOTH 3BYKY
po30HTOro ckia. BoHH IOBHHHI OYTH BCTAaHOBJIEHI B MekaxX JecATKa MeTpiB BiJ BIKOH,
AKi MOTP10HO 3aXHCTHTH.

Jlna 3axHCTy BIKOH Ha MIANPHEMCTBI BHPIMeHO BHKOPHCTOBYBATH MOJENb
JaTIHKY po30HTTA ckia Ajax GlassProtect. Bin npamtoe o 6e31poToBoMy iHTepdeHcy v
Jeweller. JJaTaHK NoTpiOHO BCTAHOBIIOBATH Y MeXKaxX 9 MeTpiB Bil BiKHA. 3arajoM IleH
DaT9IHK Mae JIeTKHH Ipolec BCTAHOBIEHHA 1 He MoTpe0ye HAaBiTh INOYATKOBOIO

HalalTyBaHHA, ale 3a HeoOXiZHOCTI MOKHA BCTAHOBHTH KOHQIrypamiro tHepes

MOOLUIBHHH 3aCTOCYHOK.
OnHmemo o0nagHaHHA JaTIHKIB po30HTTA CKiIa, N0 HeoOXigHO 3MOHTYBATH 13
3a3HadeHHAM KiMHAT Ta HOro NpH3HATYeHHA:

e JlaTaHK Nel BCTAHOBIIOETHCA HA IOJIOBHE BElIHKE BIKHO, AK€ BHXOJIHTEL Y XOII Ta
kKiMHATy Nel, naHe BIKHO € NOTEHIIHHHM BeKTOPOM aTaKH 37I0BMHCHHKA TOMY
DOILNBHO HOT'O 3aXHIATH.

e Vi iHMI BIKHA TaKOXK 3aXHMIeH] NTaTYHKAMH po30HTTA ckna Ne2.3 t1a 4. TakuH
NiIXiT OO3BOMAE 3MEHINHTH BIPOTLAHICTE MOPYIIEHHA 30HH KOHTPOIK 0

MIHIMYMY.

i I_ i Wik

. Wlromrs LT
S———

% 2 =N
’ |
| .. 93
I i | ] 1 ==  —
";' Lavsiiim Aswans 'Q Aaviss
pesbirrs palaTrs —J porterra
L] L L s

PHcyHOK 3.4 —ITo3Ha4eHHA TOYOK BCTAHOBIEHHA JaTIHKIB PO30HTTA CKia
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3.1.5 MoHTa:x 00/1aJHAHHA BileocHoCTepe:KeHHSA CHOCTepPeKeHHA

ITpantoroda cHCTEMA BileocllocTepekeHHA, MosKe 3a0e3edHTH 11ino1000Be IOBHe
IOKPHTTA TepHTOpii. KaMepH BiZeocnocTepekeHHA 3HIMAKOTh BCe, MO BiAOyBaeThCA Ha
00’€KTi Ta HAaBKOJIO HBOTO, a IIOTIM HaJCHIAKTh KaJpH Ha peecTpaTOpPH, MOHITOPH 9H
MOOLUIBHI IPHCTPOI.

Jna BifeocnocTepexeHHs o0paHO MoIens BineokaMepH Mpx Dahua IPC-K42P.
I1s kaMepa po3paxoBaHa Ha MOHTAX ycepeIHHI IPHMIMMeHb, BOHA MPAIO€ 10 IPOTOKOIY
Wi-Fi Ta MOke iHTeIpyBaTHCA i3 CHCTeMOK AjaxX K JOJATKOBHH CEHCOP Yy OXOPOHHIH
Mepexi. Takox kaMepa Mae BOyJIOBaHHH CeHCODP BHABIEHHS PyXY.

Jnd HanaldTyBaHHA KaMepH IOCTaTHBO CKaHyBaTH QR koxn MOOUIBHHM
3aCTOCYHKOM [/ iHTerpamii y cHCTeMy Ajax, depe3 JaHy CHCTeMY MOKIIHBHH Ieperisin
Y pexHMi pealbHOro 9acy. KaMmepa HiITpHMYye HalalITyBaHHSA PeKHMIB BHABIIEHHA
PYXY, TPHBOTH, apXiBYBaHHA Ta 3allHCY HaBKOJIHINHBOI'O 3BYKY. [IpH HalaMITyBaHHA CIILTT
BpPaxOBYBATH KyT OIIAIY BiZeokaMepH y 97°, TakoX Te MO KaMepa J03BOIA€E 3HIMATH ¥
IIOBHiH TeMp#ABi 3a paXyHOK iHQpadepBOHOI0 MiACBITYBAaHHA, HOI'0 JAalbHICTh CKIAAE 10
10 MeTpiB. ¥V KaMepH € BIaCHHH KPOHINTEHH IO J03BOIAE 3 JIETKICTIO 11 3SMOHTYBATH Ha
OiIBIIICTE IOBEPXOHB.

JI1d miIKIr9eHHA KOMIUIEKTY CHCT@MH BieoclocTepekeHH IoTpidHO:

e [P kamepH.
e BineopeecTpaTop,.
e KOPCTKHH THCK IUIA 3alIHCY Ta 30epiraHHs Bileo MaTepialiB,

OnHmemo o0IagHaHHA BiIEOCIOCTEpPeKEeHHA, INO HeoOXiAHO 3MOHTYBaTH i3
3a3HavYeHHAM KiIMHAT Ta HOT'O IpH3HAUYeHHA:

e VchOro Ha MiANPHEMCTBI Oy7I0 BCTAHOBIIEHO YOTHPH BileOKaMepH.
e Kamepa Nel cmornszae 3a TOJOBHHM BXOIOM, (IKCYHOYH Ha Bigo yce IOO

BinOyBaeTbCA KOO HHX.

e BineokaMepH Ned Ta No2 CIiIKYIOTH 3a CTAaHOM NPHMIiIIeHEs ¥ poO0YHX KIMHATaX,

TAKOX. [X MPHCYTHICTE J03BOJIAE TAPAHTYBATH 3aIIHC HA Bileo MPaBOMOPYIIEHE Y

[IHX KIMHaTaX i3 BelIHKOI KUIBKICTIO 00aTHAHHA Ta MPAII0Y0r0 NepcoHaly.
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e BineokaMepa Ne3 BCTaHOBIEHAa Yy CepBepHIH, KIMHATI e pPO3MIMEHO OJHe i3

HAaHBa#AHBIMHX 00IalHAaHE Ha MININPHEMCTIBI — cepBep, NAS. Po3MillleHHA TYT

BileokaMepH € 0GOB’ I3KOBHM pillleHHAM.
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PHCYHGK 3.5—IIo3Ha4YeHHA TOYOK BCTAHOBIEHHA KaMep BiﬂEGCHGCTEpEH{EHH_ﬂ

3.1.5 MoHTaX NPOTHNOKEKHHAX TATIHKIB

ITpoTHDOAeAKHI CIOBIMTYBAaYi BCTAHOBIIOKTLCA 3a3BHYAH Jech Ha cTeli abo Ha
CTiH1 IiJl HEK, BOHH MOKYTh BHABIIATH INOJKEXKY 3a IOIMOMOIOK BHIBIIEHHHA BHCOKOL
TeMIlepaTypH abo 3agEMIeHHA a00 BHCOKO1 KOHIIEHTpallil AKOT0Ch ra3sy.

JInd 3axHcTy Big I[OKEXK Ha MIANPHEMCTBI BCTAHOBIEHO NPOTHIOMKEKHI
crmoBimyBa4i Mogzeni FireProtect Ajax, mneH Jar4HKk MiOTpHMye O§e3lpoToBe
NIKTHYeHHA, IPHHIHAI € TIOpHIHHEM: QiKcye 3aJHMISHHA B IPHMIMIeH] Ta MiIBHINeHHA

TeMmImepaTypH. Mojke MOpalOBAaTH y aBTOHOMHOMY pexHMi G6e3 3’€IHAaHHA i3
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IeHTPATEHHEM KOHTPOJIEpPOM OXOPOHHOI Mepexki. I pO3MHPEHOI0 HaNAMTyBAHHA

MOXKHA MIIKIIOYHTH 10 KOHTpolepa 3a JONOMOIOK 3acTOCYHKY., caM JaTdHK Mae
KpilneHHA THIY SmartBracket.

OnHmemo o0dagHaHHA [JaT9HKIB pyxXy, MO0 HeoOXiAHO 3MOHTYBaTH i3
3a3Ha9eHHAM KiMHAT Ta HOro NMpH3Ha9eHHA: MNPOTHIIOXEXHi JaTIHKH BCTAaHOBIEHI B
BeTHKHX MOpPHMIMMeHHAX, mo 6 MaTH 3MoOry e¢eKTHBHO Ta IBHIKO BHABIATH Ta
HoIepeKAaTH MOKekK] Ha NUIIPHeMCTBI. Uepes iHTerpaliro i3 HeHTpalsHHM Xa0oM BOHH

MOKYTh BMHKATH TOJIOBHY CHpPeHY Ha IiIIIPHEMCTBI.
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PHCYHGK 3.6 —ITo3Ha4YeHHA TOYOK BCTAHOBIICHHA MMPOTHIIOEKSEHHX IaTIHKIB

3.1.6 MoHTa:K KiHIeBOIro odJIaIHAHHA

OaHH 13 KiHINeBHX oOJaJHaHB € KIaBlaTypH A4 BBeJeHHA pPI3HOMAaHITHOL
iHpopMallil Big KOpPHCTYBadiB. Alle HaH9acTime 1i BHKOPHCTAHHA Ileé IIOCTaHOBKA
CHCTEeMH HAa OXOPOHY Ta 3HATIA 3 Hei, ToOTO He KOHCOII JOCTYImy A0 HNpPHMINIeHb

odicHOro OyIHHKY Jie po3TalloBaHe MiAIPHEMCTRO.



57
B pomi KnaBiaTypH BBedeHHA oOpaHa ceHcopHa Oe3gpoToBa KilaBiaTypa Ajax

KeyPad. BoHa 03BOIfA€ IpPH BBeleHI KOOy YH HATHCKAHHI KHONKH IIOCHIAaTH
pamiocHTHAlI Ha LEHTpalIbHHH KOHTPOIEp I BKIIYEHHS 9H BiIKIHYCHHA OXOPOHH.
KpiM TOro BoHa Ma€ BOynoBaHHH RFID 39HTYBad4, IO € 3pYIHHEM CIIoco00M aBTOpH3alil

1114 IepCoHAaIy.

OnHImeMoO I0JaTKOBE DﬁHE,I[HRI{H_H: AKe HeoOXITHO 3MOHTYBAaTH 13 3a3HaTeHHAM

KIMHAT Ta HOro mMpH3HA9eHHA:

e (CHpeHa CHOBIIMIEeHHA BCTAHOBJIEHA ¥ LIEHTPAIBHOMY XOJ1, /11 3BYKOBO1 1HITHKAITil

IIpO HaJA3BHYAHHI MOIIl.

e KrnaBiaTypH BBeJeHHA € OiIf KOKHOTO BXOJY YV MiANPHEMCTBO I KOHTPOIIO

DOCTYIy ABepeH Ta 3HATTA Ta MOCTAHOBKY Ha OXOPOHY yciel Oy iBIi.
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3.1.7 MoHTa:® J0JATKOBOI0 0DJIaIHAHHSA

Jind 3MeHINeHHsd BIUIHBY 3aBajJ Ta rapaHTOBAaHOIO 3B’A3KY Ha MiANPHEMCTBI
OONIIFHO PO3TallyBaTH peTpaHCIATOP CHIHAIy TakHH Ak Ajax ReX 2. BiH Mae
NIITPHMKY TakHX 0e3JpoTOBHX NMpoTOKOIiB AK: Jeweller ta Wings. Ilepmui nepenae
KOMAaHIH, NOJil Ta CHIHAIH TPHBOTH, a JPYTHH HajJae MOKIHBICTH IepelaBaTH (oTo
3HIMKH. BHKOpHCTaHHA KaJpiB 1A CHHXPOHI3allil ceaHCy 3B’ 3Ky JO3BOIIAE peali3yBaTH
IBOX CTOPOHHIH 0e3JpOoTOBHX 3B’A30K depe3 padiokaHal, IO J03BOJIA€ MPOBOIHTH
aBTeHTH(QiKalilo, MmMHQPYBaHHA Ta 3axXHIDATH KaHalI 3B'A3KY Bid OyIb-AKOTO
3MIOBMHCHOIO BIpYYaHHA Ta BHTOKY IIEpCOHANBHHX JaHHX. MoXHa peali3yBaTH
albTePHATHBHHH 3allacHHH BapiaHT 3B’fA3KY B pa3l BIUICYTHOCTI JOCTYyOy HO
Oe3zpoTororo iHTepdeiicy depe3 NOKaTbHY MepeXy MiINPHEMCIBA BHKOPHCTOBYHOTH
MepexeBHH nopT Ethernet.

PeTpaHCIATOp BCTAHOBIEHHH ¥ TMPOTHIEKHIH NeHTpadlkHOMY KOHTPOIEpY
JacTHHOI odicy Ins NMOJOBKEHHA paliycy OXOIUIeHHA 0e3IpoTOBOro 3B’A3KY CHCTEMH

Oe3leKH Ha NiINPHEMCTBI.

Perpancantop
CHIHAY
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fhsea | 1

PHcyHOK 3.7 —ITo3Ha49eHHA MicIlAd BCTAHOBIEHHA J10JaTKOBOI0 00nagHaHHA

’- KiMmarn KOG

3.1.8 MoHTAaX KOHTPO.JI€PY 0XOPOHHOI Mepexi

KoHTponep OXOpOHHOI MepeXi € TOIOBHHM elleMeHTOM [Id VIpaBIiHHA Ta
KOHTPONI0 iHIMTHMH KOMIIOHEHTAaMH CHCTeMH Oe3leKH Ha minnmpHeMcTBi. KoHTpomep
30Hpae iHQOpMAIil BiJ yCiX cHOBIIMyBadiB, 00po0mde Ii JaHI Ta B pa3i 90r0 3aIlyCcKae

Pi3Hi clleHapil pearyBaHHS Ha MOJII.
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Y pom meHTpambHoro xady, To0To KOHTIpolepa i OXOPOHHOI Mepexi

nianpHeMcTBa Oymo oOpaHo Ajax Hub 2 Plus Bim migrpamye GSM T1a Ethernet

TexHonoril. HamamTyBaHHA yci€l eKOCHCTEMH JAaTYHKIB AjaxX Ta JeAKHX CTOPOHHIX
amapaTHHX 3aco6iB. Iloro BcTaHOBIeHHA MiATPHMY€ KpillleHHS THIY SmartBracket.

@i3HTHO KOHTPOIEp pO3TAllOBAHHH Y CepBepHiIA KIMHAaTi pa3oM i3 I1HIOHM

MepeKeBHM Ta KOMyTaliHHHM o0IaJHaHHAM.

] ;
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PHCcyHOK 3.8 — ITo3Ha9eHHA MicIId BCTAHOBIEHHA KOHTPOJIEPY OXOPOHHOI Mepexi

3.2 InTerpanisi CHCTeMH 0e3leKH i3 Mepe:Rel0 NiTNPHEMCTBA

3.2.1 KoHTpo.1ep CHCTEMH De3NeKH

Jna iHTerpamii i3 Mepekew IiNNPHEMCTBA KOHTPOIep OXOPOHHOI Mepexi
BHKOpHCTOBYE Ajax Cloud Hepez mpoBomoBe 3'enHaHHA Ethernet abo GSM Mepexy
omepaTopa CTiITEHHKOBOTO 3B A3KY.

KoHTponep ronoBHHH Mepexi moTpedye MOCTIH JOCTYN A0 IiIo0aabHOI Mepeki
Ethernet, mo 6 nigkmro9aTHCA 10 XMapHOro cepBicy Ajax Cloud —3a momoMororw HE0TO
IPOBOJHTECA KOH(Irypalid Ta yIOpaBIiHHA KOHTpPOJIepY., MOHITOPHHI cTaHY 00’€KTiB,
OHOBJIEHHA IporpaMHOro 3afe3medeHHA O CHOBIMIyBadiB Ta iHIMOro 00IaJgHaHHA.
OxpiM mporo 30HparThCA apXiBHI JaHi (JIor) 1A NOJANBIIOr0 aHalizy poOOTH Ta

[Ipane3aTHOCTI OXOPOHHOL Mepexi Ta Ielloro BHABISHHA HecllpaBHOCTeH y HiH.
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OOMiH TaHHMH i3 XMapHHM CepBicOM BiIOyBacTbCcA ¥ IH(PPOBAHOMY BHIJIAMI 13
aBTeHTH(iKallicl0 KOPHCTYBa1iB, TAKHM YHHOM 3ale3ledyeThcA 3aXHCT NepPCOHAIBHHX
ITAaHHX Ta BCiel Mepeki B [UJIOMY.

MakcHMAlIbHHH JIIMIT 0JHOYACHO NIPHETHAHHX 10 KOHTPOJIepy NPHCTPOIB CKIANae
100 Ajax npHnaniB. be3npoToBHH 3B’A30K 13 IHIIHMH [PHCTPOAMH Yy Mepexi
peanizyerbea depes Jeweller i3 MakCHMAaIBbHHM pagiycoM Iil 10 2 KM, 3a BIICYTHOCTL
ITyMIB 9H 1HIIHX NepPemKo.
KoHTponep M03BOIAE€ HAIaITyBaTH TaKi MepexkeBl MapaMeIpH y CBOEMY MEHH
KOH(pirypamii:
e Ethernet — kepyBaHHa cTaHOM rotoBHocTi Ethernet y koETponepi.
e DHCP 4H Static — 1THHaMi9YHa BHIa4a MepekKeBHX ajpec, IH Py9Hi HATAIITyBaHHA
OKpeMO 71 KOXKHOI0 IIPHCTPOIO.
e TIP-address — MepexeBa ajJpeca KOHTpoOJIepa.
e Macka minMepexi— 0iToBa Macka IO 3amae podody NiIMepexy A1 KOHTpoIepa.
e [Il1r03 — MapIIpyTH3ATOP Uepe3 AKHH Oyae HTH Tpadik y rno0alsHy MEPExKY.

e DNS — HalamTyBaHHA CepBEPY IOMEHHHX IMeH A KOHTPOJIepa.

3.2.2 CHCTEMH BiJeocHOCTePeKeHHA

YV Ajax Systems 1o3Boife iHTerpaniro HHQpoBHX IP-kamep Bil CTOPOHHIX
BHPOOHHKIB, IHTEIPYIOYH IIPAMO B iHTepdeHc nporpaMH HalamTyBaHHA AJAX.

Jna Toro mol mepeBipHTH CYMICHICTE KaMepH 13 cHcTemMoro AJAX mnorpidHO
[IepeBIpHTH MiATPHMKY 11 NPOTOKOIIB Ha caHTi BHPOOHHITBA. IToTpifHa MmiATpHMKA
IIPOTOKOIY peansHOro 9acy — RSTP. TakHH IPOTOKOI CYMICHHH 13 o0nagHaHHAM AJAX
Ta Oye IpaBHILHO MPALIOBATH i3 HOTO MporpaMHHM 3a0e3lledeHHAM, aJl/ke JTHINE TAKHH
¢dopMaT MOTOKOBHX JaHHX PO3YMi€ MporpaMa HaJallTyBaHb Ajax.

JInd aBTOMAaTHYHOIO HANAIITyBaHHA MepeXKEBHX MOpPTiB, OaxkaHa, ale He
000B’A3K0Ba MIOTPHMKA TexHoxorii UPnP, 3a 1JomoMoroxo Hel KaMmepa 3MOXKe
aBTOMATHYHO HalammTyBaTHCA, Oe3 HeoOXiTHOCTI pPYYIHOIO [J0JaBaHHA MepeKeBHX

IpaBHI Ha MApOIPYTH3aTOPi UH Mepe:KeBOMY eKpaHi.
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Jind miakmodeHHd KaMep I0 BileopericTparopy morTpidHo mo § kKoxkHa KaMepa i
peecTpaTop MOBHHHI MaTH pi3Hi IP ampecH, aje migMepeki OJHAKOBi. SKINO € KilTbKa
BileoKaMep, NiTKIIO9eHHA 0 peecTpaTopa 34iHCHIOEThCA 9epe3 KoMyTaTop abo poyTep.
OnHmeMo NOPAJOK NiNK/IIOYeHHA BileOKaMepH 10 peecTpaTopy:

e Mae OYTH NOBHICTK0 HANAaIITOBAHHH BileopeecTparop i3 MNiIKINYeHHM
MOHITOPOM, MHINEI Ta BCTAHOBIEHHM KOPCTKHM THCKOM, IS 3allHCY apXiBiB
BiI€0O JIOKAIBHO.

e IloTpi6HO MHiOKIYHTH KaMepy Oe3mocepeIHBO 10 peecTparopa abo dHepes
KOMYyTaTop.

e HatHcHITE KHONKY «/logaTH IP-kamepy». V peecTpaTopax pi3HHX BHPOOHHKIB IleH
IYHKT MO3HA4YeHHH MO-pi3HOMY, aHITIHCBKOK I KHOIKA Ha3HBaeThea add IP-
camera.

e [licnd HBOr0 HMPHCTPiH BHKOHAE MOMYK yCiX KaMep y Mepexi, 1 Oyae (yHKIIA
IONaTH KaMepH J0 CIHCKY B3aeMomii. Jlami 3"ABHTBRCA JOCTYI J0 HANAIMMTYBaHE
kaMmep. 1100 ninkmodHTH IP-KaMepy 10 BileopeecTpaTopa, IOTPiOHO 3MIHHTH IP-
anpecH, mo0 ocTaHHiH 010K OYB YHIKAIBHHM IS KOMKHOI KaMepH, 1 BCTAHOBHTH
1M OJJHAKOB1 3 peecTpaTopoM IIapoi.

e Takox MoOXKHAa BHOpaTH NapaMeTpH 3amHCY Ta IHINI IapaMeIpH B MeEHIO

peecTpatopa. 3amaTH HoMmy 30BHImHI IP-aZipecy MoOXHa Hepe3 MEHIO

MapImpyTH3ATOPY.

3.2.3 HaaamTyYBAHHA Mepe:keBoro oOpaHiMayepa

Ha nianpHeMCTBI BCTaHOBISHHH MepekeBHH OpaHaMayep Ubiquiti Unifi Security
Gateway. 3a JOIIOMOI0}0 HEOI'0O MOZK/IHBO He JIHINE KOHTPOIIOBATH MepekeBHH Tpadik,
a me i 30HpaTH CTATHCTHKY 11 MOKPAIIeHHA AKOCT1 pOOOTH MepekKi.

OnHmeMmMo HOT0O HaJAaITYBaHHA UIA KOPEKTHOI poOOTH Ta 3aXHCTY Mepexi

NiINPHEMCTRA:
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e Jlnd KOPEKTHOIO HalallTyBaHHA HeoOXiHO BCTAHOBHTH Ha poGouHH IIK. mo
i1 € THAHHH 10 Ti€l JIOKaIbHOI Mepeki, o 1 MepekeBHH ekpaH, nporpamy UniFi
Controller [18]. 3aMicTs HBOI'0 TAaKOK MOKHA BHKOPHCTOBYBAaTH allapaTHHH 3acid
Ubiquiti Unifi Cloud Key, ane 114 MaTeHBKOI0 NINMPHEMCTBA 1€ HAIMIPHO.

e Jlo nepmoro WAN nopTy HeoOXiHO NiIKIIOYHTH kKadens IHTepHET NIpoBaHIepy,
y IHIMHH NOPT MiTKITIYacThcd KOMYTIATOop, MO 3’€IHYE IIOKAIBHY Mepexy
HiIIPHEMCTRA.

e V 3amymeHid mporpami HamamTyBaHHA UniFi Confroller moBHHeH 3’ABHTHTICH
CTaTyc MepekeBOro eKpaHy.

e HaruckoMm KHOODKH «Adopt» Ha HbOMYy MOXHAa J00AaBHTH HOIO IO MepekeBol
iHQpACTPYKTYpH. 3a MOKIHBOCTI Ha JaHOMY €Talli MOXe 3’IBHCA MOBIIOMISHHA
Ipo HeoOXiNHICTE OHOBIEHHS BHYTIPIMHBOIO IIporpaMHOro 3a0e3nedeHHS
MepeKeBOoro eKpaHy.

e JlnA [OOCTYONy YV MeEHH HalalITyBaHeE HeOOXiTHO HATHCHYTH KHOIKY
«Configuration».

e V TOIOBHIH CcekIlil ekpaHy KOH(Qirypamili MoOXHA HalallTyBaTH pPe&HM
NIIKTHYeHHA 0 30BHIMMHBOI Mepexki: THHAMIYHHH IP, cTatH4HHHA IP, PPPOE Ta
1HII1 TapaMeTpH TakKi gK: IM’{ IpHJIagy, THII 3’ €JHaAHHA.

e THI NiIKIIOYeHHA 10 30BHIMHBO1 Mepeski NOTPiOHO IOCTAaBHTH — THHAMIYHHH IP,
oA aBTOMATHYHOIO HalalOTyBaHHA BiJ IHTepHeT IIpOBaHIEPY. OCKIIBKH
IpoBalaep Ha MiANPHEMCTRI DiATPHMY€E TaKy (QyHKIIiIO.

e THN 3’€QHAHHA IS JOKAIBHHX HpHCTpoie — DHCP 1md aBTOMAaTHYHOL BHIAYi
MepeKeBHX aIpeciB 3’€THAaHHM MPHCTPOAM.

e 3a HeoOXiZHOCTI OKpPEMO MOJKIHBO HalamTyBaTH DNS cepBepH Ta VLAN.

e ITicing yciX HeoOXiNHHX HAIAMTYBaHb HATHCHYTH KHONKY Queue Changes.

Jnd poGoTH MmiANpHEMCTBa MOKe 3HAaHoOHTHcA (yHEHIA myGmikamii pecypcis
TOKAaNBHOI Mepekl Y 30BHIMHIK MEPEeXkKY, TaK 3BaHe «IPOKHIYBAaHHA NOPTIB» ado port
forwarding. OnHmeMo Nponec HalallTyBaHb BIIKPHTTA IOPTIB HA MepeXeBOMY €KpaHi:

e HeoOxinHo 3aHTH y nNporpaMy HaaamryBaHb UniFi Controller.

e Oo0patH Braagky «Configuration», a TaM BHOpaTH MeHKO «Port Forward».
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BinkpHeTeca MeHI Je MOJXKHA 3aJaTH MepekeBe MPABHIO y AKOMY HOTpibHO
BKA3aTH Ha3BY., BHYTPIMHIH (IOKaJIBHHH) aJpec MPHCTPOIO, BHYTPIMHIH NOPT, Ta
30BHIMHIH mopT. Ta HATHCHYTH KHOIIKY NPHHHATH KOHQIrypairo.

3a JOomoMoOrow Takol (YHKINI MOKHA 3B A3YBaTH JOBLUIBHI 30BHINIHI MOPTH Ha
MEpexeBOMY €KpaHi 13 BHYTPIMIHIMH IOPTaMH JIOKAJIBHHX IIPHCTPOIB ¥ MEpPexi.

¥V mporpaMi HalamTyBaHb y BEKnanni «Networks», MOXKHa HalalITyBaTH podoTy

pizHEX THOIB Mepex (VLAN). BHKOpHCTAHHA Takol (PYHKIII O0O3BOIAE BIPTyaldbHO

130/m0BaTH Tpadik Mepexk ONHH Bil OJHOI, Nlepelal0dH HOIO MO OJHOMY 1 TOMY K

amapaTHOMY CepeOBHIIY.

OnHmeMo npoliec HaTamTyBaHHA VLAN Ha MepekeBOMY eKpaHi:

YV Brmagmi «Network» HeoOXimHO o0paTH Mepexy 3a 3aMoOBYyBaHHAM. Ile
HeoOXinHO 1A Toro, mo § yci npoMapkoBadi VLAN nakeTH OyIoyTe HTH depe3
BiIMOBIIHY IM Mepexy, a yBech He MPOMapKOBaHHH Tpadik y Mepexy 3a
3aMOBIYBaHHAM.

Briuanka «Services» IO3BOJIfS€ HANAaITYBaTH NapaMeTpPH TakKi K KepYyH9HH
VLAN, migTpHMKY BeTHKHX (Jumbo) makeTiB. MOXKIHBO TaKO HalalITyBaTH
IMBHIKICTE NOTOKY JaHHX depe3 dekOokc «Flow control».

J11 MBHIKOTO MOHITOPHHTY CTaHY Mepeki MoXkHa BHKOPHCTOBYBATH MEpHIY

CTOpPIHKY cTaHy Mepexi «Network health» Bin nmoka3sye rpadikH ysaBIeHHA HNpO CTaH

Mepexi. ba3oBa iHQopMmalnia HamaeTbcA IS KOXKHOI cknazoBol. Komip iHIHKaTOpiB

BiZIMOBiZlac HACTYIIHHM CTaHAM Mepexi:

3eneHHH IHIHKATOP — yc¢i IPHCTPOl PYHKIIOHYIOTE HOPMAIBHO.

ITomapaH4eBHH — 3aCTOCOBYETHCA TUIBKH 1A 0e3IpOTOBOI MEpPEXKi 1 03HA4Iae, MO0
KiJbKa (MEHINe MOJIOBHHH) TOYOK JOCTYIY BUIKITHOYeHi Bi MepexKi.

UepBOHHH — 03Ha9ac BiACYTHICTh iHTepHET 3'€ITHAHHA.

JlaHHH MepekeBHH eKpaH miaTpEMye TexHouorio DPI (Deep Packet Inspection),

0 I03BOJAE MPOBONHTH [eTalbHY IHCHOEKIIK I[aKeTiB, MO MPOXOIATH IIOB3

ME]JEJKEBHﬁ €KpaH TakHM YHHOM BﬁHpEI{)‘ﬂI OETAllbHY CTATHCTHEY TOTO AKHH came

Tpadik MPOXOOHTE YV Mepeki MiANPHEMCTBA Ta AKHM YHHOM HOTO BHKOPHCTOBYIOTH

KOPHCTYBadi.



3.5 Po3paxyHOK BAPTOCTi CHCTeMH 0e3leKH

3.4.1 IlinpaxyHOK HeoOXinTHOI KiTBKOCTI 001aJHAHHA
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Jins po3paxyHKY BapTOCTi Bciel cHcTeMH Oe3mekH HeoOXiTHO MOpaxyBaTH

KITBKICTh OJHHHIL 00IaTHAHHA KOKHOIO THITY, IO BHKOPHCTOBYIOTECA ¥ MPOeKTi. JIind

3pYYHOTO PO3PaXyHKY NPHBeIeMO CIIHCOK YChOTO THITY 0GIagHAHHA, O HEOOXiTHO IIL

11o0yI0BH MOJIEPHI30BaHOI CHCTeMH Oe3NeKH Ha NiInpHeMCcTBi (Tadm. 3.15).

Tabnuns 3.2 — OnHc HeoOX1OHOTO o0lIafHAHHA IS OXOPOHHOI Mepexki

Ne THO 001aTHAHHA Hazea moaeni KiTbRicTE
1 | KoHTponep 0XOpoHHOI Mepeski Ajax Hub 2 Plus 1
2 | JaT4HK pyxy Ajax MotionProtect 5
3 | JIaT4HK BUIKPHTTA ABEpeH Ajax DoorProtect 3
4 | RFID MiTKa Ajax Pass Black 20
JaTaHKH po30HTTA CKiIa Ajax GlassProtect 4
6 | KaMepa BiZeocmocTepekeHHA Mpx Dahua IPC-K42P IMOU 4
Cube 4MP
7 | MepexeBHH eKpaH Ubiquiti UniFi Security Gateway 1
8 | IIpoTHIOMXKEKHHH CIIOBIITYBad FireProtect Ajax 4
9 | CeHcopHa K1aBiaTypa KeyPad Jeweller 3
10 | CHpeHa CHIOBIIIeHHA HomeSiren Jeweller 1
11 | PeTpaHciasaTop padioCHTHAIY Ajax ReX 2 1
12 | BizeopeecTpaTop Dahua DHI-NVR2116-I 1

3.4.2 ITinpaxyHOK BAPTOCTI CHCTEMH

KOpHCTYIOUHCh  pO3paxyHKaMH

KITBKOCTI acOpTHMEHTy oO0nagHaHHA y

nonepeIHBOMY PO3JiTi, MOXKHA pPO3paXyBaTH BapTicTh KOMIIOHEHTIiB I1Ii MOGYIOBH

CHCTeMH Oe3leKH Ha MianpHeMcTBi. [IpoBegeMo po3paXyHOK KOMTOPHCY (Tabn. 3.15)
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Tadmnuma 3.15 — Po3paxyHoK HeoOXinHOTO o0aJHAHHA I OXOPOHHOI Mepexi

Ne Ha3pa od1a1HAHHA KiTbKicTE BapTicTh 3a CyMma, IpH
OJHHHIKW, TPH
1 | Ajax Hub 2 Plus 1 7499 7499
2 | Ajax MotionProtect 5 1499 7495
3 | Ajax DoorProtect 3 1099 3297
4 | Ajax Pass Black 20 850 17000
5 | Ajax GlassProtect 4 1649 6596
6 | Mpx Dahua IPC-K42P IMOU 4 3813 15252
Cube 4MP
7 | Ubiquiti UniFi Security 1 5719 5719
Gateway
8 | FireProtect Ajax 4 1999 7996
9 | KeyPad Jeweller 3 2299 6897
10 | HomeSiren Jeweller 1 1649 1649
11 | Ajax ReX 2 1 4399 4399
12 | Dahua DHI-NVR2116-1I 1 6560 6560
3arajaeHa cyMa, IpH 90 359

OTxe 3a po3paxyHKAMH KOIITOPHCY BapTicTh YChOro OONAaTHAHHA CHCTEMH

0e3leKH Ta KOHTPOIIO JOCTYITY ANIA JaHOTO MPOEKTY cKaamae 90 359 rpH.
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BHCHOBOK

Y maHoMy po3aini Oyno omHcaHO 00’€KTH HAa MIANPHEMCTBI IO HOTPedyIOThH
3aXHCTy. Jid IX 3aXHCTY BH3HAYeHO MICIEpO3TallyBaHHA KOMIIOHEHTIB CHCTEMH
Oe3lmeKH, a caMe: JATYHKIB pPyXy. BIOKpPHTTA [OBepeH, po30HTTA ckia, IP kamep
BilleocmocTepekeHH], NIPOTHIOKEKHHX CIIOBIMyBadiB. MOHTaX KiHIIeBOro o01agHaHHA
Y BHITIALI KIaBiaTyp Ta CHPeHH OMNOBIMEHHA 1 pPO3MIMIEHO TOJOBHHH KOHTpOJIEp
OXOpPOHHOI MEpexkil y CepBepHiH KiMHATI.

ITicns doro oO0magHaHHA OyI0 3MOHTOBAaHO BIJHOCHO CBO1 BH3HAa4YeHHH
MiCIIepO3TallyBaHb Ta HaJlalITOBaHe BIANIOBITHO 10 MOJITHKH MiANIPHEMCTBA Ta OTpeOH
V 3aXHCTI THX 9H IHIIHX 00’€KTIB.

JIna iHTerpanmii OXOpOHHOI Mepeki ¥ TeleKOMYHIKalIHHY MepeXy HiANpHeEMCTBa
0y10 OMHCAHO MepekeBl MOKITHBOCTI [IEHTPaIBLHOro Xaly Ta NiIKIIYeHHA CHCTEM BIIEO
HaIJIAAY 0 peecTpaTopy.

VY ocTaHHIH 9acTHHI po3ainy OyiIo MiApaXxoBaHO KOMITOPHC BapTocTi o0lagHaHHS
m1s moOyZOBH JAaHOTO MPOEKTYy CHCTEMH 3aXHCTy Ta KOHTPOII [OCTyIy Ha

MIIIPHEMCTBI.
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JATAJIbHI BHCHOBKH

YV xXomi paHol KBami(ikamiiHOl po0OoTH OyI0 CTBOPEeHO TPH PO3IUIH, KOXKEeH
OMHCYBAaB CBiH eTan po0OTH.

ITepmHHA po3Iil ONMHCYBAB AKTYalbHICTh CHCTEM Oe3IeKH CYIacHHX MiANPHEMCTB,
BEKTOPH 1X aTakH Ta KOMIUIEKCHI CIOCOOH 3axHCTY MIANPHEMCTBA i3 OpraHi3alli€lo
CHcTeM Oe3leKkH y JeKinbkoX cepax: (izHIHIH, iHQopManiHHiH Ta oxexHIH Oe3mnerni.
Takox OyIH OINIAHYTH CIOcOOH MiJKIHYeHHA BileokaMep., OpaHIMayepiB Ta iHIIe
I0IaTKOBe 00/IaTHAHHA.

Y apyromy po3zaili 6yi10 OMHCAHO 3araidbHY CTPYKTYPY MIANPHEMCTBA i3 KAPTOHO
Horo oicHo1 Gy IiBIi, OKPIM IbOT0 Oy10 NPOBENeHO OINIAL CTaHy KOMII'KOTepHO1 Mepeki
MiANPHEMCTRA 13 NepelikoM o0/IafHAHHA IO € ¥ HhOMY.

ByB npoBeleHHH ONHC MaHOYTHBOTO MPOEKTY CHCTeMH Oe3leKH i3 pAIoM BHMOT
¢i3u4aHO1. iHQOpMaIiHHOI Ta MOkKeKHOL Oe3leKH, IO IOBHHHI BHKOHYBATHCA I IILOTO
HNiANPHEMCTBA.

VY ocTaHHIH 9acTHHi po3niny OyB OpoBeJeHHH aHalli3 Cy9acHOIO acOPTHMEeHTY
o01anHAHHA 111 TO0YIOBH CHCTeMH Oe3leKH TaKe AK: KOHTPOJIEPH LI1 Mepexi, TaTIHKH
PYXy. po30HTTA CKIa, BiIKpHTTA OBepeH, CHCTeMH BiJeocllocTepeXeHHA, MepexeBi
€KpaHH, IPOTHIOXKEKHHH 3aXHCT Ta iHIIe J0JaTKOBe 00IaJHaHHA.

OcTaHHIH PO3ILI ONIHCYBAB BIPOBAIAKEeHHA OXOPOHHOI CHCTEMH Ha MIINPHEMCTRO,
a caMe MOHTaX KOMIIOHEHTIB CHCTeMH — NaTIHKH PyXY, BiIKpPHTTA IBepeH, po30HTITA
ckina, [P kamep BifeocmocTepeeHHs, NPOTHIOKEKHHX CIOBiMyBadi, Tomo. Takox
OyII0 migpaxoBaHO KOMTOPHC BapTOCTi 001agHaHHA 111 HOOYIOBH TaHOIO MPOEKTY.

Po3po0ka 1aHOTO NPOEKTy CHCTeMa 3a0e3nedHsIa HaJiHHHH KOMILIEKCHHH 3aXHCT

l'IiI[l'IpHEMCTBa Ta KOHTPOIE JOCTYIIY Ha HBOMY.
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CIIHCOK BHKOPHCTAHHX IZKEPE.1

. Enterprise Security [EneKTpoHHHH pecypc] — PexHM IOCTymy IO pecypcy:
https://www fortinet.com/resources/cyberglossary/enterprise-security.

. IITo Take KOMILIEKCHAa CHcTeMa 3axHcTy iHdopmamii (KC3I) [EnekTpoHHHH
pecypc] — PexHM gocTynmy no pecypcy: http://altersign.com.ua/korysna-
informacija/pobudova-kszi/shcho-take-kompleksna-systema-zahystu-informaciji-
kszi.

. Organization of fire safety at the enterprise. Fire safety equipment at the enterprise
[EnekTpoHHHH pecypc] — PexHM OOCTYILY o pecypcy:
https://peskiadmin.ru/en/organization-of-fire-safety-in-the-enterprise-fire-safety-
in-the-enterprise.html.

. Why Enterprises Need Comprehensive IT Security Coverage [EneKTpoHHHH
pecypc] — PexHM pocTymy mo pecypcy: https://www.precisionsg.com/erp-
blog/why-enterprises-need-comprehensive-it-security-coverage.

. Enterprise System Security. / [EnxekTpoHHHH pecypc] — PeHM IOCTymy I0
pecypcy: https://www.mhcautomation.com/blog/enterprise-system-security

. TexHOTIOril Ta MOXKIHBOCTI pagionporokony Jeweller [EnekTpoHHHH pecypc] —
PexuM gocrymy no pecypey: https://support.ajax.systems/uk/jeweller-radio-
protocol/.

. KNX Technology Overview [EneKTpoHHHH pecypc] — PeXHM IOCTymy 10
pecypcy: https://radiocrafts.com/technologies/knx-technology-overview/.

. IITo Take Zigbee [EnexkTpoHHHH pecypc] — PeXHM IOCTYyIy 10 pecypcy:
https://xterm.com.ua/novosti/chto-takoe-zigbee-i-pochemu-eto-vazhno-dlia-
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JOJATOK A
IlepexIan mepmioro po3aiay

1 THEORETICAL FUNDAMENTALS OF SECURITY SYSTEMS
FUNCTIONING AT THE ENTERPRISE

1.1 Relevance of security systems in the modern world
Security systems help deter attackers from infiltrating businesses, as well as

constantly protect physical and information assets. The importance of security systems
cannot be overestimated. but let's list the main reasons and features that the installed
security system provides to the enterprise [1, 4]:

e Minimization of possible losses — of course, modern security systems can be quite
expensive, but in return they are good value for money, as they protect the
investments and assets of the enterprise, which cost much more.

e Safe working environment — the company is responsible for the health and safety
of its employees. The installation of security systems contributes to the creation of
a safe working environment, ensuring constant control over employees. In the
event of an accident or malicious acts, an immediate response is possible to solve
the problem.

e Analysis of received data — with the help of various sensors and cameras, it is
possible to create analytical reports and automated systems. They represent data
that can improve the use of enterprise resources or facilitate the control of any
emergency situations.

e [Installed security systems reduce the cost of property insurance. Because insurance
companies reduce the amount of payments when a business has a security system,
because it leads to a reduction in risk.\

The old methods of considering information and physical security as separate
entities are no longer sufficient to protect the enterprise. However, in focusing on cyber
security practices, organizations often ignore their physical security needs. Security
convergence combines information and physical security strategies to protect businesses

from emerging threats and vulnerabilities.
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Let's consider common threats to the information and physical security of the

enterprise in the modern world [4]:

e External attacks — These include malicious attempts by third parties to gain

information, data or physical access. Phishing, social engineering, and hacking
IoT devices are all examples of threats to enterprise security from external
sources. Data centers are no longer the only primary target for hackers; peripheral
devices such as corporate security cameras are increasingly becoming targets of
these attacks.

Insider attacks — quite a large number of enterprise security incidents are actually
carried out by employees of the organization. Issues such as property theft,
vandalism, data theft and workplace violence are serious security vulnerabilities.
Accidental security violations by employees. Inadequate security policies,
unsecured networks, and outdated security systems are just a few examples of
how accidental security breaches can happen. This could be for example: theft
and incorrect access credentials.

Therefore, a security system is absolutely necessary for any size of enterprise. The

security system will pay off in the long term for the enterprise due to the reduction of

costs in malicious, emergency or unplanned situations.
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Image 1.1 — Typical attack vectors for an enterprise



72

1.2Modern data transmission protocols in security systems
Wireless protocols are becoming increasingly common in security systems because
they allow sensors to be connected without cables, but wired protocols also have their
advantages in terms of reliability. Let's list the main types of modern protocols [5.6]:

e Jeweler is a protocol developed by Ajax Systems for radio communication in
security systems. Works in two directions. Supports changing the frequency of the
radio channel, range up to 2 km in line of sight, protected by block encryption. Can
be scaled using 5 repeaters and connect up to 200 devices. This protocol operates
in the frequency range of 868.0-868.6 MHz or 868.7-869.2 MHz. Two-way
communication offers advantages in the form of battery savings, when setting the
standby mode on the sensors on command from the central hub. Energy efficiency
is also achieved through the use of temporal distribution of channels - TDMA.

e KNX RF is the wireless version of the KNX physical layers. KNX RF can share

application layers with other KNX media versions, so it is fully compatible at the
application layer. The protocol operates at a frequency of 868.3 MHz using FSK
modulation with a data transfer rate of 16.4 kbit/s. KNX RF allows the use of
unidirectional devices (for transmission only) in addition to conventional
bidirectional devices. By disabling the receiver function. the device developer can
extend the battery life of the enterprise sensors.
The typical line-of-sight range of KNX RF at 868 MHz is 150 meters. The range
inside a building is highly dependent on the actual environment, building materials,
etc. Under favorable circumstances, a range of up to 30 meters within a building is
possible.

e Zigbee is an IEEE (Institute of Electrical and Electronics Engineers) standard for
wireless home networks [8]. It is a low-power, safe technology for Smart House
and security systems. Low power consumption: ZigBee allows devices to consume
very little power. This makes it suitable for use with battery-powered devices such
as security cameras. ZigBee has low latency, which means it can easily transmit
high-speed data (such as images and videos). Strong security: ZigBee uses strong

encryption and authentication algorithms that protect your data from cyber threats.
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Easy installation: ZigBee devices are easy to install as they work with widely
available Wi-Fi or Z-Wave gateways and home automation systems.

e KNX is a control system that was developed for seamless interaction of products
from different manufacturers. The system runs on a standardized bus cable that
allows different products to work together. This protocol can control all aspects of
home and building management, security and door communication, audio and
video. and metering. The KNX protocol uses one shielded cable pair to connect all
KNX devices (switches, actuators, etc.) into a bus system. Each device in the
system is assigned an individual address, allowing other devices in the system to
securely route and exchange data for control (furn on lights) and feedback (room

temperature).

1.3 Principles of comprehensive security and control at the enterprise
1.3.1 Provision of physical protection
Physical security measures are designed to protect buildings and protect equipment
inside. They keep out unwanted people and grant access to authorized persons. While
information security is also important, preventing physical security breaches is key to
protecting the technology and data of the enterprise and any personnel who have access
to the building. The physical security of a company and its private offices is a vital
element of overall security as it prevents the loss of life and property, as well as the theft
of valuable time, money and information [1.4].
There are several ways to install physical security around the enterprise:
e Make sure of the strength of the door and window frames, as this is the first vector
of a physical attack on the enterprise.
e Installation of security alarms to warn of potential intruders. This will allow any
suspicious activity to be recorded and appropriate measures to be taken.
e Enterprise perimeter protection — a fence with security zone violation sensors. It is
also worth considering the possibility of installing high-quality security lighting.

Let's consider the main aspects of the physical security of the enterprise:
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Detection — help identify a potential security event or attacker. Sensors, alarms, and
automatic notifications are all examples of physical security detection.
Containment is a physical security measure that prevents people from leaving the
space. Security components can be physical barriers such as walls, doors and
windows. Access control systems and CCTV cameras also prevent unauthorized
persons from trying to gain access to the building.
Delay — There are certain security systems that are designed to slow down intruders
when they try to break into a facility or building. Access control, such as requiring
a key card or mobile phone credentials, is one method of delay.
Response — reaction to when a violation or intrusion occurs. Examples of physical
security responses include communication systems, building lockdowns, and
calling emergency services or security responders.

Physical access control systems — allow you to regulate and manage access to

enterprise doors. Installation of an access control system provides protection against

uncontrolled entry points - open doors, windows. unauthorized access to sensitive areas

and uncontrolled access by ordinary visitors. Below is a list of functions that a physical

access control system should perform [4].

Access restrictions — access to enterprise assets, such as servers and network
equipment, to key personnel only.
Management of access keys to entry points — doors, windows, gates.

Integration with video surveillance systems.

1.3.2 Video surveillance systems

One of the main parts of the security system is video surveillance. Cameras are part

of any good security strategy, commercial video surveillance systems give you a picture

of what's going on in a building. Let's list the main characteristics of video surveillance

systems used in enterprises [7]:

Night vision or low light settings — CCTV systems can be equipped with night
vision, this is especially useful for monitoring after hours or in open spaces. With

its help. it is possible to get clear images even in the dark.
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e Remote Pan/Tilt/Zoom Capability — Sometimes you may need the ability to zoom,
tilt, or change the camera view. These types of cameras are usually more expensive
than simpler dome cameras.

e Weatherproof — If the camera system is installed outdoors, you will need hardware
that can withstand weather conditions.

e Built-in motion sensor — such a video surveillance system will record video only if
it detects motion in the frame. This can help reduce storage costs and enterprise
network requirements.

e Integration with the enterprise network - the camera can record recordings in the
cloud storage or the server is located in the enterprise building. This approach
makes it easy to connect access control systems, alarms. security platforms and
other software tools for a more holistic approach to security.

There are a lot of cameras for video surveillance systems, but there are two main
camera systems used in businesses: wired and wireless. Let's list their main differences
[7]:

e Wired commercial security cameras require a cable that runs to a central hub that
transmits data and video. The main advantage of a wired business video
surveillance system is that there is no need to worry about a weak or poor signal.
Since the connection is made using coaxial cables or PoE cables, the video
surveillance recording will always be reliable as long as there is power.

e Wireless cameras send video over Ethernet or Wi-Fi. Wireless cameras can be
connected directly to a power source or run on batteries. Wireless business video
surveillance systems are often cheaper to install than wired ones.

According to the principle of video signal transmission, there are camera systems:

e Analog video cameras — These types of video surveillance systems use coaxial
cables to transmit video and data. Setting up a commercial CCTV camera system
is quite simple as each camera is connected to a power source and routed to a local
video recorder (DVR). Analog video surveillance systems are a good way to

provide visual monitoring. Although analog CCTV cameras are often cheaper per
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unit, they can be more expensive due to the cost of cables and have limited analytics
and recording functionality compared to digital video cameras.
e TP cameras (digital cameras) are network surveillance cameras that transmit images
via Ethernet, and many do not require an additional power source or cable (PoE).
This makes IP camera systems easier to install than analog or business video
surveillance systems. In addition, they support higher quality video, some IP
camera providers support video quality up to 4k with greater zoom capabilities.
However, IP camera systems are often more expensive than analog video
surveillance systems. With built-in data encryption and compression. as well as
network security measures, IP video surveillance systems for businesses offer
greater reliability and security compared to traditional systems.
Power-over-Ethernet (PoE) switches provide both power and data over a single
network cable for IP camera systems. One of the advantages of using a PoE switch for
commercial video surveillance is that it is easier to install, maintain, and troubleshoot.
Managed PoE switches provide a wider range of settings, which is useful for controlling
the output power for each camera. Since PoE switches have an IP address, it is possible
to log into the system remotely via a web browser to check system status, configure

parameters, and optimize the operation of video surveillance systems.
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1.3.3 Information security of the enterprise
The company's information security system (cyber security) is the practice of
protecting the company's data and resources from cyber threats. Cybersecurity must
ensure local data protection and data transmission between networks, devices and end
users. Enterprise cybersecurity not only deals with common security issues such as
denial-of-service (DoS) attacks, social engineering, and software vulnerabilities. But
beyond that, you also need to consider how data is transferred between devices and
networks within the organization as a whole to ensure a comprehensive security system
[8.9].
In order to successfully create an information security system at the enterprise,
three basic principles must be followed [8]:

e Availability of data. Accessibility ensures efficient and reliable access to
information for authorized persons. The network environment must be predictable
in order to access information and data when needed. If there is a failure, the system
must be able to recover and such recovery must also be ensured in such a way that
it does not affect other data negatively.

e Confidentiality of information. That is, the implementation of access control to
ensure a reliable level of security for enterprise data, assets and information at
various stages of business operations to prevent unwanted or unauthorized access.
Confidentiality must be ensured when storing information, as well as forwarding it

through other organizations, regardless of its format.



78

e Data integrity. Company information must be internally and externally consistent.

Integrity also guarantees the prevention of information distortion.

Let's describe the types of modern information threats that may exist in the

enterprise [9]:

SQL injection — this attack targets the enterprise site and database directly. If
successful, an attacker can inject a piece of SQL code that, when executed, provides
access to sensitive information or even grants edit privileges to the database.

A DDoS (Distributed Denial of Service) attack is a direct attack on an enterprise
network. The target of the attack is the server, which would put it in a non-working
mode for various purposes. Attackers can also use this type of attack to hide other
attack vectors that are more difficult to identify.

Data leakage is a security breach. Confidential data is stolen or copied by
unauthorized persons. Insecure passwords can often be the root cause of this, but it
can also be caused by: phishing emails, malicious security on removable media or
social engineering.

Information threats and data breaches can be prevented and mitigated through good

enterprise information security practices, such as security scope design and definition,

enterprise architecture study, and the use of traditional cybersecurity practices. We will

describe the methods that can protect the company from information threats [9]:

e Multi-factor authentication for enterprise employees is a powerful feature to

prevent unauthorized users from accessing sensitive data. For the most secure user
login, you should use elements such as biometrics, SMS/text messages. emails.

Continuous employee training to reduce human error during downloads or social
engineering threats. One of the most important aspects of enterprise security is
educating employees on how to stay safe online. Protecting the corporate network
goes beyond the IT team—everyone needs to be aware of security policies,
compliance regulations, and potential vulnerabilities such as phishing or social

engineering schemes.



79

e The policy of reliable passwords is the use of the following practices: long
passwords (from 15 characters), a combination of different characters, without
using dictionary words, changing passwords regularly (once a month), using a
password manager.

e Detailed review of all potential threats, including employee personal devices, use
of temporary passwords, two-factor or multi-factor authentication.

e Backing up data is one of the best ways to protect personal and business data from
ransomware attacks. You can ensure the protection of enterprise data by
implementing permanent backup. It is possible to use cloud storage or a copy of
your data on the company's server. If the system was hacked, data recovery is
possible.

Separately, such an important link in ensuring the information security of the
enterprise as a network screen (Firewall) should be considered. A network screen or
firewall is a piece of firmware or software that manages and enforces rules about what
types of data packets can pass through an enterprise network, as well as other aspects of
network security. A network firewall is the most important building block of any
enterprise's cybersecurity infrastructure.

There are two main options for protecting your network with network screens.

These two options have their pros and cons.

Enterprise
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Image 1.4 — An example of using a network screen at an enterprise
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A network firewall is the primary type of firewall. A network firewall is located

directly between two or more networks. This is usually the dividing line between a local

area network (LAN) and a wide area network (WAN), but the contours of a network

firewall can be defined as the enterprise sees fit. A network firewall can typically be part

of dedicated or general-purpose network traffic monitoring equipment, but fully virtual

network solutions also exist.

Firewalls can prevent the following enterprise security threats [9]:
Remote login of unauthorized users.
Programs that install features that allow hidden access.
Denial of Service (DDoS) when an enterprise network is overwhelmed with
generated network traffic, causing computers on the network to slow down or
crash.
Network-spread viruses and worms, small programs that can spread over a

network to other unprotected computers.

Web application firewalls (WAFs) are a type of application that work directly with

web applications. A web application firewall sits in front of web applications and

monitors both inbound and outbound web traffic. Web application firewalls because they

analyze data more thoroughly than network firewalls. Let's describe their features:

Simple configuration — web application settings and functionality are compatible
with web application firewalls and can be updated on the fly to meet the
requirements of new digital threats or equipment that has been added to the
corporate network.

Compatibility — A web application-based firewall is built for any web application.
This means that business conducted online through a browser can be protected
regardless of the application. Complex operations that cannot afford to isolate their

networks will appreciate the flexibility provided by web application firewalls.
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1.3.4 Fire Security

A fire alarm system in a business is designed to notify of an emergency so that people

can take action to protect themselves, staff and the business as a whole.

At the heart of a fire safety system are detection devices, from sophisticated intelligent

smoke detectors to simple manually operated units. There is a wide range of different

types, let's describe them [3]:

Thermal detectors — can operate based on a fixed temperature detection where it
triggers an alarm if the temperature exceeds a preset value. or they can operate on
a rate of temperature change.

Smoke detectors — there are three main types of smoke detectors, according to the
type of smoke detection: ionization, light scattering, light dimming.

Carbon monoxide detectors — Carbon monoxide detectors. also known as CO fire
detectors, are electronic detectors used to indicate a fire by detecting the level of
carbon monoxide in the air.

Multi-sensor detectors — such detectors combine input data from optical and
thermal sensors and process them using a complex algorithm built into the detector
circuit. When polling the control panel, the detector returns a value based on the
combined feedback from the optical and thermal sensors. They are designed to be
sensitive to a wide range of fires.

Manual call points — A manual call point or broken glass call point is a device that
allows staff to raise the alarm by breaking a fragile element on the panel; it is

alarming.

Let's consider smoke detectors in detail:

An ionizing smoke detector usually contains two chambers. The first is used as a
reference to compensate for changes in ambient temperature, humidity or pressure.
The second chamber contains a radioactive source, usually an alpha particle, which
ionizes the air passing through the chamber, where a current flows between two
electrodes. When smoke enters the chamber, the current flow is reduced. This drop

in current flow is used to trigger an alarm.
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e Light-scattering smoke detector - works according to the Tyndall effect; the
photocell and the light source are separated from each other by a darkened chamber
so that the light source does not fall on the photocell. The passage of smoke into
the chamber causes the light from the source to scatter and fall on the photocell.
The photocell output is used to initiate an alarm.

e In a light-obscuring smoke detector, the smoke blocks the light beam between the
light source and the photocell. A photocell measures the amount of light it receives.
A change in photocell power is used to trigger an alarm.

Fire alarm systems can be divided into four main types, let's list them [3].

e Traditional fire alarm systems - in this type of fire alarm system, physical cables
are used to connect several detectors and detectors, the signals from which are sent
back to the main control unit.

e Addressable Fire Alarm Systems - The detection principle of an addressable system
is the same as a conventional system except that each detector is assigned a set
address and the control panel can then determine exactly which detector or
detectors initiated the alarm.

e Intelligent fire alarm systems - in such a system, each detector actually contains its
own microcontroller that assesses the environment and reports to the control panel.
In essence, intelligent systems are much more complex and involve many more
facilities than conventional or addressable systems. Their main purpose is to help
prevent false alarms.

e Wireless Fire Alarm Systems — The last type of system we will look at is the
wireless fire alarm system. It is an effective alternative to traditional wired fire

alarm systems for all applications.
Technical functions of the fire alarm system [3]

e (detect a fire in the early stages of its development;
e fransmit alarms to fire alarm devices;

e generate control signals for fire protection systems and other engineering

equipment involved in fire and rescue operations;
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to signal a detected malfunction that may negatively affect the normal operation of

the system.
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Figure 1.5 — Example of fire alarm connection at the enterprise
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CONCLUSION

In the course of the first chapter, the relevance of security systems of modern
enterprises was reviewed. Typical threats to them, internal and external attacks on the
physical and informational security of the enterprise are considered. An overview of
popular data transmission protocols in security systems, their wired and wireless versions,
range and energy efficiency was also reviewed.

In the future, modern methods and principles of complex protection of the
enterprise with the organization of security systems in several areas were analyzed:
physical, information and fire safety. Video surveillance was also considered separately,
its importance for comprehensive protection was assessed, two types of cameras - analog
and IP - were considered. Connection diagrams and their features are given for each type
of camera. In the course of considering the construction of information protection,
attention was also paid to network firewalls, their types and options for protecting the

corporate network.
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VK 621.39
O.B. Ulegep, 0.m.n., npoghecop,
EM. ILymuos, mazicmpanm
Hayionanenuii yuieepcumem «llovmascexa novimexuika imeni FOpia Konopamioxa»

MOJJAEPHI3ALLIA CUCTEMMU BE3IIEKH TA KOHTPOJIIO JJOCTYILY 3
IHTEIPALIERO ¥V TEJEKOMYHIKALIMHY MEPEKY TOB
«IHAYCTPIAJIbHI CHCTEMH ABTOMATHU3ALLIT»

Opranizaims Ge3nexy MNPHEMCTBA — 1€ 1IJIICHa Ta GaraTorpania KOHIICIIIs,
CIPAMOBaHA HA BUABJICHHS, 3anodiranns O13Hec-pu3MkKiB. Jlo HUX HalleKaTh 30BHIIIHI
3ATPO3H, NOMWIKORB] MOPYINEHHS NMPABKI CIIBPOOITHAKAMHA Ta PH3HKH 1HITHX CTOPIH.
JlaH1 KJII€HTIB Ta KOMIIaHI € BPa3/IHBAMH, 1 iX 3aXHCT € TOJIOBHHM IIPIOPHTETOM OV/Ib-
SKOTO mmnpreMeTsa [1].

Cucrema iHdopmariitHoi Gesneky nytnpremMcTBa (kiGepOesneka) — 1e NpakTHKa
JAXHCTY JlaHMX 1 pecypeie kommadli Big kibepsarpos. KibepOesneka noBsHHA
sabestedyBaT JIOKILHUI 3aXMCT JaHMX — Ta [epefaudy JaHHX MK MepekaMmu,
NPHCTPOSMH Ta KIHIEBUMH KopuceTyBadaMu. KibepOesneka NupueMeTBa He TUILKH
Mac crpasy 3 nomupenumu npobieMamu Ge3lekH, TaKUMHM SK aTakd BLIMOBH B
oGeayropvpanm  (DoS), comaibHa 1HKEHEpPISs Ta  BpadIMBICTL  HPOIPAMHOIO
salbesnedeHns. Ajle OKPIM IBOTO TAKOXK NOTPIOHO BPAXOBYBATH, AK JIaHl Nepe/1aioThes
MDK IIPHCTPOSIMH Ta MEPEKaMH BCCPE/IHH Opraniaii B oMy, Ui 3adesreuens
KOMILUIEKCHOT CHeTeMH Oestieky | 2].

HasgpHy mepexky mjanpHeMcTBa fBjsge co00l0 TONOMOMIO «3ipKa» ycl BY3IH
MK/ OYAIOTHCH JIO MEPEKEBOIO MAPIIPYTH3ATOPY, BIH V CROIO YEPIY Ha/lae JOCTYILY
rinodanbHy . KoMITI0TepHY Mepeky MOKHA NOJIUINTH Ha JIBa CeIMEHTH!

— 100 MoOit/e, ans makmodedss Ouibinocn  ofiajHaHHA Ta  3BHYaHHMX
KOPHCTYBAYIB,

= 1 I'Gir/e. g njpknodeHs: ceppepie ta crenudiunoro olnajaHHHs. 110
noTpedy e BUCOKOT MIBHIKOCTI.

Y cxnagal Mepekl MIIpHeMceTBa € JiBa o0JajiHAHH, [0 3J[aTHI JI0 CTBOPEHHS
TOUKH 0e3IpOTOBOTO JOCTYIY 11e:

- Mapmpyrrsarop RB951G-2HnD mae 2.4 I'T manazon

- Mapmpyrisatop WF2780 — npaigoe vy jBox manazonax v 2.4ta SIT

Takmit maxy1 Hajac MOMITHBOCTI IJIKIIOHATH AK 3acTapuie obja/[HaHHg TaK 1
cyyacHe. Bee Mepeske o01a/(HaHH [IK/IOYEHE Yepe3 KOMY HIKalifHoMY o01a/iHaHHA,
a came Ha KomyTatopax DES-1024D ta DGS-1008D ta mapmpyTisatopr RB931G-
2HnD.

3arazioM Mepexka IJUIPHEMCTBA Mae 18  nepcoHaIbHMX  KOMITIOTepiB, 3
MEepeKeBHX IPHHTEPH, CepBep, Mapllpy TH3aTop Ta ojHe Mepexene cxopuie (NAS).

Ha myumpueMeTBl nody 1oBaHo cHeTeMy 0e3lekH, 1o BKnovae B cede: OXOPOHHY
CHIHAIM3AINKD, CHUCTEMA KEePYBAHHS JIOCTVIIOM., CHCTEMH BLJICOCIIOCTEPEKeHHS Ta
MOKEKHY CHIHaI3ami.
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Puc. 1. Tononoria Mepeski nmnmpHeMcTBa
JITEPATVPA:

1. Enterprise Security [Enrexkmponnuit pecvpe] — Pexcus docmyny do pecvpey:
https:/‘'www._fortinet.com/'resources cyberglossary/enterprise-security.
2. Enterprise cybersecurity / E. Scott, G. Stanley, C. Williams., 2015.

MODERNIZATION OF THE SECURITY SYSTEM OF ACCESS CONTROL
WITH INTEGRATION INTO THE TELECOMMUNICATION NETWORK
OF INDUSTRIAL AUTOMATION SYSTEMS LLC

0. Shefer, ScD, Professor,

Y. Pluttsov, Master's Student

National University «Yuri Kondratyuk Poltava Polytechnic»

VJ/IK 004.4

O.I bezgepxuit, 0.¢h.-m.n., npoghecop,

B.A. Jlsopyk, macicmpanm,

P.T. Asizoe. acnipanm

Hayionaasnuit mpancnopmuuil yuicepcumen

PO3POBRA TA BCTAHOB/IEHHS HA XOCTHHI' II'POBOT'O CEPBEPY
3A JIOINOMOI'OKO JAVA TA ORACLE CLOUD

ITpoanamzyeaBiy BnpoBa/uKeHH 1HGOPMAIHHHX TEXHOJIOTTH CYHACHOTO piBHA
B YKpaiHi, BUABIEHO (aKT HEJOCTATHLOIO PO3BHTKY IPOBHX CEpBEpIB B LILJIOMY,
0co0IHBO JedilMT PIZHOMAHITHOCTT IMPOBHX CEPBEPIB 3 YHIKAILHHUM KoHTeHToM. [l
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