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IMPROVEMENT OF THE CONTROL SYSTEM MODEL
OF A MOBILE PLATFORM UNDER THE INFLUENCE
OF ELECTROMAGNETIC SPECTRUM THREATS
IN THE INFORMATION ENVIRONMENT

Abstract. The article presents a control system model for a mobile robotic platform (unmanned vehicle) and
proposes methods for improving the control system elements under the influence of electromagnetic spectrum threats
in the information environment. The control model for the robotic platform includes the ability to operate the
platform mechanisms in two modes: manual and automated. The use of the mobile platform in manual mode is
necessary for operational control in the absence of electromagnetic interference aimed at disrupting the data
transmission devices of the robotic platform. To ensure the operation of the mobile platform under the presence of
electromagnetic interference, the control system must be capable of managing the platform devices in an automated
or automatic mode. The aim of the article is to formalize the control system model for the mobile platform, identify
the shortcomings of existing control systems, and explore ways to eliminate these shortcomings. The results
obtained: quantitative indicators from the conducted research indicate the potential use of video information
processing models, used by the unmanned vehicle operator for spatial orientation, for the autonomous operation of
the unmanned vehicle. Conclusions: the implementation of data processing models in the mobile platform's control
system will enable the automation of control processes for the unmanned vehicle under conditions of electromagnetic
interference affecting the data transmission devices of the robotic platform.

Keywords: control system, unmanned vehicles, electromagnetic spectrum threats, video processing, mobile platform.

Introduction

Ensuring the safe and correct functioning of
systems that utilize information computer technologies
presents a range of challenges from the macro level [1]
to the micro level.

The aim of this research was to formalize the
control system model for a mobile platform, identify the
shortcomings of existing control systems, and explore
ways to eliminate these shortcomings. With the rapid
development of mobile platforms in Ukraine and
worldwide, a number of models are available on the
market [2—4], whose configurations are characterized by
a set of common features from an engineering
perspective.

An analysis of the use of existing unmanned
vehicles (UVs) indicates that controlling the platform
can be complicated due to the limitations of data
transmission systems, which, in turn, can lead to
damage or loss of the mobile platform. The risks of
damage or loss of unmanned vehicles significantly
increase when UVs are used under conditions of
electromagnetic interference.

Active use of the electromagnetic spectrum leads
to the creation of interference that can affect both the
control channel and the video data transmission channel,
which are used by the mobile platform operator for
spatial orientation.

One possible way to mitigate the risks of using
UVs under conditions of electronic warfare is to utilize
data processing models within the control system itself,
which is integrated into the mobile platform.

Control System Model

The control system of a mobile platform can be
conditionally divided into two subsystems.

The first subsystem, the manual control system,
consists of the following main components:

¢ Control panel with a radio transmitter.

e Radio signal receiver.

e Antennas for receiving and transmitting control
and video signals.

e Video camera and video
(VTX).

e Controller (motor controller).

e Electric motors.

¢ Batteries, voltage converters, switching devices.

¢ Video output device.

e Actuators (determined based on the specific
application of the UV).

In this configuration, direct control of the mobile
platform's movement and its actuators is achieved by
sending control signals via the control panel. The radio
signal receiver ensures the transmission of the signal
to the controller, which, in turn, generates the
appropriate control signals for the electric motors and
actuators of the robotic platform.

The second subsystem is the automated or
automatic control system, which is designed to ensure
the operation of the mobile platform under conditions
of electronic warfare.

The tasks of this system include autonomous
video signal processing, decision-making, and the
generation of control signals, which the system sends
to the controller (motor controller).

As hardware for the automated or automatic
control system, single-board computers can be used.
These computers are characterized by relatively low
power consumption and have sufficient operational
functionality for processing video data, generating, and
sending control signals through data input/output
ports. Single-board computers have the capability to

signal transmitter
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run software that utilizes algorithms incorporating
elements of artificial intelligence [5] and modern data
processing algorithms [6—8].

Analysis of Object Tracking Models Usage

To ensure the autonomy of the automated or
automatic control system, typical tasks of robotic
platforms need to be defined. One such task is the
capture and tracking of objects in the surrounding
environment.

This task can be addressed using modern video
data processing models. One such technology is
OpenCV [9], implemented as an open-source computer
vision library used for real-time video data processing.
This library implements a variety of models for object
capture and tracking.

One of the tasks of this research is to analyze
models implemented as video data processing
algorithms.

Conducting this analysis is necessary to
determine the models that can be implemented in the
automated or automatic control system.

This research involves several steps:

1. Implementation of Software: Develop
software to conduct experiments aimed at obtaining
quantitative metrics of the performance of different
data processing models.

2. Model Selection: Choose the data processing
model(s) for experimentation using the technical
equipment that can be wused to implement the
automated or automatic control system for the mobile
platform.

3. Implementation of Data Processing Model:
Implement the selected data processing model, conduct
testing, and debug the control system.

In this article, the results of the first stage of the
research are presented. To conduct the experiment and
determine  quantitative metrics, software was
developed using the C++ programming language and
the OpenCV 4.8 library [10].

The following data processing models were used
for comparative analysis:

e MIL (Multiple Instance Learning),

e CSRT (Discriminative Correlation Filter with
Channel and Spatial Reliability),

e KCF (Kernelized Correlation
BOOSTING, MedianFlow,

¢ MOSSE (Minimum Output Sum of Squared
Error),

e TLD (Tracking, Learning, and Detection).

To determine the quantitative performance
metrics of each model, the following criteria were
defined:

1. Average Deviation between Object Center
and Calculated Region Center: This criterion
measures the average difference between the center of
the tracked object and the center of the region
calculated and used by the model for displaying the
captured object — the average tracking error.

2. Average Frame Processing Time: This
criterion measures the average processing time of one
video frame.

Filters),

These criteria were chosen to assess the accuracy
and efficiency of each model in tracking objects in
real-time video streams.

The experiment involved running the software
with the collection of quantitative metrics for 14
videos selected based on the following criteria:

e The video stream depicted changes in the
environment with high dynamics in the object's
position.

e The videos were obtained using technical
equipment (camera) commonly used in modern robotic
mobile platform models.

These criteria ensured that the selected videos
provided a challenging and realistic scenario for
testing the performance of the object tracking models.

Quantitative  metrics were obtained for
processing each individual frame of the video stream
and recorded in a log file, structured and provided in
Tables 1 and 2.

The notation "o" in the tables indicates that the
model lost track of the captured object.

The results of the OpenCV  models
investigation demonstrate that the effectiveness of
tracking  algorithms can significantly vary
depending on the type of video fragment. Some
algorithms perform well on videos where objects
gradually change their position within the frame, but
they may lose tracking on video fragments with
unpredictable movements.

Thus, the choice of tracking model should take
into account the specific requirements of the task and
the characteristics of the video stream.

Analytically, the following characteristics of the
models can be determined:

¢ KCF and MOSSE quickly process frames and
perform well in tracking objects with uniform and
smooth motion without abrupt movements. However,
these algorithms are not suitable for tracking objects
with unpredictable trajectories, as the object loss rate
and tracking error are quite high.

e TLD can handle videos where objects enter
obstacles or go beyond frame boundaries. It restores
tracking but is characterized by longer frame
processing time and higher tracking error compared to
other models.

e MedianFlow demonstrates moderate quality
for objects with uneven motion, but its accuracy
heavily depends on the initially selected region of
interest (ROI). It's important to precisely define object
boundaries to avoid background capture.

e CSRT and BOOSTING, according to the
obtained quantitative metrics, are characterized by
relatively high performance in the conducted
experiment, but BOOSTING has a sufficiently high
frame processing time, and CSRT more frequently
loses track of the object.

e MIL algorithm, based on the experiment
results, is characterized by high quality in tracking
objects. According to observations, this model enables
object tracking in dynamic scenarios, with moderate
frame processing time and the lowest average tracking
error and object loss percentage.
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Table 1 — Average Tracking Error (px)

Model implemented in OpenCV

No. of video
MIL CSRT KCF BOOSTING | MedianFlow | MOSSE | TLD
1. 359 0 ) 1132 313 © )
2. 454 © 1474 375 1253 97.1 o0
3. 18.6 183 © 169 0 0 653
4. 213 284 © 399 107.6 0 o0
5. 293 © © 57.6 589 354 535
6. 380 117.7 © 50.8 124.6 0 529
7. 60.2 140 0 212 43.1 o0 ©
8. 12.7 150 © 152 1184 © 263
9. 12.5 142 00 13.3 o0 ) )
10. o0 0 o0 o0 725 ) )
11. 37.7 7.5 0 110 0 © ©
12. 94 99 © 422 1109 0 1504
13. 8.1 0 o0 o0 293 0 o0
14. o0 0 0 6.1 300 o0 64.6
Average tracking error, px 2743 28,13 147 40 3541 7745 66,25 68,88
Object loss percentage, % 14,29 42,86 92,86 14,29 2143 85,71 57,14
Table 2 — Average frame processing time (ms)
Model implemented in OpenCV
No. of video
MIL CSRT KCF BOOSTING | MedianFlow | MOSSE TLD
1. 2439 © © 4150 48.2 o0 o0
2. 2624 © 158.6 698.0 1534 739 o0
3. 2370 166.6 © 432.6 ) o0 949.6
4. 2150 122.7 © 3725 130.9 o0 )
5. 236.4 © © 5339 72.7 13.8 598.1
6. 2559 117.7 © 475.5 144.1 0 853.0
7. 260.8 1494 © 395.1 537 0 0
8. 206.5 1034 © 338.1 89.8 0 966.0
9. 193.3 119.2 © 341.7 o0 0 0
10. o0 0 0 o0 440 o0 )
11. 220.7 123.6 © 393.8 © 0 0
12. 2189 110.7 © 3720 81.8 0 1276.3
13. 1953 © © 0 36.7 0 0
14. 00 0 0 308.1 41.8 o0 961.2
Average processing time (ms) 228,84 126,66 | 158,60 423,03 69,01 4385 934,03

27



Control, Navigation and Communication Systems. 2024. No. 3

ISSN 2073-7394

Conclusions

This article presents a formalized model of ground
mobile platform control system, identifies the main
technical components, and principles of their
interaction.

An analysis of the drawbacks of existing platforms
under active electromagnetic spectrum utilization is
conducted. A combined control system model utilizing
manual and automated or automatic control subsystems
is proposed.

improving the control system model of UVs to eliminate
existing drawbacks are identified.

An experiment is conducted to investigate the
potential use of modern object tracking models,
obtaining quantitative metrics.

Based on these metrics, a data processing model is
selected for further implementation into the mobile
platform control system.

The next steps of this research involve conducting
an experiment to obtain quantitative indicators of the
data processing model performance based on the

technical equipment used for implementing the mobile
platform control system.

An overview of typical tasks for unmanned
vehicles operation is provided, and avenues for
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YnockoHaaeHHsI MOfie]Ii CHCTeMH KepyBaHHS MOOLILHOT mIaThopMu
B YMOBaX [ii 3arpo3 eJIeKTPOMArHiTHOro cneKkTpy iHdopMauiliHoro cepenoBuIna

B. P. Bopsik, A. C. Suko, [I. Osciit, M. 0. IIpopoxk

AHoTanisi. B crarti HaBeJeHO MOJENb CHCTEMH KepyBaHHS MOOLTBHOIO POOOTH30BaHOIO IIATGOPMOIO (6E3MiIOTHOro
amapaTty), a TaKOX 3alpOIIOHOBAaHO METOOM YAOCKOHAJICHHS eJIEMEHTIB CHCTEMH KepyBaHHS, B yMoBax Jii 3arpos
€JIEKTPOMArHITHOTO CIHEeKTpy iHdopMamiiHOrO cepemoBuiia. Mojels KepyBaHHS pOOOTH30BAaHOIO ILIATGOPMOIO Iependadae
MOXIMBICTh YIPABIiHHS MeXaHi3MaMi po0GOTH30BaHOT MmiarhopMH Yy JBOX pEKHMax: PyYHOMY Ta aBTOMAaTH30BaHOMY.
Bukopucranas MoOiIpHOT TIaTGOPMH B PYYHOMY PEXKHMi HEOOXiTHE UL ONEPaTUBHOTO KEPyBaHHS 32 YMOB BiJIICYTHOCTI il
CJIEKTPOMATHITHOTO BIUIMBY 3 METOK CTBOPEHHs 3aBaJl Ha INPUCTPOi mepenadi JaHMX poOoTH3oBaHOi miardopmu. s
3a0e3MeueH sl OnepyBaHHsS MOOUIBHOI MIaTGOPMU B yMOBaX HAasBHOCTI [ii €IEKTPOMArHiTHOrO BIUIMBY CHUCTEMa KEpyBaHHS
NOBHHHA MaTH MOXJIMBICTh KepPyBaTH MPUCTPOSIMH MOOIIBHOI MIaTGOpMH B aBTOMAaTH30BaHOMY 200 aBTOMAaTHYHOMY PEXHMI.
Merto1o cratTi € hopmaizanis MOzeNi CHCTEMH KepyBaHHsS MOOUTHHOIO MIAaT(HOPMOI0, BUSIBICHHS HEIOMIKIB iCHYIOUHX CHCTEM
KepyBaHHS Ta IMOIIYK MUIAXiB YCYHEHHs LHUX HelodikiB. OTpHMaHi pe3yabTaTH: KiUIbKICHI IOKa3HUKH HPOBEIEHOTO
JOCIIJDKEHHS BKa3yIOTh HAa MOXIIMBOCTI BUKOPHUCTAHHS MoJielielt 00poOKH BifeoiH(popMarii, Ska BHKOPHCTOBYETHCS OEPaTOPOM
0E3MUIOTHOTO amapary Ui OpieHTamnii B IpOCTOpi, I aBTOHOMHOI poOOTH O€3MiJIOTHOTO anapary. BHCHOBKH: iMIIIeMeHTaIlis
Mojerneil 0OpoOKM JaHUX B CHCTEMY KepyBaHHS MOOULIFHOIO IIIAT(OPMOIO JO3BOJUTH aBTOMATH3YBAaTH IPOIECH KepyBaHHS
0E3MUIOTHOTO anapary B yMOBaXx Jii eIeKTpOMarHiTHOTO BIUIMBY Ha HPUCTPO] Iepeaadi JaHuX poOOTH30BaHOI 1aT(hopMu.

KawuoBi ciaoBa: cucrema KepyBaHHs, O€3IUJIOTHI amapaTy, 3arpo3H €JICKTPOMAarHiTHOTO CHEKTpy, oOpoOka Bineo,
MoOisbHa IaThopMma.

28



